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About this Guide

This book provides information on the FTOS Command Line Interface (CLI). It includes
some information on the protocols and features found in FTOS and on the Dell Forcel0
systems supported by FTOS (C-Series , E-Series , and S-Series ).

This chapter includes:

*  Objectives

e Audience

e Conventions

» Related Documents

Objectives

This document is intended as a reference guide for the FTOS command line interface (CLI)
commands, with detailed syntax statements, along with usage information and sample output.

For details on when to use the commands, refer to the FTOS Configuration Guide. That guide

contains a chapter with a list of the RFCs and MIBs (management information base files)
supported.

Audience

This document is intended for system administrators who are responsible for configuring or
maintaining networks. This guide assumes you are knowledgeable in Layer 2 and Layer 3
networking technologies.

About this Guide | 13



£ Conventions
(8]
g This document uses the following conventions to describe command syntax:
2
o Convention Description
i keyword Keywords are in bold and should be entered in the CLI as listed.
c parameter Parameters are in italics and require a number or word to be entered in the CLI.
o
© {X} Keywords and parameters within braces must be entered in the CLI.
g [X] Keywords and parameters within brackets are optional.
z' X|y Keywords and parameters separated by bar require you to choose one.
2 x|y Keywords and parameters separated by a double bar enables you to choose any or all of them.
Information Symbols
Table 1-1 describes symbols contained in this guide.
Table 1-1. Information Symbols
Symbol Brief Description
C-Series | This symbol indicates that the selected feature is supported on the C-Series.
E-Series | This symbol indicates that the selected feature is supported on the E-Series TeraScale AND
E-Series ExaScale.
E-Series | This symbol indicates that the selected feature is supported on the E-Series TeraScale platform
TeraScale |only,
E-Series | This symbol indicates that the selected feature is supported on the E-Series ExaScale platform
Exa50a|e on'y_
S-Series | This symbol indicates that the selected feature is supported on the S-Series.

Related Documents

For more information about the system, refer to the following documents:

14 | About this Guide

e FTOS Configuration Guide
e Installation and maintenance guides for your system
* Release Notes for your system and FTOS version




CLI Basics

This chapter describes the command structure and command modes. FTOS commands are in
a text-based interface that allows you to use launch commands, change the command modes,
and configure interfaces and protocols.

This chapter covers the following topics:

e Accessing the Command Line

e Multiple Configuration Users

» Navigating the Command Line Interface
e Obtaining Help

» Using the Keyword No

*  Filtering show Commands

e Command Modes

Accessing the Command Line

When the system boots successfully, you are positioned on the command line in the EXEC
mode and not prompted to log in. You can access the commands through a serial console port
or a Telnet session. When you Telnet into the switch, you are prompted to enter a login name
and password.

The following text is an example of a successful Telnet login session.

telnet 172.31.1.53
Trying 172.31.1.53...
Connected to 172.31.1.53.
Escape character is "~]".
Login: username

Password: FTOS>

Once you log into the switch, the prompt provides you with current command-level
information (refer to Table 2-1).

CLI Basics | 15
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Multiple Configuration Users

When a user enters the CONFIGURATION mode and another user(s) is already in that
configuration mode, FTOS generates an alert warning message similar to the following:

FTOS#conf
% Warning: The following users are currently configuring the system:

User """ on line console0

User "admin™ on line vtyO ( 123.12.1.123 )
User "admin™ on line vtyl ( 123.12.1.123 )
User "lrene" on line vty3 ( 123.12.1.321 )
FTOS#conf

When another user enters the CONFIGURATION mode, FTOS sends a message similar to
the following, where the user in this case is “admin” on vty2:

% Warning: User "admin' on line vty2 '172.16.1.210" is in configuration

Navigating the Command Line Interface

The Command Line Interface (CLI) prompt displayed by FTOS is comprised of:

*  “hostname”— the initial part of the prompt, “FTOS” by default. You can change
it with the hostname command, as described in hostname.

e The second part of the prompt, reflecting the current CLI mode, as shown in
Table 2-1.

The CLI prompt changes as you move up and down the levels of the command structure.
Table 2-1 lists the prompts and their corresponding command levels, called modes. Starting
with the CONFIGURATION mode, the command prompt adds modifiers to further identify
the mode. The command modes are explained in Command Modes.

E Note: Some of the following modes are not available on C-Series or S-Series.

Table 2-1. Command Prompt and Corresponding Command Mode

Prompt CLI Command Mode
FTOS> EXEC

FTOS# EXEC Privilege
FTOS(conf)# CONFIGURATION




Table 2-1. Command Prompt and Corresponding Command Mode

Prompt

CLI Command Mode

FTOS(conf-if)#
FTOS(conf-if-gi-0/0)#
FTOS(conf-if-te-0/0)#
FTOS(conf-if-fo-0/0)#
FTOS(conf-if-lo-0)#
FTOS(conf-if-nu-0)#
FTOS(conf-if-po-0)#
FTOS(conf-if-vl-0)#
FTOS(conf-if-so-0/0)#
FTOS(conf-if-ma-0/0)#
FTOS(conf-if-range)#

INTERFACE

FTOS(config-ext-nacl)#
FTOS(config-std-nacl)#

IP ACCESS LIST

FTOS(config-line-aux)#

FTOS(config-line-vty)#

FTOS(config-line-console)#

LINE

FTOS(config-ext-macl)#
FTOS(config-std-macl)#

MAC ACCESS LIST

FTOS(config-mon-sess)#

MONITOR SESSION

FTOS(config-span)#

STP

FTOS(config-mstp)#

MULTIPLE SPANNING TREE

FTOS(config-pvst)#

Per-VLAN SPANNING TREE Plus

FTOS(config-rstp)#

RAPID SPANNING TREE

FTOS(config-gvrp)# PROTOCOL GVRP
FTOS(config-route-map)# ROUTE-MAP
FTOS(conf-nprefixI)# PREFIX-LIST
FTOS(conf-router_rip)# ROUTER RIP
FTOS(conf-redirect-list)# REDIRECT
FTOS(conf-router_bgp)# ROUTER BGP
FTOS(conf-router_ospf)# ROUTER OSPF
FTOS(conf-router_isis)# ROUTER ISIS
FTOS(conf-trace-acl)# TRACE-LIST
FTOS(config-vlt-domain) VLT DOMAIN

Obtaining Help

As soon as you are in a command mode there are several ways to access help.

» To obtain a list of keywords at any command mode, do the following:

CLI Basics
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» Enter a? at the prompt or after a keyword. There must always be a space

before the ?.

» To obtain a list of keywords with a brief functional description, do the following:
» Enter help at the prompt.

e To obtain a list of available options, do the following:
» Type a keyword followed by a space and a ?

e Type a partial keyword followed by a ?
e Adisplay of keywords beginning with the partial keyword is listed.

FTOS(conf)#ip ?
access-list
as-path
community-list
domain-list
domain-lookup
domain-name
fib

ftp

host
max-frag-count
multicast-routing
name-server
pim
prefix-list
radius
redirect-list
route

scp
source-route
ssh

tacacs

telnet

tftp
trace-group
trace-list
FTOS(conf)#ip

The following text illustrates the results of entering ip ? at the prompt.

Named access-list

BGP autonomous system path filter

Add a community list entry

Domain name to complete unqualified host name
Enable IP Domain Name System hostname translation
Define the default domain name

FIB configuration commands

FTP configuration commands

Add an entry to the ip hostname table

Max. fragmented packets allowed in IP re-assembly
Enable IP multicast forwarding

Specify address of name server to use

Protocol Independent Multicast

Build a prefix list

Interface configuration for RADIUS

Named redirect-list

Establish static routes

SCP configuration commands

Process packets with source routing header options
SSH configuration commands

Interface configuration for TACACS+

Specify telnet options

TFTP configuration commands

Named trace-list

Named trace-list

When entering commands, you can take advantage of the following timesaving features:

The commands are not case sensitive.

You can enter partial (truncated) command keywords. For example, you can enter
int gig int interface for the interface gigabitethernet interface
command.

Use the TAB key to complete keywords in commands.
Use the up arrow key to display the last enabled command.
Use either the Backspace key or the Delete key to erase the previous character.



Use the left and right arrow keys to navigate left or right in the FTOS command line.
Table 2-2 defines the key combinations valid at the FTOS command line.

Table 2-2. Short-cut Keys and their Actions

Key

Combination [Action

CNTL-A Moves the cursor to the beginning of the command line.

CNTL-B Moves the cursor back one character.

CNTL-D Deletes character at cursor.

CNTL-E Moves the cursor to the end of the line.

CNTL-F Moves the cursor forward one character.

CNTL-I Completes a keyword.

CNTL-K Deletes all characters from the cursor to the end of the command line.

CNTL-L Re-enters the previous command.

CNTL-N Return to more recent commands in the history buffer after recalling commands
with Ctrl-P or the up arrow key

CNTL-P Recalls commands, beginning with the last command

CNTL-R Re-enters the previous command.

CNTL-U Deletes the line.

CNTL-W Deletes the previous word.

CNTL-X Deletes the line.

CNTL-Z Ends continuous scrolling of command outputs.

EscB Moves the cursor back one word.

Esc F Moves the cursor forward one word.

Esc D Deletes all characters from the cursor to the end of the word.

Using the Keyword No

To disable, delete, or return to default values, use the no form of the commands. For most
commands, if you type the keyword no in front of the command, you will disable that
command or delete it from the running configuration. In this document, the no form of the
command is discussed in the Command Syntax portion of the command description.

Filtering show Commands

You can filter the display output of a show command to find specific information, to display
certain information only, or to begin the command output at the first instance of a regular
expression or phrase.

CLI Basics
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When you execute a show command, followed by a pipe (| ) and one of the parameters listed
below and a regular expression, the resulting output either excludes or includes those
parameters, as defined by the parameter:

e display — display additional configuration information

» except— display only text that does not match the pattern (or regular expression)
e find — search for the first occurrence of a pattern

o grep — display text that matches a pattern

* no-more — do not paginate the display output

e save — copy output to a file for future use

K Note: FTOS accepts a space before or after the pipe, no space before or after the
pipe, or any combination. For example:
FTOS#command | grep gigabit |except regular-expression | find
regular-expression

The grep command option has an ignore-case sub-option that makes the search
case-insensitive. For example, the commands:

e show run | grep Ethernet would return a search result with instances containing a
capitalized “Ethernet,” such as interface GigabitEthernet 0/0.

* show run | grep ethernet would not return the search result, above, because it only
searches for instances containing a non-capitalized “ethernet.”

Executing the command show run | grep Ethernet ignore-case would return instances containing
both “Ethernet” and “ethernet.”

Displaying All Output
To display the output all at once (not one screen at a time), use the no-more after the pipe. This
is similar to the terminal length screen-length command except that the no-more option affects

the output of just the specified command.For example:

FTOS#show running-config|no-more

Filtering Command Output Multiple Times

You can filter a single command output multiple times. Place the save option as the last filter.
For example:

FTOS# command | grep regular-expression | except regular-expression | grep
other-regular-expression | find regular-expression | no-more | save



Command Modes

To navigate to various CLI modes, you need to use specific commands to launch each mode.
Navigation to these modes is discussed in the following sections.

E Note: Some of the following modes are not available on C-Series or S-Series.

EXEC Mode

When you initially log in to the switch, by default, you are logged into the EXEC mode. This
mode allows you to view settings and to enter the EXEC Privilege mode to configure the
device. While you are in the EXEC mode, the > prompt is displayed following the
“hostname” prompt, as described above, which is “FTOS” by default. You can change it with
the hostname command. Refer to the command hostname. Each mode prompt is preceded by
the hostname.

EXEC Privilege Mode

The enable command accesses the EXEC Privilege mode. If an administrator has configured
an “Enable” password, you will be prompted to enter it here.

The EXEC Privilege mode allows you to access all commands accessible in EXEC mode,
plus other commands, such as to clear ARP entries and IP addresses. In addition, you can

access the CONFIGURATION mode to configure interfaces, routes, and protocols on the
switch. While you are logged in to the EXEC Privilege mode, the # prompt is displayed.

CONFIGURATION Mode

In the EXEC Privilege mode, use the configure command to enter the CONFIGURATION
mode and configure routing protocols and access interfaces.

To enter the CONFIGURATION mode:

1. \erify that you are logged in to the EXEC Privilege mode.
2. Enter the configure command. The prompt changes to include (conf).

From this mode, you can enter INTERFACE by using the interface command.

INTERFACE Mode

Use the INTERFACE mode to configure interfaces or IP services on those interfaces. An
interface can be physical (for example, a Gigabit Ethernet port) or virtual (for example, the
Null interface).
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To enter INTERFACE mode:

IS

o

; 1. Verify that you are logged into the CONFIGURATION mode.

f';_ 2. Enter the interface command followed by an interface type and interface number that is

S available on the switch.

= 3. The prompt changes to include the designated interface and slot/port number, as outlined

7 in Table 2-3.

; Table 2-3. Interface prompts

‘:C"T Prompt Interface Type

S FTOS(conf-if)# INTERFACE mode

z FTOS(conf-if-gi-0/0)# Gigabit Ethernet interface followed by slot/port information

g FTOS(conf-if-te-0/0)# Ten Gigabit Ethernet interface followed by slot/port information
FTOS(conf-if-fo-0/0)# Forty Gigabit Ethernet interface followed by slot/port information
FTOS(conf-if-lo-0)# Loopback interface number.
FTOS(conf-if-nu-0)# Null Interface followed by zero
FTOS(conf-if-po-0)# Port-channel interface number
FTOS(conf-if-vIl-0)# VLAN Interface followed by VLAN number (range 1 to 4094)
FTOS(conf-if-s0-0/0)# SONET interface followed by slot/port information.
FTOS(conf-if-ma-0/0)# Management Ethernet interface followed by slot/port information
FTOS(conf-if-range)# Designated interface range (used for bulk configuration; refer to

interface range).

LINE Mode

Use the LINE mode to configure console or virtual terminal parameters.
To enter LINE mode:

1. \erify that you are logged in to the CONFIGURATION mode.

2. Enter the line command. You must include the keywords console or vty and their line num-
ber available on the switch.The prompt changes to include (config-line-console) or (con-
fig-line-vty).

You can exit this mode by using the exit command.

TRACE-LIST Mode

When in the CONFIGURATION mode, use the trace-list command to enter the TRACE-LIST
mode and configure a Trace list.

1. Verify that you are logged in to the CONFIGURATION mode.

2. Enter the ip trace-list command. You must include the name of the Trace list. The prompt
change to include (conf-trace-acl).
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You can exit this mode by using the exit command.

MAC ACCESS LIST Mode

While in the CONFIGURATION mode, use the mac access-list standard Or mac access-list
extended command to enter the MAC ACCESS LIST mode and configure either standard or
extended access control lists (ACL).

To enter MAC ACCESS LIST mode:

1. \erify that you are logged in to the CONFIGURATION mode.

2. Use the mac access-list standard or mac access-list extended command. You must include
a name for the ACL.The prompt changes to include (conf-std-macl) or (conf-ext-macl).

You can return to the CONFIGURATION mode by entering the exit command.

IP ACCESS LIST Mode

While in the CONFIGURATION mode, use the ip access-list standard Or ip access-list extended
command to enter the IP ACCESS LIST mode and configure either standard or extended
access control lists (ACL).

To enter IP ACCESS LIST mode:

1. Verify that you are logged in to the CONFIGURATION mode.

2. Use the ip access-list standard or ip access-list extended command. You must include a
name for the ACL.The prompt changes to include (conf-std-nacl) or (conf-ext-nacl).

You can return to the CONFIGURATION mode by entering the exit command.

ROUTE-MAP Mode

While in the CONFIGURATION mode, use the route-map command to enter the
ROUTE-MAP mode and configure a route map.

To enter ROUTE-MAP mode:

1. \erify that you are logged in to the CONFIGURATION mode.

2. Use the route-map map-name [permit | deny] [sequence-number] command. The prompt
changes to include (route-map).

You can return to the CONFIGURATION mode by entering the exit command.
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PREFIX-LIST Mode

While in the CONFIGURATION mode, use the ip prefix-list command to enter the
PREFIX-LIST mode and configure a prefix list.

To enter PREFIX-LIST mode;:

1. \erify that you are logged in to the CONFIGURATION mode.

2. Enter the ip prefix-list command. You must include a name for the prefix list. The prompt
changes to include (conf-nprefixI).

You can return to the CONFIGURATION mode by entering the exit command.

AS-PATH ACL Mode

Use the AS-PATH ACL mode to configure an AS-PATH Access Control List (ACL) on the
E-Series. Refer to Chapter 7, Access Control Lists (ACL).

To enter AS-PATH ACL mode:

1. Verify that you are logged in to the CONFIGURATION mode.

2. Enter the ip as-path access-list command. You must include a name for the AS-PATH
ACL.The prompt changes to include (config-as-path).

You can return to the CONFIGURATION mode by entering the exit command.

IP COMMUNITY LIST Mode

Use the IP COMMUNITY LIST mode to configure an IP Community ACL on the E-Series.
Refer to Chapter 7, Access Control Lists (ACL).

To enter IP COMMUNITY LIST mode:
1. Verify that you are logged in to the CONFIGURATION mode.
2. Enter the ip community-list command. You must include a name for the Community

list. The prompt changes to include (config-community-list).

You can return to the CONFIGURATION mode by entering the exit command.

REDIRECT-LIST Mode

Use the REDIRECT-LIST mode to configure a Redirect list on the E-Series, as described in
the E-Series FTOS Command Line Reference Guide Chapter 39, Policy-based Routing (PBR).

To enter REDIRECT-LIST mode:



1. Verify that you are logged in to the CONFIGURATION mode.
2. Use the ip redirect-list command. You must include a name for the Redirect-list.The
prompt changes to include (conf-redirect-list).

You can return to the CONFIGURATION mode by entering the exit command.

SPANNING TREE Mode

Use the STP mode to enable and configure the Spanning Tree protocol, as described in
Chapter 52, Spanning Tree Protocol (STP).

To enter STP mode;:

1. \erify that you are logged into the CONFIGURATION mode.
2. Enter the protocol spanning-tree stp-id command.

You can return to the CONFIGURATION mode by entering the exit command.

Per-VLAN SPANNING TREE Plus Mode

Use PVST+ mode to enable and configure the Per-VLAN Spanning Tree (PVST+) protocol,
as described in Chapter 41, Per-VLAN Spanning Tree Plus (PVST+).

E Note: The protocol is PVST+, but the plus sign is dropped at the CLI prompt

To enter PVST+ mode:

1. \erify that you are logged into the CONFIGURATION mode.
2. Enter the protocol spanning-tree pvst command.

You can return to the CONFIGURATION mode by entering the exit command.

RAPID SPANNING TREE Mode

Use PVST+ mode to enable and configure the RSTP protocol, as described in Chapter 45,
Rapid Spanning Tree Protocol (RSTP).

To enter RSTP mode:

1. \Verify that you are logged into the CONFIGURATION mode.
2. Enter the protocol spanning-tree rstp command.

You can return to the CONFIGURATION mode by entering the exit command.
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MULTIPLE SPANNING TREE Mode

Use MULTIPLE SPANNING TREE mode to enable and configure the Multiple Spanning
Tree protocol, as described in Chapter 33, Multiple Spanning Tree Protocol (MSTP).

To enter MULTIPLE SPANNING TREE mode:

1. \erify that you are logged into the CONFIGURATION mode.
2. Enter the protocol spanning-tree mstp command.

You can return to the CONFIGURATION mode by entering the exit command.

PROTOCOL GVRP Mode

Use the PROTOCOL GVRP mode to enable and configure GARP VLAN Registration
Protocol (GVRP), as described in Chapter 18, GARP VLAN Registration (GVRP).

To enter PROTOCOL GVRP mode:

1. Verify that you are logged into the CONFIGURATION mode.
2. Enter the protocol gvrp command syntax.

You can return to the CONFIGURATION mode by entering the exit command.

ROUTER OSPF Mode

Use the ROUTER OSPF mode to configure OSPF, as described in Chapter 37, Open Shortest
Path First (OSPFv2).

To enter ROUTER OSPF mode:

1. Verify that you are logged into the CONFIGURATION mode.

2. Use the router ospf {process-id} command.The prompt changes to include
(conf-router_ospf-id).

You can switch to the INTERFACE mode by using the interface command or you can switch
to the ROUTER RIP mode by using the router rip command.

ROUTER RIP Mode

Use the ROUTER RIP mode to configure RIP on the C-Series or E-Series, as described in
Chapter 43, Routing Information Protocol (RIP).

To enter ROUTER RIP mode;:

1. Verify that you are logged into the CONFIGURATION mode.



2. Enter the router rip command.The prompt changes to include (conf-router_rip).

You can switch to the INTERFACE mode by using the interface command or you can switch
to the ROUTER OSPF mode by using the router ospf command.

ROUTER ISIS Mode

Use the ROUTER ISIS mode to configure ISIS on the E-Series, as described in the E-Series
E-Series FTOS Command Line Reference Guide chapter Intermediate System to Intermediate
System (IS-1S).

To enter ROUTER ISIS mode:

1. Verify that you are logged into the CONFIGURATION mode.
2. Enter the router isis [tag] command.The prompt changes to include (conf-router_isis).

You can switch to the INTERFACE mode by using the interface command or you can switch
to the ROUTER RIP mode by using the router rip command.

ROUTER BGP Mode

Use the ROUTER BGP mode to configure BGP on the C-Series or E-Series, as described in
Chapter 9, Border Gateway Protocol IPv4 (BGPv4).

To enter ROUTER BGP mode:
1. Verify that you are logged into the CONFIGURATION mode.
2. Enter the router bgp as-number command.The prompt changes to include

(conf-router_bgp).

You can return to the CONFIGURATION mode by entering the exit command.

VLT DOMAIN Mode

Use VLT DOMAIN mode to enable and configure the VLT domain protocol, as described in
Chapter 57, Virtual Link Trunking (VLT).

To enter VLT DOMAIN mode:

1. Verify that you are logged into the CONFIGURATION mode.
2. Enter the config-vit-domain command.

You can return to the CONFIGURATION mode by entering the exit command.
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Determining the Chassis Mode

The chassis mode in FTOS determines which hardware is being supported in an E-Series
chassis. The chassis mode is programmed into an EEPROM on the backplane of the chassis
and the change takes place only after the chassis is rebooted. Configuring the appropriate
chassis mode enables the system to use all the ports on the card and recognize all software
features.



File Management

Overview

This chapter contains commands needed to manage the configuration files and includes other
file management commands found in FTOS. The commands in this chapter are supported by
FTOS on Dell Forcel0 platforms, as indicated by the characters that appear under each of the
command headings: E-Series, a C-Series, S-Series, S4810.

This chapter contains these sections:

e Basic File Management Commands
e Upgrading the C-Series FPGA

Basic File Management Commands

The commands included in this chapter are:

*  boot config

* boot host

»  boot network

e boot system

*  boot system gateway

 cd
» change bootflash-image
e copy

e copy (Streamline Upgrade)

e copy running-config startup-config
* delete

o dir

e download alt-boot-image

e download alt-full-image

e download alt-system-image

« format (C-Series and E-Series)

e format flash (S-Series)
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boot config
Syntax

Parameters

Defaults
Command Modes

Command
History

Usage
Information

File Management

o format flash (Z9000)

» logging coredump

* logging coredump server

e pwd

* rename

e boot system

» show bootvar

e show file

e show file-systems

» show linecard

* show os-version

e show running-config

e show startup-config

* show version

e upgrade (E-Series version)
e upgrade (C-Series version)
e upgrade (S-Series management unit and Z9000)
e upgrade fpga-image

Set the location and name of the configuration file that is loaded at system start-up (or reload)
instead of the default startup-configuration.

boot config {remote-first | rpmO file-url | rpm1 file-url}

remote-first Enter the keywords remote-first to attempt to load the boot configuration files
from a remote location.

rpmO Enter the keywords rpmO first to specify the local boot configuration file for RPM 0.

rpml Enter the keywords rpmZ1 first to specify the local boot configuration file for RPM 1.

file-url Enter the location information:

e For afile on the internal Flash, enter flash:// followed by the filename.
e For afile on the external Flash, enter slotO:// followed by the filename.

Not configured.

CONFIGURATION

\ersion 7.5.1.0 Introduced on C-Series

E-Series original Command

To display these changes in the show bootvar command output, you must save the running
configuration to the startup configuration (copy running-config startup-config or write)......



Related
Commands

boot host

Syntax

Dell Forcel0 strongly recommends using local files for configuration (RPMO or RPM1 flash
or slot0).

When you specify a file as the boot config file, it is listed in the boot variables (bootvar) as
LOCAL CONFIG FILE. If you do not specify a boot config file, then the startup-configuration is
used, although the bootvar shows LOCAL CONFIG FILE = variable does not exist. When
you specify a boot config file, the switch reloads with that config file, rather than the
startup-config. Note that if you specify a local config file which is not present in the specified
location, then the startup-configuration is loaded.

The write memory command always saves the running-configuration to the file labeled
startup-configuration. When using a LOCAL CONFIG FILE other than the startup-config, use
the copy command to save any running-configuration changes to that local file.

The following text is an example of output for show bootvar with no boot configuration:

FTOS#show bootvar

PRIMARY IMAGE FILE = flash://FT0S-EF-8.2.1.0.bin
SECONDARY IMAGE FILE = flash://FTOS-EF-7.6.1.0.bin
DEFAULT IMAGE FILE = flash://FT0S-EF-7.5.1.0.bin

LOCAL CONFIG FILE = variable does not exist

PRIMARY HOST CONFIG FILE = variable does not exist
SECONDARY HOST CONFIG FILE = variable does not exist
PRIMARY NETWORK CONFIG FILE = variable does not exist
SECONDARY NETWORK CONFIG FILE = variable does not exist
CURRENT IMAGE FILE = flash://FTOS-EF-8.2.1.0.bin
CURRENT CONFIG FILE 1 = flash://startup-config

CURRENT CONFIG FILE 2 = variable does not exist

CONFIG LOAD PREFERENCE = [local first

BOOT INTERFACE GATEWAY IP ADDRESS = variable does not exist

The following text is an example of output for show bootvar with a boot configuration:

FTOS#show bootvar

PRIMARY IMAGE FILE = flash://FT0S-EF-8.2.1.0.bin
SECONDARY IMAGE FILE = flash://FTOS-EF-7.6.1.0.bin
DEFAULT IMAGE FILE = flash://FT0S-EF-7.5.1.0.bin

LOCAL CONFIG FILE = variable does not exist

PRIMARY HOST CONFIG FILE = variable does not exist
SECONDARY HOST CONFIG FILE = variable does not exist
PRIMARY NETWORK CONFIG FILE = variable does not exist
SECONDARY NETWORK CONFIG FILE = variable does not exist
CURRENT IMAGE FILE = flash://FTOS-EF-8.2.1.0.bin
CURRENT CONFIG FILE 1 = flash://CustomerA.cfg

CURRENT CONFIG FILE 2 = variable does not exist

CONFIG LOAD PREFERENCE = [local first

BOOT INTERFACE GATEWAY IP ADDRESS = variable does not exist

show bootvar Display the variable settings for the E-Series boot parameters.

Set the location of the configuration file from a remote host.

boot host {primary | secondary} remote-url
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Parameters

primary Enter the keywords primary to attempt to load the primary host configuration
files.

secondary Enter the keywords secondary to attempt to load the secondary host
configuration files.

remote-url Enter the following location keywords and information:

e Forafile on an FTP server, enter ftp://user:password@hostip/filepath
e Forafile on a TFTP server, enter tftp://hostip/filepath

Defaults ~ Not configured.

Command Modes ~ CONFIGURATION

Command

History Version 7.5.1.0 Introduced on C-Series

E-Series original Command

Usage  To display these changes in the show bootvar command output, you must save the running
Information  configuration to the startup configuration (using the copy command).

Related

Commands show bootvar Display the variable settings for the E-Series boot parameters.

boot network
Set the location of the configuration file in a remote network.

Syntax  boot network {primary | secondary} remote-url

P t - - - - -
arameters primary Enter the keywords primary to attempt to load the primary network configuration
files.
secondary Enter the keywords secondary to attempt to load the secondary network

configuration files.

remote-url Enter the following location keywords and information:

e For afile on an FTP server, enter ftp://user:password@hostip/filepath
e Forafile on a TFTP server, enter tftp://hostip/filepath

Defaults None

Command Modes ~ CONFIGURATION

Command

History Version 7.5.1.0 Introduced on C-Series

E-Series original Command

Usage  To display these changes in the show bootvar command output, you must save the running
Information  configuration to the startup configuration (using the copy command).

File Management



Related

Commands show bootvar Display the variable settings for the E-Series boot parameters.

boot system
Tell the system where to access the FTOS image used to boot the system.

Syntax  boot system {rpm0 | rpm1} (default | primary | secondary} file-url

Parameters

rpmoO Enter the keyword rpmO to configure boot parameters for RPMO.
rpml Enter the keyword rpm1 to configure boot parameters for RPML1.
default After entering rpmO or rpm1, enter the keyword default to specify the parameters

to be used if those specified by primary or secondary fail. The default location
should always be the internal flash device (flash:), so that you can be sure that a
verified image is available there.

primary After entering rpmO or rpm1, enter the keyword primary to configure the boot
parameters used in the first attempt to boot FTOS.

secondary After entering rpmO or rpm1, enter the keyword secondary to configure boot
parameters used if the primary operating system boot selection is not available.

file-url To boot from a file:
e on the internal Flash, enter flash:// followed by the filename.
e onan FTP server, enter ftp://user:password@hostip/filepath
e on the external Flash, enter slot0:// followed by the filename.
e onaTFTP server, enter tftp://hostip/filepath

Defaults  Not configured.

Command Modes ~ CONFIGURATION

Command

History \ersion 7.5.1.0 Introduced on C-Series

E-Series original Command

Usage  To display these changes in the show bootvar command output, you must save the running
Information  configuration to the startup configuration (using the copy command) and reload system.

Related

Commands change bootflash-image ~ Change the primary, secondary, or default boot image configuration.

boot system gateway Specify the IP address of the default next-hop gateway for the
management subnet.

boot system gateway
Specify the IP address of the default next-hop gateway for the management subnet.

Syntax boot system gateway ip-address
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Parameters

Command Modes

Usage
Information

Command
History

Related
Commands

cd

Syntax

Parameters

Command Modes

Command
History

ip-address Enter an IP address in dotted decimal format.

CONFIGURATION

Saving the address to the startup configuration file preserves the address in NVRAM in case
the startup configuration file is deleted.

Version 7.5.1.0 Introduced on C-Series

E-Series original Command

change bootflash-image Change the primary, secondary, or default boot image configuration.

Change to a different working directory.

cd directory

directory (OPTONAL) Enter one of the following:

e flash: (internal Flash) or any sub-directory
e slotO: (external Flash) or any sub-directory (C-Series and E-Series only)

EXEC Privilege

\ersion 7.6.1.0 Introduced on S-Series

Version 7.5.1.0 Introduced on C-Series

E-Series original Command

change bootflash-image

Syntax

Parameters

File Management

Change boot flash image from which to boot.

change bootflash-image {cp | linecard linecard-slot | rp}

Enter the keyword cp to change the bootflash image on the Control
Processor on the RPM.

linecard linecard-slot Enter the keyword linecard followed by the slot number to change the
bootflash image on a specific line card.

C-Series Range: 0-7

E-Series Range: 0 to 13 on the E1200; 0 on 6 on the E600, and 0 to 5
on the E300.

rp Enter the keyword rp to change the bootflash image on the RPM
Route Processor.




Defaults
Command Modes

Command
History

Usage
Information

copy
Syntax

Parameters

Command Modes

Command
History

Usage
Information

Not configured.

EXEC Privilege

\ersion 7.5.1.0

Introduced on C-Series

E-Series original Command

A system message appears stating that the bootflash image has been changed. You must
reload the system before the system can switch to the new bootflash image.

Copy one file to another location. FTOS supports IPv4 and IPv6 addressing for FTP, TFTP,
and SCP (in the hostip field).

copy source-file-url destination-file-url

file-url Enter the following location keywords and information:

To copy a file from the internal FLASH, enter flash:// followed by the filename.
To copy a file on an FTP server, enter ftp://user:password@hostip/filepath

To copy a file from the internal FLASH on RPMO, enter rpmOflash://filepath
To copy a file from the external FLASH on RPMO, enter rpmOslot0://filepath
To copy a file from the internal FLASH on RPML1, enter rpm1flash://filepath
To copy a file from the external FLASH on RPM1, enter rpm1slotO://filepath
To copy the running configuration, enter the keyword running-config.

To copy the startup configuration, enter the keyword startup-config.

To copy using Secure Copy (SCP), enter the keyword scp: (If scp: is entered in
the source position, then enter the target URL;

If scp: is entered in the target position, first enter the source URL; refer to the
examples below.)

To copy a file on the external FLASH, enter slot0:// followed by the filename.
To copy a file on a TFTP server, enter tftp://hostip/filepath

ExaScale only

To copy a file from a USB drive on RPMO, enter rpmOusbflash://filepath
To copy a file from an external USB drive, enter usbflash://filepath

EXEC Privilege

\ersion 8.4.1.0

Added IPv6 addressing support for FTP, TFTP, and SCP.

Version 8.2.1.0

Added usbflash and rpmOusbflash commands on E-Series ExaScale

Version 7.6.1.0

Introduced on S-Series and added SSH port number to SCP prompt sequence
on all systems.

\ersion 7.5.1.0

Introduced on C-Series

E-Series original Command

FTOS supports a maximum of 100 files, at the root directory level, on both the internal and

external Flash.
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Related
Commands

Syntax

File Management

The usbflash and rpmOusbflash commands are supported on E-Series ExaScale platform only.
Refer to the FTOS Release Notes for a list of approved USB vendors.

When copying a file to a remote location (for example, using Secure Copy (SCP)), enter only
the keywords and FTOS prompts you for the rest of the information.

For example, when using SCP, you can enter copy running-config scp:

The running-config is the source, and the target is specified in the ensuing prompts. FTOS
prompts you to enter any required information, as needed for the named destination—remote
destination, destination filename, user ID and password, etc.

When you use the copy running-config startup-config command to copy the running
configuration (the startup configuration file amended by any configuration changes made
since the system was started) to the startup configuration file, FTOS creates a backup file on
the internal flash of the startup configuration.

FTOS supports copying the running-configuration to a TFTP server or to an FTP server:
copy running-config tftp:
copy running-config ftp:
The following text is an example of the output when the running-configuration is copied:

FTOS#copy running-config scp:/

Address or name of remote host []: 10.10.10.1
Destination file name [startup-config]? old_running
User name to login remote host? ******

Password to login remote host? ******

In this example — copy scp: flash: — specifying SCP in the first position indicates that the

target is to be specified in the ensuing prompts. Entering flash: in the second position means
that the target is the internal Flash. In the following example, the source is on a secure server
running SSH, so the user is prompted for the UDP port of the SSH server on the remote host.

FTOS#copy scp: flash:

Address or name of remote host []: 10.11.199.134
Port number of the server [22]: 99

Source file name []: test.cfg

User name to login remote host: admin

Password to login remote host:

Destination file name [test.cfg]: testl.cfg

cd Change working directory.

copy (Streamline Upgrade)

Copy a system image to a local file and update the boot profile.

copy source-url target-url [boot-image [synchronize-rpm [external]]]



Parameters

Defaults

Command Modes

Command
History

Usage
Information

source-url Enter the source file in url format. The source file is a valid Dell Forcel0
release image. Image validation is automatic.

target-url Enter the local target file in url format.

boot-image Enter the keyword boot-image to designate this copy command as a
streamline update.

synchronize-rpm Enter the keyword synchronize-rpm to copy the new image file to the peer
RPM.

external Enter the keyword external to designate the target device on the peer RPM

as external flash (instead of the default internal flash).
Default: Internal Flash

No default behavior

CONFIGURATION

Version 8.4.1.0  Added IPv6 addressing support for FTP, TFTP, and SCP.

Version 7.5.1.0 Introduced on C-Series

Version 6.1.1.0 Introduced

In this streamline copy command, the source image is copied to the primary RPM and then, if
specified, to the standby RPM. After the copy is complete, the new image file path on each
RPM is automatically configured as the primary image path for the next boot. The current
system image (the one from which the RPM booted) is automatically configured as the
secondary image path.

FTOS supports IPv4 and IPv6 addressing for FTP, TFTP, and SCP.

Note: The keywords boot-image, synchronize-rpm, and external can be used on the
Primary RPM only.

copy running-config startup-config

Syntax

Command Modes

Command
History

Usage
Information

Copy running configuration to the startup configuration.

copy running-config startup-config {duplicate}

EXEC Privilege

Version 7.5.1.0 Introduced on C-Series

Version 6.3.1.0 Introduced

This command is useful for quickly making a changed configuration on one chassis available
on external flash in order to move it to another chassis.
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When you use the copy running-config startup-config duplicate command to copy the running
configuration to the startup configuration, FTOS creates a backup file on the internal flash of
the startup configuration.

delete
Delete a file from the flash. Once deleted, files cannot be restored.

Syntax  delete flash-url [no-confirm]

P t - -
arameters flash-url Enter the following location and keywords:
e For afile or directory on the internal Flash, enter flash:// followed by the
filename or directory name.
» For afile or directory on the external Flash, enter slot0:// followed by the
filename or directory name.

www.dell.com | support.dell.com

no-confirm (OPTIONAL) Enter the keyword no-confirm to specify that FTOS does not
require user input for each file prior to deletion.

Command Modes EXEC Privilege

Command

History Version 7.6.1.0 Introduced on S-Series

\ersion 7.5.1.0 Introduced on C-Series

E-Series original Command

di

r
Display the files in a file system. The default is the current directory.

Syntax  dir [filename | directory name:]

P t -
arameters filename | directory name: (OPTIONAL) Enter one of the following:
» For afile or directory on the internal Flash, enter flash://
followed by the filename or directory name.
» For afile or directory on the external Flash, enter slot0://
followed by the filename or directory name:

Command Modes  EXEC Privilege

Command - .
History \ersion 7.6.1.0 Introduced on S-Series
Version 7.5.1.0 Introduced on C-Series
E-Series original Command
Example FTOS#dir

Directory of flash:

1 -rwx 6478482 May 13 101 16:54:34 E1200.BIN
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Related
Commands

flash: 64077824 bytes total (57454592 bytes free)
FTOS#

cd Change working directory.

download alt-boot-image

Syntax

Command Modes

Command
History

Usage
Information

Related
Commands

Download an alternate boot image to the chassis.

download alt-boot-image file-url

EXEC Privilege

\ersion 7.7.1.0 Removed from E-Series and C-Series

Version 7.5.1.0 Introduced on C-Series

E-Series original Command

Starting with FTOS 7.7.1.0, the functions of this command are incorporated into the upgrade
command.

For software upgrade details, refer to the FTOS Release Notes.

upgrade (E-Series version) Upgrade the bootflash or boot selector versions.

upgrade (C-Series version) Upgrade the bootflash or boot selector versions.

download alt-full-image

Syntax
Command Modes

Command
History

Usage
Information

Related
Commands

Download an alternate FTOS image to the chassis.

download alt-full-image file-url

EXEC Privilege

Version 7.7.1.0 Removed form E-Series

Version 6.5.1.0 Introduced

Starting with FTOS 7.7.1.0, the functions of this command are incorporated into the upgrade
command.

For software upgrade details, refer to the FTOS Release Notes.

upgrade (E-Series version)  Upgrade the bootflash or boot selector versions
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download alt-system-image

Syntax
Command Modes

Command
History

Usage
Information

Related
Commands

Download an alternate system image (not the boot flash or boot selector image) to the chassis.

download alt-system-image file-url

EXEC Privilege

Version 7.7.1.0 Removed from E-Series

Version 6.5.1.0 Introduced

Starting with FTOS 7.7.1.0, the functions of this command are incorporated into the upgrade
command.

For software upgrade details, refer to the FTOS Release Notes.

upgrade (E-Series version)  Upgrade the bootflash or boot selector versions

format (C-Series and E-Series)

Syntax

Parameters

Default
Command Modes

Command
History

Usage
Information

| File Management

Erase all existing files and reformat a file system. Once the file system is formatted, files
cannot be restored.

format filesystem: [dosFs1.0 | dosFs2.0]

filesystem: Enter one of the following:

¢ To reformat the internal Flash, enter flash:
¢ To reformat the external Flash, enter slotO:

dosFs1.0 Enter the keyword dosFs1.0 to format in DOS 1.0 (the default)
dosFs2.0 Enter the keyword dosFs2.0 to format in DOS 2.0
DOS 1.0 (dosFs1.0)

EXEC Privilege

\ersion 7.5.1.0 Introduced on C-Series

E-Series original Command

When you format flash:

1. The startup-config is erased.

2. All cacheboot data files are erased and you must reconfigure cacheboot to regain
it.

3. All generated SSH keys are erased and you must recreate them.

4. All archived configuration files are erased.



5. All trace logs, crash logs, core dumps, and call-home logs are erased.

6. In-service Process patches are erased.

After reformatting is complete, three empty directories are automatically created on flash:
CRASH_LOG_DIR, TRACE_LOG_DIR and NVTRACE_LOG_DIR.

Note: Version option is available on LC-ED-RPM only. LC-EE3-RPM, LC-EF-RPM, and
LC-EF3-RPM supports DOS 2.0 only.

Related

Commands show file Display contents of a text file in the local filesystem.

show file-systems Display information about the file systems on the system.

format flash (S-Series)

Erase all existing files and reformat the filesystem in the internal flash memory. Once the
filesystem is formatted, files cannot be restored.

Syntax format flash:
Default  flash memory

Command Modes  EXEC Privilege

Command

History Version 7.8.1.0 Introduced on S-Series

Usage  You must include the colon (:) when entering this command.

Information
Caution: This command deletes all files, including the startup configuration file. After executing this
command, consider saving the running config as the startup config (use the write memory command or
copy run start).
Related h figuration to either th figuration file or th
Commands copy Cop)_/t e current configuration to either the startup-configuration file or the
terminal.
show file Display contents of a text file in the local filesystem.
show file-systems Display information about the file systems on the system.

format flash (Z9000)

Erase all existing files and reformat the file system in the internal flash memory or the USB
drive. Once the file system is formatted, files cannot be restored.

Syntax  format [flash: | slotO: | usbflash: ]
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Parameters

Default

Command Modes

Command
History

Usage
Information

flash: | slotO: |
usbflash:

flash: Reformat the file system in the internal flash memory.
slot0: Reformat the file system in the external flash memory, i.e., SSD.
usbflash: Reformat the file system in the usbflash.

flash memory

EXEC Privilege

Version 8.3.11.1 Introduced on the Z9000

You must include the colon (:) when entering this command.

Caution: This command deletes all files, including the startup configuration file. So, after executing
this command, consider saving the running config as the startup config (use the write memory
command or copy run start).

logging coredump

Syntax

Parameters

Defaults

Command Modes

Command
History

Usage
Information

File Management

Enable coredump.

logging coredump {cp | linecard {number | all} | rps}

cp Enable coredump for the CP.

linecard Enable coredump for a linecard.

rps Enable coredump for RP 1 and 2.

The kernel coredump is enabled by default for RP 1 and 2 on E-Series. The kernel coredump
for CP and application coredump are disabled on all systems by default.

CONFIGURATION

Version 8.3.11.1  Introduced on Z9000

\ersion 7.7.1.0 Restructured command to accommodate core dumps for CP. Introduced on

C-Series and S-Series

Version 6.5.1.0  Application coredump naming convention enhanced to include application.

Version 6.1.1.0 Introduced

The Kernel core dump can be large and may take up to 5 to 30 minutes to upload. FTOS does
not overwrite application core dumps so you should delete them as necessary to conserve
space on the flash; if the flash is out of memory, the coredump is aborted. On the S-Series, if
the FTP server is not reachable, the application coredump is aborted. FTOS completes the
coredump process and wait until the upload is complete before rebooting the system.



Related
Commands

logging coredump server Designate a sever to upload kernel core-dumps.

logging coredump server

Syntax

Parameters

Defaults
Command Modes

Command
History

Usage
Information

Related
Commands

pwd

Syntax

Command Modes

Designate a server to upload core dumps.

logging coredump server {ipv4-address | ipv6-address} username name password [type] password

{ipv4-address | Enter the server IPv4 address (A.B.C.D) or IPv6 address
ipv6-address} (XXX X X).

name Enter a username to access the target server.

type Enter the password type:

« Enter 0 to enter an unencrypted password.

» Enter 7 to enter a password that has already been encrypted using
a Type 7 hashing algorithm.

password Enter a password to access the target server.

Crash kernel files are uploaded to flash by default.

CONFIGURATION

Version 8.4.1.0  Added support for IPv6.

\ersion 7.7.1.0 Restructured command to accommodate core dumps for CP. Introduced on
C-Series and S-Series.

Version 6.1.1.0 Introduced

Since flash space may be limited, using this command ensures your entire crash kernel files
are uploaded successfully and completely. Only a single coredump server can be configured.
Configuration of a new coredump server will over-write any previously configured server.

K Note: You must disable logging coredump before you designate a new server
destination for your core dumps.

logging coredump Disable the kernel coredump

Display the current working directory.

pwd

EXEC Privilege
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Command
History

Example

Related
Commands

rename

Syntax

Parameters

Command Modes

Command
History

Version 7.5.1.0 Introduced on C-Series

E-Series original Command

FTOS#pwd
flash:
FTOS#

cd Change directory.

Rename a file in the local file system.

rename url url

url Enter the following keywords and a filename:

e For a file on the internal Flash, enter flash:// followed by the filename.
e For a file on the external Flash, enter slotO:// followed by the filename.

EXEC Privilege

\ersion 7.6.1.0 Introduced on S-Series

Version 7.5.1.0 Introduced on C-Series

E-Series original Command

show boot system

Syntax

Parameters

Defaults

Command Modes

Command
History

File Management

Displays information about boot images currently configured on the system.

show boot system {all | linecard [slot | all] | rpm}

all Enter this keyword to display boot image information for all
linecards and RPMs.

linecard Enter this keyword to display boot image information for the
specified line card(s) on the system.
rpm Enter this keyword to display boot image information for all RPMs

on the system.

No default values or behavior
EXEC

EXEC Privilege

\ersion 7.7.1.0 Introduced on C-Series and E-Series




Example

FTOS#show bootvar
FTOS—EDJH$Mﬁﬁ5¥:§F%¥§%bik%E = ftp://box:password@10.31.1.205//home/5.3.1/5.3.1.0/

SECONDARY IMAGE FILE = variable does not exist

DEFAULT IMAGE FILE = flash://FTOS-ED-5.3.1.0.bin

LOCAL CONFIG FILE = variable does not exist

PRIMARY HOST CONFIG FILE = variable does not exist

SECONDARY HOST CONFIG FILE = variable does not exist

PRIMARY NETWORK CONFIG FILE = variable does not exist

SECONDARY NETWORK CONFIG FILE = variable does not exist
FTOS—EDS%gﬁy@gZJP%¥3%bi%%E = ftp://box:password@10.31.1.205//home/5.3.1/5.3.1.0/

CURRENT CONFIG FILE 1 = flash://startup-config

CURRENT CONFIG FILE 2 = variable does not exist

CONFIG LOAD PREFERENCE = local first

BOOT INTERFACE GATEWAY IP ADDRESS = variable does not exist
RELOAD MODE = normal-reload

FTOS#

show bootvar

Display the variable settings for the E-Series boot parameters.

Syntax

Command Modes

Command
History

Example

Related
Commands

show bootvar

EXEC Privilege

\ersion 7.5.1.0 Introduced on C-Series

E-Series original Command

FTOS#show bootvar
FTOS—EDEH%Mq¥E(§P%¥§%bﬂ%E = ftp://box:password@10.31.1.205//home/5.3.1/5.3.1.0/

SECONDARY IMAGE FILE = variable does not exist

DEFAULT IMAGE FILE = flash://FTOS-ED-5.3.1.0.bin

LOCAL CONFIG FILE = variable does not exist

PRIMARY HOST CONFIG FILE = variable does not exist

SECONDARY HOST CONFIG FILE = variable does not exist

PRIMARY NETWORK CONFIG FILE = variable does not exist

SECONDARY NETWORK CONFIG FILE = variable does not exist
FTOS—ED£QEH¥?E:JP%¥§%bi#%E = ftp://box:password@10.31.1.205//home/5.3.1/5.3.1.0/

CURRENT CONFIG FILE 1
CURRENT CONFIG FILE 2

flash://startup-config
variable does not exist

CONFIG LOAD PREFERENCE = local first
BOOT INTERFACE GATEWAY IP ADDRESS = variable does not exist

FTOS#
boot config Set the location of configuration files on local devices.
boot host Set the location of configuration files from the remote host.

boot network

Set the location of configuration files from a remote network.

boot system

Set the location of FTOS image files.

boot system gateway

Specify the IP address of the default next-hop gateway for the management
subnet.
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show file
Display contents of a text file in the local filesystem.

Syntax show file filesystem

Parameters -
filesystem Enter one of the following:

¢ flash: for the internal Flash
¢ slotO: for the external Flash

Command Modes EXEC Privilege

Command

History \ersion 7.6.1.0 Introduced on S-Series

Version 7.5.1.0 Introduced on C-Series

E-Series original Command

Example FTOS#show file flash://startup-config
!
boot system rpm0 primary fip://test:server@10.16.1.144//home/images/E1200 405-3.1.2b1.86.bin
boot system rpmO secondary flash://FTOS-ED-6.1.1.0.bin
boot system rpmO default ftp://:@/\
1

redundancy auto-synchronize persistent-data
redundancy primary rpmO
1

hostname E1200-20
1

enable password 7 94849d8482d5c3
L

username test password 7 93ele7e2ef
1

enable restricted 7 948a9d848cd5c3
1

protocol spanning-tree 0
bridge-priority 8192
rapid-root-failover enable

!

interface GigabitEthernet 0/0

no ip address

shutdown

Related

Commands format (C-Series and E-Series) Erase all existing files and reformat a filesystem on the

E-Series or C-Series platform.

format flash (S-Series) Erase all existing files and reformat the filesystem in the
internal flash memory on and S-Series.

show file-systems Display information about the file systems on the system.

show file-systems
Display information about the file systems on the system.

Syntax show file-systems

File Management



Command Modes

Command
History

Example

Related
Commands

EXEC Privilege

Version 7.6.1.0 Introduced on S-Series

Version 7.5.1.0 Introduced on C-Series

E-Series original Command

FTOS#show file-systems

Size(b) Free(b) Feature Type Flags Prefixes
63938560 51646464 dosFs2.0 MMC rw flash:
63938560 18092032 dosFsl1.0 MMC rw slotO:

- - - network rw ftp:
- - - network rw tftp:
- - - network rw scp:

FTOS#

Table 3-1. show file-systems Command Output Fields

Field Description

size(b) Lists the size in bytes of the storage location. If the location is
remote, no size is listed.

Free(b) Lists the available size in bytes of the storage location. If the
location is remote, no size is listed.

Feature Displays the formatted DOS version of the device.

Type Displays the type of storage. If the location is remote, the word
network is listed.

Flags Displays the access available to the storage location. The following
letters indicate the level of access:
e r=read access
e W =write access

Prefixes Displays the name of the storage location.

format (C-Series and E-Series)

Erase all existing files and reformat a filesystem.

format flash (S-Series)

Erase all existing files and reformat the filesystem in the
internal flash memory.

show file

Display contents of a text file in the local filesystem.

show sfm

Display the current SFM status.

show linecard
View the current linecard status.

Syntax

Parameters

show linecard [number | all | boot-information]

number Enter a number to view information on that linecard.
Range: 0 to 6.
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Command Modes

Command
History

Example

all

(OPTIONAL) Enter the keyword all to view a table with information on
all present linecards.

boot-information

(OPTIONAL) Enter the keyword boot-information to view cache boot
information of all line cards in table format.

EXEC Privilege

\ersion 7.5.1.0

Introduced on C-Series

E-Series original Command

FTOS#show linecard boot-information

-- Line cards --

# Status CurType number

Serial Booted

from

Next Boot

boot flash

show os-version

Display the release and software image version information of the image file specified or,
optionally, the image loaded on the RPM (C-Series and E-Series only).

Syntax

Parameters

Defaults
Command Modes

Command
History

Usage
Information

| File Management

4.7.7.171  A: invalid B: invalid A: 2.3.2.1[p] B: 2.3.2.1

show os-version [file-url]

file-url

(OPTIONAL) Enter the following location keywords and information:

e For afile on the internal Flash, enter flash:// followed by the filename.
e For afile on an FTP server, enter ftp://user:password@hostip/filepath

e For afile on the external Flash, enter slotO:// followed by the filename.
e Forafile on a TFTP server, enter tftp://hostip/filepath

Note: ftp and tftp are the only S-Series options.

No default values or behavior

EXEC Privilege

Version 7.6.1.0

Introduced on S-Series

Version 7.5.1.0

Introduced on C-Series

E-Series original Command

E Note: A filepath that contains a dot ( . ) is not supported.



Example FTOS#show os-version
(E-Series)
RELEASE IMAGE INFORMATION :
Platform Version Size ReleaseTime
E-series: EF 7.5.1.0 27676168 Aug 15 2007 10:06:21
TARGET IMAGE INFORMATION :

Type Version Target checksum
runtime 7.5.1.0 control processor passed
runtime 7.5.1.0 route processor passed
runtime 7.5.1.0 terascale linecard passed

boot flash 2.4.1.1 control processor passed
boot flash 2.4.1.1 route processor passed
boot flash 2.3.1.3 terascale linecard passed
boot selector 2.4.1.1 control processor passed
boot selector 2.4.1.1 route processor passed
boot selector 2.3.1.3 terascale linecard passed
FTOS#
Example FTOS#show os-version
(C-Series)
RELEASE IMAGE INFORMATION :
Platform Version Size ReleaseTime
C-series: CB 7.5.1.0 23734363 Aug 18 2007 11:49:51

TARGET IMAGE INFORMATION :

Type Version Target checksum
runtime 7.5.1.0 control processor passed
runtime 7.5.1.0 linecard passed

boot flash 2.7.0.1 control processor passed
boot flash 1.0.0.40 linecard passed
boot selector 2.7.0.1 control processor passed
boot selector 1.0.0.40 linecard passed
FPGA IMAGE INFORMATION :
Card Version Release Date
Primary RPM 4.1 May 02 2007
Secondary RPM 4.1 May 02 2007
LCO 3.2 May 02 2007
LC5 3.2 May 02 2007
LC6 2.2 May 02 2007

FTOS#

show running-config
Display the current configuration and display changes from the default values.

Syntax  show running-config [entity] [configured] [status]
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P t . . . .
arameters entity (OPTIONAL) Enter one of the keywords listed below to display that entity’s current

(non-default) configuration. Note that, if nothing is configured for that entity, nothing is
displayed and the prompt returns:

» aaa for the current AAA configuration

 acl for the current ACL configuration

 arp for the current static ARP configuration

as-path for the current AS-path configuration

» bfd for the current BFD configuration

» bgp for the current BGP configuration

* boot for the current boot configuration

e cam-profile for the current CAM profile in the configuration.
» class-map for the current class-map configuration

e community-list for the current community-list configuration

www.dell.com | support.dell.com
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e ecmp-group for the current ECMP group configuration

e ethernet for the current Ethernet CFM configuration

 fefd for the current FEFD configuration

 ftp for the current FTP configuration

« frrp for the current FRRP configuration

 fvrp for the current FVRP configuration

e gvrp for the current GVRP configuration

e hardware-monitor for hardware-monitor action-on-error settings
« host for the current host configuration

e hypervisor for the current hypervisor configuration

e igmp for the current IGMP configuration

 interface for the current interface configuration

e ip for the current IP configuration

 isis for the current ISIS configuration

« line for the current line configuration

e lldp for the current LLDP configuration

» load-balance for the current port-channel load-balance configuration
* logging for the current logging configuration
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e mac for the current MAC ACL configuration

e mac-address-table for the current MAC configuration

e management-route for the current Management port forwarding configuration
e mld for the current MLD configuration

e monitor for the current Monitor configuration

e mroute for the current Mroutes configuration

e msdp for the current MSDP configuration

e ntp for the current NTP configuration

e ospf for the current OSPF configuration

e pim for the current PIM configuration

e policy-map-input for the current input policy map configuration

e policy-map-output for the current output policy map configuration
e po-failover-group for the current Port-channel failover-group configuration
< prefix-list for the current prefix-list configuration

« privilege for the current privilege configuration

e qos-policy-input for the current input qos policy configuration

e qos-policy-output for the current output qos policy configuration
 radius for the current RADIUS configuration

« redirect-list for the current redirect-list configuration

e redundancy for the current RPM redundancy configuration

« resolve for the current DNS configuration

« rip for the current RIP configuration

< rmon for the current RMON configuration

< route-map for the current route map configuration

e sflow for the current sFlow configuration

» snmp for the current SNMP configuration

* spanning-tree for the current spanning tree configuration
 static for the current static route configuration

o status for the file status information

» tacacs+ for the current TACACS+ configuration

 tftp for the current TFTP configuration

e trace-group for the current trace-group configuration
 trace-list for the current trace-list configuration

e uplink-state-group for the uplink state group configuration
» users for the current users configuration

 vlt for the current VLT configuration

» wred-profile for the current wred-profile configuration

config  (OPTIONAL) Enter the keyword configuration to display line card interfaces with
ured non-default configurations only.

status  (OPTIONAL) Enter the keyword status to display the checksum for the running
configuration and the start-up configuration.

Command Modes EXEC Privilege

Command

History Version 7.8.1.0  Added hardware-monitor option

Version 7.6.1.0 Introduced on S-Series

Version 7.5.1.0 Introduced on C-Series

Version 7.4.1.0 Expanded to include last configuration change and start-up last updated (date
and time) and who made the change

\ersion 6.5.4.0  Added status option
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Example (partial) FTOS#show running-config
Current Configuration ...
I Version 7.4.1.0
I Last configuration change at Tue Apr 10 17:43:38 2007 by admin
1 Startup-config last updated at Thu Mar 29 02:35:08 2007 by default
1
boot system rpmO primary flash://FTOS-EF-7.4.1.0.bin
boot system rpmO secondary flash://FTOS-EF-6.3.1.2_bin
boot system rpmO default flash://FTOS-EF-6.5.1.8.bin
1

Example FTOS#show running-config status

running-config checksum OxB4B9BF03
startup-config checksum 0x8803620F
FTOS#
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Usage  The status option enables you to display the size and checksum of the running configuration
Information  and the startup configuration.

show sfm
View the current SFM status.

Syntax  show sfm [number [brief] | all]

Parameters number Enter a number to view information on that SFM.
Range: 0 to 8.
all (OPTIONAL) Enter the keyword all to view a table with information on all present
SFMs.
brief (OPTIONAL) Enter the keyword brief to view a list with SFM status.

Note: The brief option is not available on C-Series.

Command Modes EXEC

EXEC Privilege

Coﬂgzﬂs \ersion 7.5.1.0 Introduced on C-Series
E-Series original Command
Example FTOS#show sfm

(E-Series)
Switch Fabric State: up
-- SFM card 0 --
Status . active
Card Type : SFM - Switch Fabric Module
Up Time : 37 min, 24 sec
Temperature : 49C

Power Status : PEMO: absent or down PEM1: up
Serial Number : 0018102

Part Number 1 7520012900 Rev 02
Vendor 1d - 02
Date Code : 06182004

Country Code : 01
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Example
(show sfm all)

FTOS#show sfm all
Switch Fabric State: up

-- Switch Fabric Modules --

Slot Status
0 active
1 active
2 active
3 active
4 active
5 active
6 active
7 active
8 active

FTOS#

Table 3-2.

show sfm Command Output Fields

Field

Description

Switch Fabric State:

States that the Switch Fabric is up (8 SFMs are online and operating).

Status

Displays the SFM’s active status.

Card Type States the type of SFM.
Up Time Displays the number of hours and minutes since the RPM’s last reboot.
Temperature Displays the temperature of the RPM.

Minor alarm status if temperature is over 65° C.

Power Status

Displays power status: absent, down, or up

Serial Num Displays the line card serial number.
Part Num Displays the line card part number.
Vendor ID Displays an internal code, which specifies the manufacturing vendor.
Date Code Displays the line card’s manufacturing date.
Country Code Displays the country of origin.
01 =USA
show startup-config

Syntax

Command Modes

Command
History

Example

Display the startup configuration.

show startup-config

EXEC Privilege

Version 7.6.1.0

Introduced on S-Series

Version 7.5.1.0

Introduced on C-Series

Version 7.4.1.0

Expanded to include last configuration change and start-up last updated (date

and time) and who made the change.

FTOS#show startup-config
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! Version 7.4.1.0

1 Last configuration change at Thu Mar 29 02:16:07 2007 by default

1 Startup-config last updated at Thu Mar 29 02:35:08 2007 by default
1

boot system rpmO primary flash://FTOS-EF-7.4.1.0.bin

boot system rpmO secondary flash://FTOS-EF-6.3.1.2_bin

boot system rpmO default flash://FTOS-EF-6.5.1.8.bin

1

www.dell.com | support.dell.com

ComRni:frfzz show running-config Display current (running) configuration.
show version
Display the current FTOS version information on the system.

Syntax  show version

Command Modes  EXEC Privilege

Command -
History Version 8.3.12.0  Introduced on S4810.
\ersion 7.6.1.0 Introduced on S-Series
\ersion 7.5.1.0 Introduced on C-Series
E-Series original Command
Example FTOS#show version
(E-Series) Dell ForcelO Networks Real Time Operating System SoftwareDe

Dell ForcelO Operating System Version: 1.0

Dell ForcelO Application Software Version: 5.3.1.0
Copyright (c) 1999-2004 by Dell ForcelO Networks, Inc.
Build Time: Sun May 9 00:57:03 PT 2004

Build Path: /local/local0/Release/5-4-1/SW/Bsp/Diag
Dell ForcelO uptime is 1 days, 3 hours, 16 minutes

System image file is '"/home/5.3.1/5.3.1.0/FTOS-ED-RPM1-5.3.1.0.bin"

Chassis Type: E1200

Control Processor: IBM PowerPC 405GP (Rev D) with 268435456 bytes of memory.
Route Processor 1: 1BM PowerPC 405GP (Rev D) with 536870912 bytes of memory.
Route Processor 2: I1BM PowerPC 405GP (Rev D) with 536870912 bytes of memory.

128K bytes of non-volatile configuration memory.

Route Processor Module

Switch Fabric Module

24-port GE line card with SFP optics (EE)

12-port GE Flex line card with SFP optics (EE)

2-port 0C48c line card with SR optics (EC)

24-port GE line card with SX optics (EB)

2-port 10GE WAN PHY line card with 10Km (1310nm) optics (EE)
12-port GE Flex line card with SFP optics (EC)

2-port 10GE LAN PHY line card with 10Km (1310nm) optics (ED)
12-port 0C12c/3c PoS line card with IR optics (EC)

24-port GE line card with SFP optics (ED)

RPRRPRPRPNRRROPR
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Example
(S-Series)

Example
(S4810)

1 FastEthernet/I1EEE 802.3 interface(s)
120 GigabitEthernet/I1EEE 802.3 interface(s)

14 SONET network interface(s)

4 Ten GigabitEthernet/I1EEE 802.3 interface(s)
FTOS#

FTOS#show version

Dell ForcelO Networks Real Time Operating System Software
Dell ForcelO Operating System Version: 1.0

Dell ForcelO Application Software Version: E7-8-1-13
Copyright (c) 1999-2008 by Dell ForcelO Networks, Inc.

Build Time: Mon Nov 24 18:59:27 2008

Build Path: /local/local/sw/build/build2/Release/7-8-1/SW/SRC
Dell ForcelO uptime is 1 minute(s)

System Type: S50V

Control Processor: MPC8451E with 252739584 bytes of memory.

32M bytes of boot flash memory.

1 48-port E/FE/GE with POE (SB)
48 GigabitEthernet/IEEE 802.3 interface(s)

4 Ten GigabitEthernet/IEEE 802.3 interface(s)
FTOS#

FTOS#

FTOS#show version

Dell ForcelO Real Time Operating System Software

Dell ForcelO Operating System Version: 1.0

Dell ForcelO Application Software Version: Z9K-1CC-PRIM-SYNC-8-3-11-173
Copyright (c) 1999-2012 by Dell Inc. All Rights Reserved.

Build Time: Mon Jul 16 22:19:01 PDT 2012

Build Path: /local/local/build/buildl5/8.3.12.0/SW/SRC/Radius

FTOS uptime is 1 minute(s)
System image file is ''s4810-14"

System Type: S4810
Control Processor: Freescale QorlQ P2020 with 2147483648 bytes of memory.

128M bytes of boot flash memory.

1 52-port GE/TE/FG (SE)
52 Ten GigabitEthernet/IEEE 802.3 interface(s)
FTOS#
FTOS#
FTOS#
FTOS#config t
FTOS(conf)#int te 0/5
FTOS(conf-if-te-0/5)#no shut
FTOS(conf-if-te-0/5)#
FTOS(conf-if-te-0/5)#
FTOS(conf-if-te-0/5)#
FTOS(conf-if-te-0/5)#ipv6 nd prefix FECO::/10
FTOS(conf-if-te-0/5)#
FTOS(conf-if-te-0/5)#show conf
1
interface TenGigabitEthernet 0/5
ip address 78.21.1.3/24
ipv6é nd prefix fec0::/10
flowcontrol rx on tx on
no shutdown
FTOS(conf-if-te-0/5)#
FTOS#
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upgrade (E-Series version)

Upgrade the bootflash, boot selector, or system image on a processor.

Syntax

Parameters

File Management

Table 3-3. show version Command Fields

Lines beginning with

Description

Dell ForcelO Network...

Name of the operating system

Dell Force10 Operating...

OS version number

Dell Forcel0 Application...

Software version

Copyright (c)... Copyright information
Build Time... Software build’s date stamp
Build Path... Location of the software build files loaded on the system

Dell Forcel0 uptime is...

Amount of time the system has been up

System image...

Image file name

Chassis Type:

Chassis type (E1200, E600, E600i, E300, C300, C150)

Control Processor:...

Control processor information and amount of memory on processor.

Route Processor 1:...

E-Series route processor 1 information and the amount of memory
on that processor.

Route Processor 2:...

E-Series route processor 2 information and the amount of memory
on that processor.

128K bytes...

Amount and type of memory on system.

1 Route Processor...

Hardware configuration of the system, including the number and
type of physical interfaces available.

upgrade {bootflash-image | bootselector-image | system-image} {all | linecard linecard-slot |
rom} {booted | file-url}

bootflash-image

Enter the keyword bootflash-image to upgrade the bootflash
image.

bootselector-image

Enter the keyword bootselector-image to upgrade the boot
selector image.
Use with TAC supervision only.

system-image

Enter the keyword system-image to upgrade the cache boot image.

all

Enter the keyword all to upgrade the bootflash/boot selector image
on all processors in the E-Series. This keyword does not upgrade
the bootflash on the standby RPM.

linecard linecard-slot

Enter the keyword linecard followed by the slot number to change
the bootflash image on a specific line card.

E-Series Range: 0 to 13 on the E1200; 0 to 6 for the E600; 0 to 5 on
the E300

rpm

Enter the keyword rpm to upgrade the bootflash/boot selector
image on all processors on the RPM.




booted Enter this keyword to upgrade using the image packed with the
currently running FTOS image.

file-url Enter the following location keywords and information to upgrade
using an FTOS image other than the one currently running:
Enter the transfer method and file location:
flash://ffilename
ftp://userid:password@hostip/filepath
slot0://filename
tftp://hostip/filepath

Defaults  No configuration or default values

Command Modes EXEC Privilege

Command

History \ersion 7.7.1.0 Removed alt-bootflash-image, alt-bootselector-image, alt-system-image

options, rpl, rp2, and cp options.

E-Series original Command

Usage A system message appears stating the Bootflash upgrade status. Reload the system to boot
Information  from the upgraded boot images.

Once the URL is specified, the same downloaded image can be used for upgrading an
individual RPM, line cards, SFM FPGA, and system-image for cache-boot without specifying
the file-url again using the command upgrade {bootflash-image | bootselector-image |
system-image} {all | linecard linecard-slot | rpm}. After 20 minutes, the cached memory is
released and returned for general use, but the URL is maintained and you do not have to
specify it for subsequent upgrades.

Related

Commands upgrade fpga-image Upgrade the FPGA version in the specified E-Series SFM.

boot system Display configured boot image information

upgrade (C-Series version)

Upgrade the bootflash or boot selector image on a processor.

Syntax  upgrade {bootflash-image | bootselector-image | system-image}
{all | linecard {number | all} | rpm} [booted | file-url | repair]

Parameters

bootflash-image Enter the keyword bootflash-image to upgrade the bootflash
image.
bootselector-image Enter the keyword bootselector-image to upgrade the boot

selector image. Use with TAC supervision only.

system-image Enter the keyword system-image to upgrade the system image.
Use with TAC supervision only.
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all Enter the keyword all to upgrade the bootflash or boot selector
image on all processors. This keyword does not upgrade the
bootflash on the standby RPM.
Enter the keyword all after the keyword linecard to upgrade the
bootflash or boot selector image on all linecards.

linecard number Enter the keyword linecard followed by the line card slot number.
Range:
E1200 and E1200i AC/DC: 0-13
E600 and E600i: 0-6
E300: 0-5
C300: 0-7
C150: 0-3
S-Series: 0-0

www.dell.com | support.dell.com

rpm Enter the keyword rpm to upgrade the system image of a selector
image on all processors on the RPM.

repair Enter this keyword to upgrade a line card newly inserted into an
already upgraded chassis. This option is only available with the
system-image keyword.

booted Upgrade the bootflash or bootselector image using the currently
running FTOS image.

file-url Enter the following location keywords and information to upgrade

using an FTOS image other than the one currently running:

» To specify an FTOS image on the internal flash, enter flash://
file-path/filename.

» To specify an FTOS image on an FTP server, enter ftp://
user:password@hostip/filepath

e To specify an FTOS image on the external flash on the primary
RPM, slotOQ://file-path/filename

» To copy a file on a TFTP server, enter tftp://hostip/filepath/
filename

Defaults ~ FTOS uses the boot flash image that was packed with it if no URL is specified.

Command Modes EXEC Privilege

Command

History \ersion 7.7.1.0 Introduced system-image option

Version 7.5.1.0 Introduced on C-Series

E-Series original Command

Usage A system message appears stating the Bootflash upgrade status. Reload the system to boot
Information  from the upgraded boot images.

Once the URL is specified, the same downloaded image can be used for upgrading an
individual RPM, line cards, SFM FPGA, and system-image for cache-boot without specifying
the file-url again using the command upgrade {bootflash-image | bootselector-image |
system-image} {all | linecard linecard-slot | rpm}. After 20 minutes, the cached memory is
released and returned for general use, but the URL is maintained and you do not have to
specify it for subsequent upgrades.
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Related
Commands

upgrade fpga-image Upgrade the FPGA version in the specified E-Series SFM.

boot system Display configured boot image information

upgrade (S-Series management unit and Z9000)

Syntax

Parameters

Defaults
Command Modes

Command
History

Usage
Information

Example

Upgrade the bootflash image or system image of the S-Series or Z-Series management unit.

upgrade {boot | system} {ftp: | scp: | tftp: | flash: {A: |B:} | stack-unit | usbflash | slot0:}
file-url

boot Enter this keyword to change the boot image.

system Enter this keyword to change the system image.

ftp: After entering this keyword you can either follow it with the location of the source file in
this form: //userid:password@hostip/filepath, or press Enter to launch a prompt
sequence.

scp: After entering this keyword you can either follow it with the location of the source file in
this form: //userid:password@hostip/filepath, or press Enter to launch a prompt
sequence.

slotO: After entering this keyword you can either follow it with the location of the source file in
this form: //hostlocation/filepath, or press Enter to launch a prompt sequence.

tftp: After entering this keyword you can either follow it with the location of the source file in
this form: //hostlocation/filepath, or press Enter to launch a prompt sequence.

flash: After entering this keyword you can either follow it with the location of the source file in
this form: flash//filepath, or press Enter to launch a prompt sequence.

A:|B: Enter the partition to upgrade from the flash.
S4810 and Z9000 only

stack-unit: After entering this keyword to synch the image to the stack-unit.

usbflash: After entering this keyword you can either follow it with the location of the source file in
this form: usbflash://filepath, or press Enter to launch a prompt sequence.
S55 only

No configuration or default values

EXEC Privilege

Version 8.3.11.1 Introduced on the Z9000, adding support for the SSD on the Z9000 only
Version 7.7.1.0 Added support for TFTP and SCP.
Version 7.6.1.0 Introduced on S-Series

You must reload FTOS after executing this command. Use the command upgrade system
stack-unit (S-Series stack member) to copy FTOS from the management unit to one or more
stack members.

FTOS#upgrade system ?

ftp: Copy from remote file system (ftp://userid:password@hostip/filepath)
scp: Copy from remote file system (scp://userid:password@hostip/Tilepath)
tftp: Copy from remote file system (tftp://hostip/filepath)
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FTOSH$pgrade system fip://usermame:password@10.11.1.1/FT0S-SB-7.7.1.0.bin

12946259 bytes successfully copied
FTOS#reload

upgrade fpga-image
This command only be used on systems with SFM3 modules (and only when required by the
upgrade procedure in the release notes). Upgrade the FPGA version in the specified E-Series
SFM3 and automatically initiate an automatic reset to complete the version upgrade.

Syntax  upgrade fpga-image {sfm} {all | id} [booted | flash:// | ftp: |slotO: | tftp]

Parameters sfm Enter the keyword sfm to upgrade the FPGA on the SFMs.
rpm Enter the keyword rpm to upgrade all processors on the RPM.
all Enter the keyword all to upgrade the FPGA on all the SFMs.
id Enter the keyword id to upgrade the FPGA on all a specific SFM.
Enter the path to the upgrade source. Entering <CR> updates the FPGA from the
flash.

Defaults No default values or behavior

Command Modes  EXEC Privilege

Coﬂgz)ﬁj Version 8.3.1.0  Added rpm option
Version 7.5.1.0 Introduced on E-Series
Example FTOS#upgrade sfm 1 autoreset
SFM1: upgrade in progress
ey rer 1t
SFM1: upgrade complete
SFM1 is active. Resetting it might temporarily impact traffic.
Proceed with reset [confirm yes/no]: yes
FTOS#
ComRn?ﬁgg show sfm Display the SFM status.
upgrade (E-Series version) Upgrade the E-Series.

Usage  On E-Series ExaScale, you cannot upgrade SFMs using this command when Cache Boot is
Information  configured. If you attempt an upgrade, you must reload the chassis to recover.
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Upgrading the C-Series FPGA

These commands are for upgrading the FPGA for C-Series RPMs and line cards.

e restore fpga-imagee
e upgrade fpga-image

restore fpga-image
Copy the backup C-Series FPGA image to the primary FPGA image.

Syntax  restore fpga-image {rpm | linecard} number

P t
arameters rpm Enter rpm to upgrade an RPM FPGA.
linecard Enter linecard to upgrade a line card FPGA.
number Enter the line card or RPM slot number.

C-Series Line Card Range: 0-7, RPM Range: 0-1

Defaults None.

Command Mode  EXEC Privilege

C d - - -
orgins*lz)r:y \ersion 7.7.1.0 Renamed keyword primary-fpga-flash to fpga-image.
Version 7.5.1.0 Introduced on C-Series
Example FTOS#restore fpga-image linecard 4

Current FPGA information in the system:

Card FPGA Name Current Version New Version

LC4 48 Port 1G LCM FPGA A: 3.6 restore

* Warning - Upgrading FPGA is inherently risky and should *
* only be attempted when necessary. A failure at this upgrade may *
* cause a board RMA. Proceed with caution ! *

Restore fpga image for linecard 4 [yes/no]: yes

FPGA restore in progress. Please do NOT power off the card.

Upgrade result :

Linecard 4 FPGA restore successful.

Usage  Reset the card using the power-cycle option after restoring the FPGA command.
Information
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Related

Commands reset Reset a card.

upgrade fpga-image
Upgrade the primary FPGA image.

Syntax  upgrade fpga-image {rpm {number | all}| linecard {number | all} [system-fpga | link-fpga] | all}
{booted | file-url}

Parameters

rpm number Enter rpm followed by the RPM slot number to upgrade an RPM
FPGA
Range: 0-1

linecard number Enter linecard followed by the line card slot number to upgrade a

linecard FPGA.
Range: 0-7 on the C300, 0-3 on the C150

all Enter the keyword all to upgrade all RPM and linecard FPGAs.
Enter the keyword all after the keyword rpm to upgrade all FPGAs
on all RPMs.
Enter the keyword all after the keyword linecard to upgrade all
FPGAs on all linecards.

system-fpga (OPTIONAL) Enter system-fpga to upgrade only the system
FPGA on a fiber linecard. Contact the Dell Forcel0 TAC before
using this keyword.

link-fpga (OPTIONAL) Enter link-fpga to upgrade only the link FPGA on a
fiber linecard. Contact the Dell Force10 TAC before using this
keyword.

booted Upgrade the FPGA image using the currently running FTOS image.

file-url Enter the following location keywords and information to upgrade

the FPGA using an FTOS image other than the one currently

running:

e To specify an FTOS image on the internal flash, enter flash://
file-path/filename.

e To specify an FTOS image on an FTP server, enter ftp://
user:password@hostip/filepath

e To specify an FTOS image on the external flash on the primary
RPM, slotO://file-path/filename

* To copy afile on a TFTP server, enter tftp://hostip/filepath/
filename

Defaults None.

Command Mode  EXEC Privilege

Command

History \ersion 7.7.1.0 Renamed the primary-fpga-flash keyword to fpga-image. Added support for

upgrading using a remote FTOS image.

\ersion 7.6.1.0 Added support for the all keyword

\ersion 7.5.1.0 Introduced on C-Series
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Example

Usage
Information

Related
Commands

FTOS#conf

FTOS(conf)# upgrade primary-fpga-flash rpm

Proceed to upgrade primary fpga flash for rpm O [confirm yes/no]: yes
RN RN RN RN RN RN R NN RN AR Y

Reset the card using the power-cycle option after restoring the FPGA command.

reset

Reset a line card or RPM.

restore fpga-image

This command copies the backup FPGA image to the primary FPGA image.
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Control and Monitoring

Overview

This chapter contains the following commands to configure and monitor the system,

E-Series, | C ] C-Series,

including Telnet, FTP, and TFTP as they apply to the following Dell Forcel0 platforms
S-Series, or [54810).

% Note: Beginning in release 8.3.10.0, the enable xfp-power-updates command was

deprecated for the S4810 only. It was replaced by the enable optic-info-update interval
command to update information on temperature and power monitoring in the SNMP

MIB.

Commands

asf-mode

rpm <slot> location-led

audible cut-off

send

banner exec

service timestamps

banner login

show alarms

banner motd

show chassis

cam-audit linecard

show command-history

cam-audit stack-unit

show command-tree

clear alarms

show console Ip

clear command history

show cpu-traffic-stats

clear line

show debugging

configure

show environment (C-Series and E-Series)

debug cpu-traffic-stats

show environment (S-Series)

debug ftpserver show inventory (C-Series and E-Series)
disable show inventory (S-Series)

do show linecard

enable show linecard boot-information

enable optic-info-update interval

show memory (C-Series and E-Series)

enable xfp-power-updates

show memory (S-Series)

Control and Monitoring

65



www.dell.com | support.dell.com

asf-mode

Syntax

Parameters

Defaults

end

show processes cpu (C-Series and E-Series)

epoch

show processes cpu (S-Series)

exec-banner

show processes ipc flow-control

exec-timeout

show processes memory (C-Series and E-Series)

exit

ftp-server username

ftp-server topdir

show processes memory (S-Series)

hostname

show rpm

ip ftp password

show software ifm

ip ftp source-interface

show switch links

ip ftp username

show system (S-Series and S4810)

ip telnet server enable

show tech-support (C-Series and E-Series)

ip telnet source-interface

show tech-support (S-Series)

ip tftp source-interface

ssh-peer-rpm

line

telnet

linecard

telnet-peer-rpm

module power-off

terminal length

motd-banner terminal xml
ping traceroute
power-off undebug all
power-on upload trace-log
reload virtual-ip

reset write

Enable Alternate Store and Forward (ASF) mode and forward packets as soon as a threshold

is reached.

asf-mode stack-unit {unit-id | all} queue size

To return to standard Store and Forward mode, enter no asf-mode stack unit.

unit-id Enter the stack member unit identifier of the stack member to reset.
S4810 range: 0 - 11
Z9000 range: 0-7
all
Note: The S4810 commands accept Unit ID numbers 0-11, though S4810
supports stacking up to 6 units with FTOS version 8.3.12.0.

queue size Enter the queue size of the stack member.

Range: 0 - 15

Not configured.
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Command Modes
Command

History

Usage
Information

CONFIGURATION

Version 8.3.11.0

Introduced on the Z9000

Version 8.3.7.0

Introduced on the S4810.

You must save the configuration and reload the system to implement ASF. When you enter the
command, the system sends a message stating that the new mode is enabled when the system

reloads.

audible cut-off

Turn off an audible alarm.

Syntax
Defaults

Command Modes

audible cut-off
Not configured.

EXEC Privilege

banner exec

Configure a message that is displayed when a user enters the EXEC mode.

Syntax

Parameters

Defaults
Command Modes

Command
History

Usage
Information

Example

banner exec c line ¢

C Enter the keywords banner exec, and then enter a character delineator,

represented here by the letter ¢, and press ENTER.

line

delineator.
In the example below, the delineator is a percent character (%); the banner
message is “testing, testing”.

Enter a text string for your banner message ending the message with your

No banner is displayed.

CONFIGURATION

Version 8.1.1.0

Introduced on E-Series ExaScale

Version 7.6.1.0

Introduced on S-Series

Version 7.5.1.0

Introduced on C-Series

E-Series original Command

Optionally, use the banner exec command to create a text string that is displayed when the
user accesses the EXEC mode. The exec-banner command toggles that display.

FTOS(conf)#banner exec ?

LINE

c banner-text c, where

FTOS(conf)#banner exec %

C

is a delimiting character
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Enter TEXT message. End with the character "%".

g This is the banner%
e FTOS(conf)#end
% FTOS#exit
© 4d21h5m: Y%RPMO-P:CP %SEC-5-LOGOUT: Exec session is terminated for user on line console
c;SL This is the banner
o
7 FTOS conO now available
- Press RETURN to get started.
g 4d21h6m: YRPMO-P:CP %SEC-5-LOGIN_SUCCESS: Login successful for user on line console
(8]
= This is the banner
[
o FTOS>
2
= Related - - -
S Commands banner login Sets a banner for login connections to the system.
banner motd Sets a Message of the Day banner.
exec-banner Enable the display of a text string when the user enters the EXEC mode.

line

Enable and configure console and virtual terminal lines to the system.

banner login

Set a banner to be displayed when logging on to the system.

Syntax  banner login {keyboard-interactive | no keyboard-interactive} [c line c]

Parameters

keyboard-interactive Enter this keyword to require a carriage return (CR) to get the message

banner prompt.

Enter a delineator character to specify the limits of the text banner. In the
example below, the % character is the delineator character.

line

Enter a text string for your text banner message ending the message with
your delineator.

In the example below, the delineator is a percent character (%).

Ranges:

e maximum of 50 lines

e up to 255 characters per line

Defaults  No banner is configured and the CR is required when creating a banner.

Command Modes ~ CONFIGURATION

COE{:&E‘; Version 8.2.1.0 Introduced keyboard-interactive keyword
Version 8.1.1.0 Introduced on E-Series ExaScale
Version 7.6.1.0 Introduced on S-Series
Version 7.5.1.0 Introduced on C-Series

E-Series original Command
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Usage
Information

Related
Commands

Example

A login banner message is displayed only in EXEC Privilege mode after entering the enable

command followed by the password. These banners are not displayed to users in EXEC
mode.

banner exec Sets a banner to be displayed when you enter EXEC Privilege mode.

banner motd Sets a Message of the Day banner.

FTOS(conf)#banner login ?

keyboard-interactive Press enter key to get prompt

LINE c banner-text c, where "c® is a delimiting character
FTOS(conf)#no banner login ?

keyboard-interactive Prompt will be displayed by default

<Cr>

FTOS(conf)#banner login keyboard-interactive

Enter TEXT message. End with the character "%".
This is the banner%

FTOS(conf)#end

FTOS#exit

13d21h9m: %RPMO-P:CP %SEC-5-LOGOUT: Exec session is terminated for user on line console
This is the banner

FTOS conO now available

Press RETURN to get started.

13d21h10m: %RPMO-P:CP %SEC-5-LOGIN_SUCCESS: Login successful for user on line console
This is the banner

banner motd

Syntax

Parameters

Defaults
Command Modes

Command
History

Usage
Information

Set a Message of the Day (MOTD) banner.

banner motd c line ¢

c Enter a delineator character to specify the limits of the text banner. In the above
figures, the % character is the delineator character.

line Enter a text string for your message of the day banner message ending the message
with your delineator.
In the example figures above, the delineator is a percent character (%).

No banner is configured.

CONFIGURATION

Version 8.1.1.0 Introduced on E-Series ExaScale
Version 7.6.1.0 Introduced on S-Series
Version 7.5.1.0 Introduced on C-Series

E-Series original Command

A MOTD banner message is displayed only in EXEC Privilege mode after entering the
enable command followed by the password. These banners are not displayed to users in
EXEC (non-privilege) mode.
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Related

Commands banner exec Sets a banner to be displayed when you enter the EXEC Privilege mode.

banner login Sets a banner to be displayed after successful login to the system.

cam-audit linecard
Enable audit of the IPv4 forwarding table on all line cards.

Syntax cam-audit linecard all ipv4-fib interval time-in-minutes

P t - -
arameters all Enter the keyword all to enable CAM audit on all line cards.

ipv4-fib Enter the keyword ipv4-fib to designate the CAM audit on the
IPv4 forwarding entries.

interval time-in-minutes Enter the keyword interval followed by the frequency in minutes
of the CAM audit.
Range: 5 to 1440 minutes (24 hours)
Default: 60 minutes

Defaults Disabled

Command Modes CONFIGURATION

Command

History Version 7.4.1.0 Introduced on E-Series

Usage  Enables periodic audits of software and hardware copies of the IPv4 forwarding table.
Information

cam-audit stack-unit
Enable audit of the IPv4 and IPv6 forwarding table on all line cards.

Syntax cam-audit stack-unit [all | ipv4-fib | ipv6-fib] interval time-in-minutes

Parameters all Enter the keyword all to enable CAM audit on all line cards.
ipv4-fib Enter the keyword ipv4-fib to designate the CAM audit on the
IPv4 forwarding entries.
ipv6-fib Enter the keyword ipv6-fib to designate the CAM audit on the

IPv6 forwarding entries.

interval time-in-minutes Enter the keyword interval followed by the frequency in minutes
of the CAM audit.
Range: 5 to 1440 minutes (24 hours)
Default: 60 minutes

Defaults Disabled

Command Modes ~ CONFIGURATION
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Command
History

Usage
Information

Version 8.3.10.0

Introduced on S4810

Enables periodic audits of software and hardware copies of the IPv4 and IPv6 forwarding

table.

clear alarms

Clear alarms on the system.

Syntax
Command Modes

Command
History

Usage
Information

clear alarms

EXEC Privilege

Version 8.1.1.0

Introduced on E-Series ExaScale

Version 7.6.1.0

Introduced on S-Series

Version 7.5.1.0

Introduced on C-Series

E-Series original Command

This command clear alarms that are no longer active. If an alarm situation is still active, itisn

in the system output.

clear command history

Clear the command history log.

Syntax
Command Modes

Command
History

Related
Commands

clear line

Syntax

clear command history

EXEC Privilege

Version 8.1.1.0

Introduced on E-Series ExaScale

Version 7.6.1.0

Introduced on S-Series

Version 7.5.1.0

Introduced on C-Series

E-Series original Command

show
command-history

Display a buffered log of all commands entered by all users along with a

time stamp.

Reset a terminal line.

clear line {line-number | aux O | console O | vty number}
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Parameters

Command Modes

Command
History

configure

Syntax

Parameters

Command Modes

Command
History

Example

line-number Enter a number for one of the 12 terminal lines on the system.
Range: 0 to 11.

aux 0 Enter the keywords aux 0 to reset the Auxiliary port.
Note: This option is supported on E-Series only.

console 0 Enter the keyword console 0 to reset the Console port.

vty number Enter the keyword vty followed by a number to clear a Terminal line.
Range: 0to 9

EXEC Privilege

Version 8.1.1.0 Introduced on E-Series ExaScale
Version 7.6.1.0 Introduced on S-Series
Version 7.5.1.0 Introduced on C-Series

E-Series original Command

Enter the CONFIGURATION mode from the EXEC Privilege mode.

configure [terminal]

terminal (OPTIONAL) Enter the keyword terminal to specify that you are configuring
from the terminal.

EXEC Privilege

Version 8.1.1.0 Introduced on E-Series ExaScale
Version 7.6.1.0 Introduced on S-Series
Version 7.5.1.0 Introduced on C-Series

E-Series original Command

FTOS#configure
FTOS(conf)#

debug cpu-traffic-stats

Syntax
Defaults

Command Modes

Enable the collection of CPU traffic statistics.
debug cpu-traffic-stats
Disabled

EXEC Privilege
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Command
History

Usage
Information

Related
Commands

Version 7.6.1.0 Introduced on S-Series

Version 7.5.1.0 Introduced on C-Series

Version 6.2.1.1 Introduced on E-Series

This command enables (and disables) the collection of CPU traffic statistics from the time
this command is executed (not from system boot). However, excessive traffic received by a
CPU will automatically trigger (turn on) the collection of CPU traffic statics. The following
message is an indication that collection of CPU traffic is automatically turned on. Use the
show cpu-traffic-stats to view the traffic statistics.

Excessive traffic is received by CPU and traffic will be rate controlled

7 Note: This command must be enabled before the show cpu-traffic-stats command
will display traffic statistics. Dell Force1l0 recommends that you disable debugging
(no debug cpu-traffic-stats) once troubleshooting is complete.

show cpu-traffic-stats Display cpu traffic statistics

debug ftpserver

Syntax
Command Modes

Command
History

disable
QOO

Syntax

Parameters

Defaults

Command Modes

View transactions during an FTP session when a user is logged into the FTP server.

debug ftpserver

EXEC Privilege

Version 8.1.1.0 Introduced on E-Series ExaScale
Version 7.6.1.0 Introduced on S-Series
Version 7.5.1.0 Introduced on C-Series

E-Series original Command

Return to the EXEC mode.

disable [level]

level (OPTIONAL) Enter a number for a privilege level of the FTOS.
Range: 0 to 15.
Default: 1

EXEC Privilege
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Command

History Version 8.3.11.1

Introduced on Z9000

Version 8.3.7.0

Introduced on S4810

Version 8.1.1.0

Introduced on E-Series ExaScale

Version 7.6.1.0

Introduced on S-Series

Version 7.5.1.0

Introduced on C-Series

E-Series original Command

do
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Syntax do command

Allows the execution of most EXEC-level commands from all CONFIGURATION levels
without returning to the EXEC level.

Parameters
command

Enter an EXEC-level command.

Defaults No default behavior

Command Modes ~ CONFIGURATION

INTERFACE

Command

History Version 8.1.1.0

Introduced on E-Series ExaScale

Version 7.6.1.0

Introduced on S-Series

Version 7.5.1.0

Introduced on C-Series

Version 6.1.1.0

Introduced on E-Series

Usage  The following commands are not supported by the do command:

Information
* enable
e disable
e exit
e config
Example FTOS(conf-if-te-5/0)#do clear counters

Clear counters on all interfaces [confirm]
FTOS(conf-if-te-5/0)#

FTOS(conf-if-te-5/0)#do clear logging

Clear logging buffer [confirm]

FTOS(conf-if-te-5/0)#

FTOS(conf-if-te-5/0)#do reload

System configuration has been modified. Save? [yes/no]: n
Proceed with reload [confirm yes/no]: n
FTOS(conf-if-te-5/0)#
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enable
Syntax

Parameters

Defaults
Command Modes

Command
History

Usage
Information

Related
Commands

Enter the EXEC Privilege mode or any other privilege level configured. After entering this
command, you may need to enter a password.

enable [level]

level (OPTIONAL) Enter a number for a privilege level of FTOS.
Range: 0 to 15.
Default: 15
15
EXEC
Version 8.1.1.0 Introduced on E-Series ExaScale
Version 7.6.1.0 Introduced on S-Series
Version 7.5.1.0 Introduced on C-Series

E-Series original Command

Users entering the EXEC Privilege mode or any other configured privilege level can access
configuration commands. To protect against unauthorized access, use the enable password
command to configure a password for the enable command at a specific privilege level. If no
privilege level is specified, the default is privilege level 15.

enable password Configure a password for the enable command and to access a privilege level.

enable optic-info-update interval

Syntax

Parameters

Defaults
Command Modes

Command
History

Enable polling intervals of optical information updates for SNMP.

enable optical-info-update interval seconds

To disable optical power information updates, use the no enable optical-info-update interval
command.

interval seconds Enter the keyword interval followed by the polling interval in seconds.
Range: 120 to 6000 seconds
Default: 300 seconds (5 minutes)

Disabled

CONFIGURATION

\ersion 8.3.10.0 Replacement command for S4810 only. Replaces the enable
xfp-power-updates command.
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Usage
Information

The default interval for the polling is 300 seconds (5 minutes). Use this command to enable
the polling and to configure the polling frequency.

enable xfp-power-updates

Syntax

Parameters

Defaults
Command Modes

Command
History

Usage
Information

end

Syntax

Command Modes

Command
History

Enable XFP power updates for SNMP.
enable xfp-power-updates interval seconds

To disable XFP power updates, use the no enable xfp-power-updates command.

Enter the keyword interval followed by the polling interval in seconds.
Range: 120 to 6000 seconds
Default; 300 seconds (5 minutes)

interval seconds

Disabled

CONFIGURATION

\ersion 8.3.10.0 Deprecated command for S4810 only. Replaced by the enable
optic-info-update interval command to update information on

temperature and power monitoring in the SNMP MIB.

\ersion 8.1.1.0 Introduced on E-Series ExaScale

Version 7.6.1.0 Introduced on S-Series

\ersion 7.5.1.0 Introduced on C-Series and E-Series

The chassis MIB contain the entry chSysXfpRecvPower in the chSysPortTable table.
Periodically, IFA polls the XFP power for each of the ports, and sends the values to IFM
where it is cached. The default interval for the polling is 300 seconds (5 minutes). Use this
command to enable the polling and to configure the polling frequency.

Return to the EXEC Privilege mode from other command modes (for example, the
CONFIGURATION or ROUTER OSPF modes).

end
CONFIGURATION, SPANNING TREE, MULTIPLE SPANNING TREE, LINE,

INTERFACE, TRACE-LIST, VRRP, ACCESS-LIST, PREFIX-LIST, AS-PATH ACL,
COMMUNITY-LIST, ROUTER OSPF, ROUTER RIP, ROUTER ISIS, ROUTER BGP

Version 8.1.1.0 Introduced on E-Series ExaScale

Version 7.6.1.0 Introduced on S-Series
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Related
Commands

epoch

Syntax

Parameters

Defaults
Command Modes

Command
History

Usage
Information

Version 7.5.1.0 Introduced on C-Series

E-Series original Command

exit Return to the lower command mode.

Set the epoch scheduling time for the chassis.

epoch {2.4 3.2 | 10.4}

2.4 Enter the keyword 2.4 to set the epoch to 2.4 micro-seconds and lower the latency.
This option is available on the E600i and E1200i E-Series ExaScale systems only.

3.2 Enter the keyword 3.2 to set the epoch to 3.2 micro-seconds and lower the latency.
This option is available on the E600/E600i and E1200/E1200i only. ExaScale does not
supports this setting with FTOS 8.3.1.0 and later.

104 Enter the keyword 10.4 to set the epoch to 10.4 micro-seconds.
This is the default setting and is available on the E300, E600/E600i, and E1200.

10.4

CONFIGURATION

Version 8.3.1.0  Added 2.4 micro-seconds option. ExaScale supports only 10.4 microseconds
and 2.4 microseconds with FTOS 8.3.1.0 and later.

Version 8.1.1.2 Introduced on E-Series ExaScale E600i
Version 8.1.1.0 Introduced on E-Series ExaScale E1200i
Version 6.2.1.1 Support for E300 introduced (10.4 only)
Version 6.1.1.0  Values changed as described above

You save the configuration and reload the chassis for the changes to the epoch command
setting to take affect.

When using 10 SFMs in an ExaScale chassis, the 10.4 and 2.4 settings are both line rate.
Additionally, the 2.4 setting has a lower latency.

When using 9 SFMs in an ExaScale chassis, the 10.4 setting is line rate; the 2.4 setting
reduces throughput. Dell Forcel0 recommends using the 10.4 setting when the system has 9
SFMs.

Using 8 SFMs in an ExaScale chassis reduces throughput at any epoch setting.

7 Note: The E300 supports only the 10.4 epoch setting. The E-Series TeraScale E600/
E600i and the E1200/E1200i systems support the 10.4 and the 3.2 epoch settings.
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K Note: For E-Series ExaScale, the 2.4 setting is supported on FTOS version 8.3.1.0
and later. The 10.4 setting is supported on all ExaScale FTOS versions. The 3.2
setting is only supported on FTOS versions 8.2.1.0 and earlier.

exec-banner

Syntax
Defaults
Command Modes

Command
History

Usage

Related
Commands

Enable the display of a text string when the user enters the EXEC mode.
exec-banner
Enabled on all lines (if configured, the banner appears).

LINE

Version 8.1.1.0 Introduced on E-Series ExaScale

Version 7.6.1.0 Introduced on S-Series

Version 7.5.1.0 Introduced on C-Series

E-Series original Command

Optionally, use the banner exec command to create a text string that is displayed when the
user accesses the EXEC mode. This command toggles that display.

banner exec Configure a banner to display when entering the EXEC mode.

line Enable and configure console and virtual terminal lines to the system.

exec-timeout

Syntax

Parameters

Defaults

Command Modes

Set a time interval the system will wait for input on a line before disconnecting the session.
exec-timeout minutes [seconds]

To return to default settings, enter no exec-timeout.

minutes Enter the number of minutes of inactivity on the system before disconnecting the
current session.
Range: 0 to 35791
Default: 10 minutes for console line; 30 minutes for VTY line.

seconds (OPTIONAL) Enter the number of seconds

Range: 0 to 2147483
Default: 0 seconds

10 minutes for console line; 30 minutes for VTY lines; 0 seconds

LINE
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Command
History

Usage
Information

Example

exit

Syntax

Command Modes

Command
History

Related
Commands

Version 7.6.1.0

Introduced on S-Series

Version 7.5.1.0

Introduced on C-Series

E-Series original Command

To remove the time interval, enter exec-timeout 0 0.

FTOS conO

Press RETURN to get started.

FTOS>

is now available

Return to the lower command mode.

exit

EXEC Privilege, CONFIGURATION, LINE, INTERFACE, TRACE-LIST, PROTOCOL
GVRP, SPANNING TREE, MULTIPLE SPANNING TREE, MAC ACCESS LIST,
ACCESS-LIST, AS-PATH ACL, COMMUNITY-LIST, PREFIX-LIST, ROUTER OSPF,

ROUTER RIP, ROUTER ISIS, ROUTER BGP

Version 8.1.1.0

Introduced on E-Series ExaScale

Version 7.6.1.0

Introduced on S-Series

Version 7.5.1.0

Introduced on C-Series

E-Series original Command

end

Return to the EXEC Privilege command mode.

ftp-server enable

Syntax
Defaults
Command Modes

Command
History

Example

Enable FTP server functions on the system.

ftp-server enable

Disabled.

CONFIGURATION

Version 8.1.1.0

Introduced on E-Series ExaScale

Version 7.6.1.0

Introduced on S-Series

Version 7.5.1.0

Introduced on C-Series

E-Series original Command

morpheus%

ftp 10.31.1.111
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Related
Commands

Connected to 10.31.1.111.

220 FTOS (1.0) FTP server ready
Name (10.31.1.111:dch): dch

331 Password required

Password:

230 User logged in

ftp> pwd

257 Current directory is "flash:"
ftp> dir

200 Port set okay

150 Opening ASCII mode data connection

size date time name
512 Jul-20-2004 18:15:00 tgtimg
512 Jul-20-2004 18:15:00 diagnostic
512 Jul-20-2004 18:15:00 other

512 Jul-20-2004 18:15:00 tgt
226 Transfer complete
329 bytes received in 0.018 seconds (17.95 Kbytes/s)
ftp>

ftp-server topdir Set the directory to be used for incoming FTP connections to the E-Series.

ftp-server username  Set a username and password for incoming FTP connections to the

E-Series.

ftp-server topdir

Syntax

Parameters

Defaults
Command Modes

Command
History

Usage
Information

Related
Commands

Specify the top-level directory to be accessed when an incoming FTP connection request is
made.

ftp-server topdir directory

directory Enter the directory path.

The internal flash is the default directory.

CONFIGURATION

Version 8.1.1.0 Introduced on E-Series ExaScale

Version 7.6.1.0 Introduced on S-Series

Version 7.5.1.0 Introduced on C-Series

E-Series original Command

After you enable FTP server functions with the ftp-server enable command, Dell Forcel0
recommends that you specify a top-level directory path. Without a top-level directory path
specified, the FTOS directs users to the flash directory when they log in to the FTP server.

ftp-server enable Enables FTP server functions on the E-Series.

ftp-server username  Set a username and password for incoming FTP connections to the

E-Series.
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ftp-server username

Create a user name and associated password for incoming FTP server sessions.

Syntax

Parameters

Defaults
Command Modes

Command
History

hosthame

Syntax

Parameters

Defaults
Command Modes

Command
History

Usage
Information

ftp-server username username password [encryption-type] password

username

Enter a text string up to 40 characters long as the user name.

password password

long as the password.

Enter the keyword password followed by a string up to 40 characters

Without specifying an encryption type, the password is unencrypted.

encryption-type

(OPTIONAL) After the keyword password enter one of the following

numbers:

e 0 (zero) for an unecrypted (clear text) password

e 7 (seven) for hidden text password.

Not enabled.

CONFIGURATION

Version 8.1.1.0

Introduced on E-Series ExaScale

\ersion 7.6.1.0

Introduced on S-Series

Version 7.5.1.0

Introduced on C-Series

E-Series original Command

Set the host name of the system.

hostname name

name

Enter a text string, up to 32 characters long.

FTOS

CONFIGURATION

Version 8.3.12.0

Changed default from “Forcel0” to “FTOS”

Version 8.1.1.0

Introduced on E-Series ExaScale

Version 7.6.1.0

Introduced on S-Series

Version 7.5.1.0

Introduced on C-Series

E-Series original Command

The hostname is used in the prompt.

Control and Monitoring

81



www.dell.com | support.dell.com

82

Ip ftp password

Syntax

Parameters

Defaults
Command Modes

Command
History

Usage
Information

Related
Commands

Specify a password for outgoing FTP connections.

ip ftp password [encryption-type] password

encryption-type (OPTIONAL) Enter one of the following numbers:

» 0 (zero) for an unecrypted (clear text) password
e 7 (seven) for hidden text password

password Enter a string up to 40 characters as the password.

Not configured.

CONFIGURATION

Version 8.1.1.0 Introduced on E-Series ExaScale
Version 7.6.1.0 Introduced on S-Series
Version 7.5.1.0 Introduced on C-Series

E-Series original Command

The password is listed in the configuration file; you can view the password by entering the
show running-config ftp command.

The password configured by the ip ftp password command is used when you use the ftp:
parameter in the copy command.

copy Copy files.

ip ftp username Set the user name for FTP sessions.

Ip ftp source-interface

Syntax

Specify an interface’s IP address as the source IP address for FTP connections.

ip ftp source-interface interface
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Parameters

Defaults

Command Modes

Command
History

Related
Commands

interface

Enter the following keywords and slot/port or number information:

For an 100/1000 Ethernet interface, enter the keyword GigabitEthernet
followed by the slot/port information.

For a 1-Gigabit Ethernet interface, enter the keyword GigabitEthernet
followed by the slot/port information.

For Loopback interfaces, enter the keyword loopback followed by a number
from zero (0) to 16383.

For a Port Channel interface, enter the keyword port-channel followed by a
number:

C-Series and S-Series: 1-128

E-Series: 1 to 255 for TeraScale and 1 to 512 for ExaScale

For SONET interface types, enter the keyword sonet followed by the slot/
port information.

For a 10-Gigabit Ethernet interface, enter the keyword TenGigabitEthernet
followed by the slot/port information.

For a 40-Gigabit Ethernet interface, enter the keyword fortyGigE followed by
the slot/port information.

For a VLAN interface, enter the keyword vlan followed by a number from 1
to 4094.

The IP address on the system that is closest to the Telnet address is used in the outgoing

packets.

CONFIGURATION

Version 8.5.1.0

Added support for 4-port 40G line cards on ExaScale.

Version 8.2.1.0

Increased number of VLANS on ExaScale to 4094 (was 2094)

Version 8.1.1.0

Introduced on E-Series ExaScale

Version 7.6.1.0

Support added for S-Series

Version 7.5.1.0

Introduced on C-Series

E-Series original Command

copy

Copy files from and to the switch.

Ip ftp username
Assign a user name for outgoing FTP connection requests.

Syntax

Parameters

Defaults

Command Modes

ip ftp username username

username

Enter a text string as the user name up to 40 characters long.

No user name is configured.

CONFIGURATION
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Command
History

Usage
Information

Related
Commands

Version 8.1.1.0 Introduced on E-Series ExaScale

Version 7.6.1.0 Introduced on S-Series

\ersion 7.5.1.0 Introduced on C-Series

E-Series original Command

You must also configure a password with the ip ftp password command.

ip ftp password  Set the password for FTP connections.

Ip telnet server enable

Syntax

Defaults
Command Modes

Command
History

Related
Commands

Enable the Telnet server on the switch.

ip telnet server enable

To disable the Telnet server, execute the no ip telnet server enable command.
Enabled

CONFIGURATION

Version 8.1.1.0 Introduced on E-Series ExaScale

Version 7.6.1.0 Support added for S-Series

Version 7.5.1.0 Introduced on C-Series

Version 6.1.1.0 Introduced on E-Series

ip ssh server Enable SSH server on the system.

Ip telnet source-interface

Syntax

Set an interface’s IP address as the source address in outgoing packets for Telnet sessions.

ip telnet source-interface interface
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Parameters

interface Enter the following keywords and slot/port or number information:

For an 100/1000 Ethernet interface, enter the keyword GigabitEthernet followed
by the slot/port information.

For a 1-Gigabit Ethernet interface, enter the keyword GigabitEthernet followed
by the slot/port information.

For Loopback interfaces, enter the keyword loopback followed by a number from
zero (0) to 16383.

For the SONET interfaces, enter the keyword sonet followed by slot/port
information.

For a Port Channel, enter the keyword port-channel followed by a number:
C-Series and S-Series: 1-128

E-Series: 1 to 255 for TeraScale and 1 to 512 for ExaScale

For a 10-Gigabit Ethernet interface, enter the keyword TenGigabitEthernet
followed by the slot/port information.

For a 40-Gigabit Ethernet interface, enter the keyword fortyGigE followed by the
slot/port information.

ZSBXLAN interface, enter the keyword vlan followed by a number from 1 to

Defaults ~ The IP address on the system that is closest to the Telnet address is used in the outgoing

packets.

Command Modes ~ CONFIGURATION

Added support for 4-port 40G line cards on ExaScale.

Increased number of VLANSs on ExaScale to 4094 (was 2094)

Introduced on E-Series ExaScale

Support added for S-Series

Introduced on C-Series

E-Series original Command

Command -
History Version 8.5.1.0
Version 8.2.1.0
Version 8.1.1.0
\ersion 7.6.1.0
Version 7.5.1.0

Related |
Commands telnet

Telnet to another device.

Ip tftp source-interface
Assign an interface’s IP address in outgoing packets for TFTP traffic.

Syntax ip tftp source-interface interface
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Parameters

interface Enter the following keywords and slot/port or number information:
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L]

For an 100/1000 Ethernet interface, enter the keyword GigabitEthernet followed
by the slot/port information.

For a 1-Gigabit Ethernet interface, enter the keyword GigabitEthernet followed
by the slot/port information.

For Loopback interfaces, enter the keyword loopback followed by a number from
zero (0) to 16383.

For a Port Channel, enter the keyword port-channel followed by a number:
C-Series and S-Series: 1-128

E-Series: 1 to 255 for TeraScale and 1 to 512 for ExaScale

For the SONET interfaces, enter the keyword sonet followed by slot/port
information.

For a 10-Gigabit Ethernet interface, enter the keyword TenGigabitEthernet
followed by the slot/port information.

For a 40-Gigabit Ethernet interface, enter the keyword fortyGigE followed by the
slot/port information.

Z&r9 2 VLAN interface, enter the keyword vlan followed by a number from 1 to

Defaults ~ The IP address on the system that is closest to the Telnet address is used in the outgoing

packets.

Command Modes ~ CONFIGURATION

Command

History Version 8.5.1.0

Added support for 4-port 40G line cards on ExaScale.

Version 8.2.1.0

Increased number of VLANSs on ExaScale to 4094 (was 2094)

Version 8.1.1.0

Introduced on E-Series ExaScale

\ersion 7.6.1.0

Support added for S-Series

Version 7.5.1.0

Introduced on C-Series

E-Series original Command

line
Enable and configure console and virtual terminal lines to the system. This command
accesses LINE mode, where you can set the access conditions for the designated line.
Syntax line {aux O | console 0 | vty number [end-number]}
P t - — - -
arameters aux 0 Enter the keyword aux 0 to configure the auxiliary terminal connection.
Note: This option is supported on E-Series only.
console 0 Enter the keyword console 0 to configure the console port.
The console option for the S-Series is <0-0>.
vty number Enter the keyword vty followed by a number from 0 to 9 to configure a virtual
terminal line for Telnet sessions.
The system supports 10 Telnet sessions.
end-number (OPTIONAL) Enter a number from 1 to 9 as the last virtual terminal line to

configure. You can configure multiple lines at one time.
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Defaults
Command Modes

Command
History

Usage
Information

Related
Commands

linecard
Syntax

Parameters

Defaults
Command Modes

Command
History

Usage
Information

Example
(C-Series)

Not configured

CONFIGURATION

Version 8.1.1.0 Introduced on E-Series ExaScale
\ersion 7.6.1.0 Introduced on S-Series
Version 7.5.1.0 Introduced on C-Series

E-Series original Command

You cannot delete a terminal connection.

access-class Restrict incoming connections to a particular IP address in an IP access control
list (ACL).
password Specify a password for users on terminal lines.

show linecard Display the line card(s) status.

Pre-configure a line card in a currently empty slot of the system or a different line card type
for the slot. To pre-configure a 4-port 40G line card, refer to the linecard command.

linecard number card-type

number Enter the number of the slot.
C-Series Range: 0-7
E-Series Range: 0 to 13 on a E1200/E1200i, 0 to 6 on a E600/E6001, and 0 to 5
on a E300.

card-type Enter the line card ID ( the Supported Hardware section in the Release Notes).

Not configured

CONFIGURATION

Version 8.1.1.2 Introduced on E-Series ExaScale E600i

Version 8.1.1.0 Introduced on E-Series ExaScale E1200i

Version 7.5.1.0 Introduced on C-Series

E-Series original Command

Use this command only for empty slots or a slot where you have hot-swapped a different line
card type. Before inserting a card of a different type into the pre-configured slot, execute the
no linecard number command. The following screenshot shows the current supported
C-Series line cards, along with their “card types” (card-type 1Ds).

FTOS#show linecard 3
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-- Line card 11 --

IS
o Status : not present
(8]
% FTOS#linecard 3 ?
© E46TB 36-port GE 10/100/1000Base-T with RJ45 - 8-port FE/CE with SFP - 2-port 10GE with SFP+
+ E46\VB 36-port GE 10/100/1000Base-T with RJ45 and PoE - 8-port FE/GE with SFP - 2-port 10GE with SFP+
g_ E48PB 48-port FE/GE line card with SFP optics (CB)
a E48TB 48-port GE 10/100/1000Base-T line card with RJ45 interfaces (CB)
g E48VB 48-port GE 10/100/1000Base-T line card with RJ45 interfaces and PoE (CB)
. EX4PB 4-port 10GE LAN PHY line card with XFP optics (CB)
EX8PB 8-port 10GE LAN PHY line card with XFP optics (CB)
E FTOS#linecard 3 EX4PB
3] FTOS#show linecard 3
L -- Line card 11 --
; Status : not present
2 Required Type : EX4PB - 4-port 10GE LAN PHY line card with XFP optics (CB)
S
E Note: It is advisable to shut down interfaces on a line card that you are hot-swapping.
Related - - -
Commands show linecard Display the line card(s) status.

linecard (4-port 40G line card)

Pre-configure an empty slot in an E-Series ExaScale switch for a 4-port 40 GigabitEthernet
line card or reconfigure a slot in which you have hot-swapped a 4-port 40G line card.

Syntax linecard slot-number card-type {linerate | oversubscribed} active-ports
port-set0 port-number [port-number] port-setl port-number [port-number]

Parameters

slot-number Enter the slot number in which you will use the line card.
Range: 0 - 13 on an E1200i; 0 - 5 on an E600i.
card-type Enter the line card ID. Valid values are:

EX04PH: Configures the slot for a 6-port 40GE line card with 10M CAM
(LC-EH-40GE-4P).
EX04PJ: Configures the slot for a 6-port 40GE line card with 40M CAM
(LC-EJ-40GE-4P).

linerate Configure two ports on the line card to transmit data at full line rate (40 Gbps).

oversubscribed  Configure four ports on the line card for oversubscribed data transmission.

active-ports Enable the active ports for the specified mode (linerate or oversubscribed).
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port-set0 Enter the port number(s) used to specify the active ports on port pipe 0.
port-number Port-number range: 0 - 2. On port pipe 0, 0 - 2 corresponds to ports 0, 1, and 2
[port-number] on the line card.

If you configure linerate mode, enter one port number for port pipe 0.

If you configure oversubscribed mode, enter two port numbers (separated by a

space).
port-setl Enter the port number(s) used to specify the active ports on port pipe 1.
port-number Port-number range: 0 - 2. On port pipe 1, 0 - 2 corresponds to ports 3, 4, and 5
[port-number] on the line card.

If you configure linerate mode, enter one port number for port pipe 1.
If you configure oversubscribed mode, enter two port numbers (separated by a
space).

Defaults  When you insert a 4-port 40Gline card in an ExaScale slot, the line card is set to operate in
oversubscribed mode with active ports 1 and 2 on port pipe 0 (portset0 1 2) and active ports 0
and 1 on port pipe 1 (portsetl 0 1).

Command Modes ~ CONFIGURATION

Command

History Version 8.5.1.0 Introduced on E-Series ExaScale E600i and E1200i.

Usage  Use this command only to configure an empty slot or a slot in which you have hot-swapped a
Information  4_port 40G line card. Before you insert a different line-card type into a slot pre-configured for
a 4-port 40G line card, be sure to enter the no linecard number command.

A Warning: After you enter the linecard command to reconfigure a 4-port 40G line card installed in an
ExaScale switch, you are prompted to reboot the line card to activate the settings. Traffic on the line card is
interrupted when you reset the card.

On a 4-port 40G line card, there are six ports and two port pipes: 0 and 1. Each port pipe
consists of three ports, one CFP port and two QSFP ports:

e Ports 0, 1, and 2 use pipe 0.
* Ports 3, 4, and 5 use pipe 1.

To configure linerate mode, you specify one port on each pipe. To configure oversubscribed
mode, you specify two ports on each pipe.

Example FTOS(conf)# linecard 5 EX04PJ oversubscribed active-ports port-setO 1 2 port-setl 0 1
FTOS(conf)# linecard 13 EXO4PH linerate active-ports port-setO 2 port-setl O
FTOS(conf)# linecard 5 EX04PJ linerate active-ports port-setO 1 port-setl 1

Updating the linecard mode or active-ports will require a linecard reboot.
Proceed with reset of linecard? [confirm yes/no]:

Related

Commands show linecard Display the line card(s) status.
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module power-off

Syntax

Parameters

Defaults
Command Modes

Command
History

Turn off power to a line card at next reboot.

module power-off linecard number

linecard number Enter the keyword line card followed by the line card slot number
C-Series Range: 0-7
E-Series Range: 0 to 13 on a E1200/1200i, 0 to 6 on a E600/E600i, and 0

to 5 on a E300.

Not configured.

CONFIGURATION

Version 8.1.1.2 Introduced on E-Series ExaScale E600i

Version 8.1.1.0 Introduced on E-Series ExaScale E1200i

Version 7.5.1.0 Introduced on C-Series

E-Series original Command

motd-banner

Syntax
Defaults
Command Modes

Command
History

ping

Syntax

Enable a Message of the Day (MOTD) banner to appear when you log in to the system.
motd-banner
Enabled on all lines.

LINE

Version 8.1.1.0 Introduced on E-Series ExaScale

Version 7.6.1.0 Introduced on S-Series

Version 7.5.1.0 Introduced on C-Series

E-Series original Command

Test connectivity between the system and another device by sending echo requests and
waiting for replies.

ping [vrf <id>] [host | ip-address | ipv6-address] [count {number | continuous}] [datagram-size]
[timeout] [source (ip src-ipv4-address) | interface] [tos] [df-bit (y|n)] [validate-reply(y|n)]
[outgoing-interface] [pattern pattern] [sweep-min-size] [sweep-max-size] [sweep-interval]
[ointerface (ip src-ipv4-address) | interface]
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Parameter

Defaults

Command Modes

Command
History

vrf (OPTIONAL) E-Series Only: Enter the VRF Instance name of the device
to which you are testing connectivity.

host (OPTIONAL) Enter the host name of the devices to which you are testing
connectivity.

ip-address (OPTIONAL) Enter the IPv4 address of the device to which you are

testing connectivity. The address must be in the dotted decimal format.

ipv6-address

(OPTIONAL) E-Series only Enter the IPv6 address, in the X:x:x:x::X

format, to which you are testing connectivity.

Note: The :: notation specifies successive hexadecimal fields of zeros

count

Enter the number of echo packets to be sent.
number: 1- 2147483647
Continuous: transmit echo request continuously

Default: 5

datagram size

Enter the ICMP datagram size.
Range: 36 - 15360 bytes

Default: 100

timeout

Enter the interval to wait for an echo reply before timing out.

Range: 0 -3600 seconds

Default: 2 seconds

source

The IPv4 or IPv6 source address or source interface. For IPv6 addresses,
this may be an address in the Global or link-local address zones.

tos

(IPv4 only) Type of service required.

df-bit

(IPv4 only) Enter “Y” or “N” for the “don’t fragment bit” in IPv4 header

outgoing-interface

(1Pv6 link-local address) Enter outgoing interface for ping packets to a

destination link-local address.

validate-reply

(IPv4 only) Enter “Y” or “N” for reply validation.

pattern pattern

(IPv4 only) Enter the IPv4 data pattern.

Range: 0 - FFFF
Default; 0XABCD

sweep-min-size

The minimum size of datagram in sweep range.
Range: 52 - 15359 bytes

swim-max-size

The maximum size of datagram in sweep range.
Range: 52 - 15359 bytes

sweep-interval

Incremental value for sweep size.
Range: 1 - 15308 seconds.

ointerface

(IPv4 only) The outgoing interface for multicast packets.

None
EXEC

EXEC Privilege

Version 8.3.12.0  Added support for outgoing-interface option for link-local IPv6 addressing on

the S4810.

Version 8.5.1.0

Added support for 4-port 40G line cards on ExaScale.
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Usage
Information

Example (IPv4)

Example (IPv6)

Version 8.4.1.0

IPv6 pinging available on management interface.

Version 8.3.1.0

Introduced extended ping options.

Version 8.2.1.0

Introduced on E-Series ExaScale (IPv6)

Version 8.1.1.0

Introduced on E-Series ExaScale (IPv4)

Version 7.9.1.0

Introduced VRF

Version 7.6.1.0

Introduced on S-Series

Version 7.5.1.0

Introduced support for C-Series

Version 7.4.1.0

Added support for IPv6 address on E-Series

When you enter the ping command without specifying an IP/IPv6 address (Extended Ping),
you are prompted for a target IP/IPv6 address, a repeat count, a datagram size (up to 1500
bytes), a timeout in seconds, and for Extended Commands. Chapter 20, ICMP Message Types
for information on the ICMP message codes that return from a ping command.

FTOS#ping 172.31.1.255

Type Ctrl-C to abort.

Sending 5, 100-byte ICMP Echos to 172.31.1.255, timeout is 2 seconds:

Reply to
Reply to
Reply to

Reply to
Reply to
Reply to

FTOS#

request 1 from
request 1 from
request 1 from

request 5 from
request 5 from
request 5 from

FTOS#ping 100::1

Type Ctrl-C to abort.

172.31
172.31
172.31

172.31
172.31
172.31

.1.208
.1.216
.1.205

-1.209
.1.66
.1.87

0 ms
0 ms
16 ms

0 ms

0 ms

Sending 5, 100-byte ICMP Echos to 100::1, timeout is 2 seconds:

Success rate is 100.0 percent (5/5), round-trip min/avg/max = 0/0/0 (ms)

FTOS#

The following table provides descriptions for the status response symbols displayed in output.

Table 1 ping command Status Response Symbols and Descriptions

Symbol

Description

! Each exclamation point indicates receipt of a reply

Each period indicates the network server timed out while waiting for a reply

A destination unreachable error PDU was received

Source quench (destination too busy)

Could not fragment

| Z|O|C

Unknown packet type

Ro

Packet lifetime exceeded
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power-off

Syntax

Parameters

Defaults
Command Modes

Command
History

Related
Commands

power-on

Syntax

Parameters

Defaults
Command Modes

Command
History

Turn off power to a selected line card or the standby (extra) Switch Fabric Module (SFM).

power-off {linecard number | sfm sfm-slot-id}

linecard number Enter the keyword linecard and a number for the line card slot number.
C-Series Range: 0-7
E-Series Range: 0 to 13 on a E1200/E1200i, 0 to 6 on a E600/E600i, and 0

to 5 on a E300.

sfm sfm-slot-id Enter the keyword sfm by the slot number of the SFM to which you want to
turn off power.

Note: This option is supported on E-Series only.

Disabled

EXEC Privilege

Version 8.1.1.2 Introduced on E-Series ExaScale E600i

Version 8.1.1.0 Introduced on E-Series ExaScale E1200i

Version 7.5.1.0 Introduced on C-Series

E-Series original Command

power-on Power on a line card or standby SFM.

Turn on power to a line card or the standby (extra) Switch Fabric Module (SFM).

power-on {linecard number | sfm sfm-slot-id}

linecard number Enter the keyword linecard and a number for the line card slot number.
C-Series Range: 0-7
E-Series Range: 0 to 13 on a E1200/E1200i, 0 to 6 on a E600/E600i, and O

to 5 on a E300.

sfm standby
Note: This option is supported on E-Series only.

Enter the keyword sfm followed by the slot number of the SFM to power on.

Disabled

EXEC Privilege

Version 8.1.1.2 Introduced on E-Series ExaScale E600i

Version 8.1.1.0 Introduced on E-Series ExaScale E1200i

Version 7.5.1.0 Introduced on C-Series

E-Series original Command
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Related
Commands

reload

Syntax
Command Modes

Command
History

Usage
Information

Related
Commands

reset

Syntax

Parameters

Defaults

power-off

Power off a line card or standby SFM.

Reboot FTOS.
reload

EXEC Privilege

Version 7.6.1.0

Introduced on S-Series

Version 7.5.1.0

Introduced on C-Series

E-Series original Command

If there is a change in the configuration, FTOS will prompt you to save the new configuration.
Or you can save your running configuration with the copy running-config command.

reset

Reset a line card, RPM, or a failed SFM (TeraScale and ExaScale).

reset stack-unit

Reset any designated stack member except the management unit

Reset a line card, RPM, or a failed SFM (TeraScale only).

reset {linecard number [hard | power-cycle] | rpm number [hard | power-cycle] | standby}

linecard number

Enter the keyword linecard and a number for the line card slot number.
(Optional) Add the keyword hard or power-cycle (power-cycle is C-Series
only) to power cycle the line card.

C-Series Range: 0-7

E-Series Range: 0 to 13 on E1200/E1200i, 0 to 6 on E600/E600i, and 0 to 5
on E300

hard Enter the keyword hard to power cycle the line card.

power-cycle Enter the keyword power-cycle after upgrading a C-Series FPGA to cause
the FPGA to be reprogrammed based on the contents of the FPGA PROM.
Note: This option is supported on C-Series only.

rpm number Enter the keyword rpm followed by a number for the RPM slot number.

(Optional) Add the keyword hard or power-cycle (C-Series only) to power
cycle the RPM.
Range: 0to 1

sfm slot number

Enter the keyword sfm followed by the failed or powered-off SFM slot
number.
Note: Supported on E-Series only

Disabled.
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Command Modes

Command
History

Usage
Information

Related
Commands

EXEC Privilege

Version 7.5.1.0 Introduced on C-Series

E-Series original Command

The command reset without any options is a soft reset, which means FTOS boots the line card
from its runtime image. The hard option reloads the FTOS image on the line card. Use the
power-cycle after upgrading an FPGA.

When a soft reset is issued on a line card (reset linecard number), FTOS boots the line card
from its runtime image. Only when you enter reset linecard number hard is the software
image reloaded on the line card.

reload Reboots the system.

restore fpga-image Copy the backup C-Series FPGA image to the primary FPGA image.

rpm <slot> location-led

35
Syntax

Parameters

Defaults
Command Modes

Command
History

Usage
Information

send
QBE

Syntax

Parameters

Toggle the location LED on/off on the E-Series ExaScale RPM (LC-EH-RPM).

rpm slot number location-led [on | off]

rpm slot number Enter the slot number

E1200i: 0-13
E600i: 0-6
on |off Toggles the LED on the RPM on or off.
OFF
EXEC

Version 8.2.1.0 Introduced on the E-Series ExaScale

The LED setting is not saved through power cycles.

Send messages to one or all terminal line users.

send [*] | [line ] | [aux] | [console] | [vty]

* Enter the asterisk character * to send a message to all tty lines.

line Send a message to a specific line.

Range: 0to 11
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aux Enter the keyword aux to send a message to an Auxiliary line.
Note: This option is supported on E-Series only.

console Enter the keyword console to send a message to the Primary
terminal line.
vty Enter the keyword vty to send a message to the Virtual terminal

Defaults No default behavior or values

Command Modes EXEC

Command

History Version 8.1.1.0 Introduced on E-Series ExaScale

Version 7.6.1.0 Introduced on S-Series

Version 7.5.1.0 Introduced on C-Series

Version 6.5.1.0 Introduced on E-Series

Usage  Messages can contain an unlimited number of lines, however each line is limited to 255
Information  characters. To move to the next line, use the <CR>. To send the message use CTR-Z, to abort
a message use CTR-C.

service timestamps

Add time stamps to debug and log messages. This command adds either the uptime or the
current time and date.

Syntax  service timestamps [debug | log] [datetime [localtime] [msec] [show-timezone] | uptime]

Parameters debug (OPTIONAL) Enter the keyword debug to add timestamps to debug

messages.

log (OPTIONAL) Enter the keyword log to add timestamps to log messages
with severity 0 to 6.

datetime (OPTIONAL) Enter the keyword datetime to have the current time and date
added to the message.

localtime (OPTIONAL) Enter the keyword localtime to include the localtime in the
timestamp.

msec (OPTIONAL) Enter the keyword msec to include milliseconds in the
timestamp.

show-timezone (OPTIONAL) Enter the keyword show-timezone to include the time zone

information in the timestamp.

uptime (OPTIONAL) Enter the keyword uptime to have the timestamp based on
time elapsed since system reboot.

Defaults ~ Not configured.

Command Modes ~ CONFIGURATION
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Command
History

Version 8.1.1.0

Introduced on E-Series ExaScale

Version 7.6.1.0

Introduced on S-Series

\ersion 7.5.1.0

Introduced on C-Series

E-Series original Command

Usage
Information

If you do not specify parameters and enter service timestamps, it appears as service
timestamps debug uptime in the running-configuration.

Use the show running-config command to view the current options set for the service
timestamps command.

show alarms

View alarms for the RPM, SFMs, line cards and fan trays.

(OPTIONAL) Enter the keyword threshold to display the temperature thresholds

set for the line cards, RPM, and SFMs.

Syntax  show alarms [threshold]
Parameters
threshold
Command Modes EXEC

EXEC Privilege

Command
History

Version 8.1.1.0

Introduced on E-Series ExaScale

Version 7.6.1.0

Introduced on S-Series

Version 7.5.1.0

Introduced on C-Series

Example
(E-Series)

E-Series original Command

FTOS# show alarms

-- Minor Alarms --

Alarm Type Duration
RPM O PEM A failed or rmvd 7 hr, 37
SFM O PEM A failed or rmvd 7 hr, 37
SFM 1 PEM A failed or rmvd 7 hr, 37
SFM 2 PEM A failed or rmvd 7 hr, 37
SFM 3 PEM A failed or rmvd 7 hr, 37
SFM 4 PEM A failed or rmvd 7 hr, 37
SFM 5 PEM A failed or rmvd 7 hr, 37
SFM 6 PEM A failed or rmvd 7 hr, 37
SFM 7 PEM A failed or rmvd 7 hr, 36
line card 1 PEM A failed or rmvd 7 hr, 36
line card 4 PEM A failed or rmvd 7 hr, 36
only 8 SFMs in chassis 7 hr, 35
-- Major Alarms --

Alarm Type Duration

No major alarms
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FTOS#

show chassis

View the configuration and status of modules in the system. Use this command to determine
the chassis mode.

Syntax  show chassis [brief]

Parameters

brief (OPTIONAL) Enter the keyword brief to view a summary of the show chassis output.

www.dell.com | support.dell.com

Command Modes EXEC

EXEC Privilege

Command . .
History Version 8.1.1.0 Introduced on E-Series ExaScale
Version 7.5.1.0 Introduced on C-Series
E-Series original Command
Example FTOS#show chassis brief
(E-Series) Chassis Type : E1200

Chassis Mode : TeraScale
Chassis Epoch : 3.2 micro-seconds

-- Line cards --

Slot Status NxtBoot ReqTyp CurTyp Version Ports

0 not present
1 not present
2 not present
3 not present
4 not present
5 not present
6 not present
7 not present
8 not present
9 not present
10 not present

11 online online E48PF E48PF 6.1.1.0 48
12 not present E48PF
13 not present E48PF
-- Route Processor Modules --
Slot Status NxtBoot Version
0 active online 6.1.1.0

1 not present
Switch Fabric State: up

-- Switch Fabric Modules --
Slot Status

0 active

1 active

2 active
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Related
Commands

active
active
active
active
active
active

o~NO O W

-- Power Entry Modules --
Bay Status

0 up
1 up
-- Fan Status --
Tray Status Temp Volt Speed PEMO PEM1 Fanl Fan2 Fan3
0 up < 50C 12-16V  1ow/2100-2700 RPM up up up up up
1 up < 50C 12-16V l1ow/2100-2700 RPM  up up up up up
2 up < 50C 12-16V  1ow/2100-2700 RPM up up up up up
3 up < 50C 12-16V  1ow/2100-2700 RPM up up up up up
4 up < 50C 16-20V med/2700-3200 RPM  up up up up up
5 up < 50C 12-16V 1ow/2100-2700 RPM  up up up up up
show linecard View line card status
show rpm View Route Processor Module status.
show sfm View Switch Fabric Module status.

show command-history

Syntax
Defaults

Command Mode

Command
History

Usage
Information

Example

Display a buffered log of all commands entered by all users along with a time stamp.
show command-history

None.

EXEC

EXEC Privilege

Version 8.1.1.0 Introduced on E-Series ExaScale
Version 7.6.1.0 Introduced on S-Series
Version 7.5.1.0 Introduced on C-Series and E-Series

One trace log message is generated for each command. No password information is saved to
this file. A command-history trace log is saved to a file upon an RPM failover. This file can
be analyzed by the Dell Forcel0 TAC to help identify the root cause of an RPM failover.

FTOS#show command-history

[11/20 15:47:22]: CMD-(CLI):[service password-encryption]by default from console

[11/20 15:47:22]: CMD-(CLI):[service password-encryption hostname ForcelO]by default from console
- Repeated 3 times.

[11/20 15:47:23]: CMD-(CLI):[service timestamps log datetime]by default from console

[11/20 15:47:23]: CMD-(CLI):[hostname ForcelO]by default from console

[11/20 15:47:23]: CMD-(CLI):[enable password 7 ******]py default from console
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[11/20 15:47:23]: CMD-(CLI):[usernmame admin password 7 ******]by default from console
[11/20 15:47:23]: CQVD-(CLI):[enable restricted 7 ******]by default from console

[11/20 15:47:23]: CMD-(CLI):[protocol spanning-tree rstp]by default from console

[11/20 15:47:23]: CMD-(CLI):[protocol spanning-tree pvst]by default from console

[11/20 15:47:23]: CMD-(CLI):[no disable]by default from console

[11/20 15:47:23]: CMD-(CLI):[interface gigabitethernet 0/1]by default from console
[11/720 15:47:23]: CMD-(CLI):[ip address 1.1.1.1 /24]by default from console
[11/20 15:47:23]: CMD-(CLI):[ip access-group abc in]by default from console
[11/20 15:47:23]: CMD-(CLI1):[no shutdown]by default from console

[11/20 15:47:23]: CMD-(CLI):[interface gigabitethernet 0/2]by default from console
[11/20 15:47:23]: CMD-(CLI):[no ip address]by default from console

[11/20 15:47:23]: CMD-(CLI):[shutdown]by default from console

[11/20 15:47:23]: CMD-(CLI):[interface gigabitethernet 0/3]by default from console
[11/20 15:47:23]: CMD-(CLI):[ip address 5.5.5.1 /24]by default from console
[11/20 15:47:23]: CMD-(CLI):[no shutdown]by default from console

[11/20 15:47:23]: CMD-(CLI):[interface gigabitethernet 0/4]by default from console
[11/20 15:47:23]: CMD-(CLI):[no ip address]by default from console

[11/20 15:47:23]: CMD-(CLI):[shutdown]by default from console

[11/20 15:47:23]: CMD-(CLI):[interface gigabitethernet 0/5]by default from console
[11/20 15:47:23]: CMD-(CLI):[no ip address]by default from console

[11/20 15:47:23]: CMD-(CLI):[shutdown]by default from console

[11/720 21:17:35]: CMD-(CLI):[line console O0]by default from console

[11/20 21:17:36]: CMD-(CLI):[exec-timeout O]by default from console

[11/20 21:17:36]: CMD-(CLI):[exit]by default from console

[11/20 21:19:25]: CMD-(CLI):[show command-history]by default from console
FTOS#
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Related

Commands clear command Clear the command history log.

history

show command-tree

Display the entire CLI command tree, and optionally, display the utilization count for each
commands and its options.

Syntax  show command-tree [count | no]

Parameters - -
count Display the command tree with a usage counter for each command.

no Display all of the commands that may be preceded by the keyword no, which is
the keyword used to remove a command from the running-configuration.

Defaults None
Command Mode EXEC

EXEC Privilege

Command -
History Version 8.2.1.0 Introduced
Usage  Reload the system to reset the command-tree counters.
Information
Example FTOS#show command-tree count
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Enable privilege mode:

show console Ip

Syntax

Parameters

Defaults

Command Mode

Command
History

Usage
Information

enable command usage:3
<0-15> option usage: 0
exit command usage:1
show command-tree command usage:9
count option usage: 3
show version command usage:1
!
Global configuration mode:
aaa authentication enable command usage:1
WORD option usage: 1
default option usage: 0
enable option usage: 0
line option usage: 0
none option usage: 0
radius option usage: 1
tacacs+ option usage: 0
View the buffered boot-up log of a line card.
show console Ip number
number Enter the line card slot number.
Range: 0-7 for the C300
Range: 0-13 for the E1200
Range: 0-6 for the E600
Range: 0-5 for the E300
None
EXEC
EXEC Privilege
Version 7.5.1.0 Introduced on C-Series
E-Series original Command
f Caution: Use this command only when you are working directly with a technical

support representative to troubleshoot a problem. Do not use this command unless a
technical support representative instructs you to do so.

show cpu-traffic-stats

View the CPU traffic statistics.
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Syntax

Parameters

Defaults

Command Modes

Command
History

Example
(E-Series)

show cpu-traffic-stats [port number | all | cp | linecard {all | slot# } | rpl | rp2 ]

port number

(OPTIONAL) Enter the port number to display traffic statistics on that port
only.
Range: 1 to 1568

all

(OPTIONAL) Enter the keyword all to display traffic statistics on all the
interfaces receiving traffic, sorted based on traffic.

cp

(OPTIONAL) Enter the keyword cp to display traffic statistics on the
specified CPU.
Note: This option is supported on E-Series only.

linecard

(OPTIONAL) Enter the keyword linecard followed by either all or the slot
number to display traffic statistics on the designated line card.
Note: This option is supported on C-Series only.

rpl

(OPTIONAL) Enter the keyword rp1 to display traffic statistics on the RP1.
Note: This option is supported on E-Series only.

rp2

(OPTIONAL) Enter the keyword rp2 to display traffic statistics on the RP2.
Note: This option is supported on E-Series only.

all

EXEC

Version 7.6.1.0 Introduced on S-Series

Version 7.5.1.0 Introduced on C-Series

Version 6.2.1.1 Introduced on E-Series

FTOS#show cpu-traffic-stats
Processor : CP

Received 100% traffic on GigabitEthernet 8/2 Total packets:100

LLC:0, SNAP:0, IP:100, ARP:0, other:0
Unicast:100, Multicast:0, Broadcast:0

Processor : RP1

Received 62% traffic on GigabitEthernet 8/2 Total packets:500

LLC:0, SNAP:0, IP:500, ARP:0, other:0
Unicast:500, Multicast:0, Broadcast:0

Received 37% traffic on GigabitEthernet 8/1 Total packets:300

LLC:0, SNAP:0, IP:300, ARP:0, other:0
Unicast:300, Multicast:0, Broadcast:0

Processor : RP2

No CPU traffic statistics.
FTOS#
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Usage  Traffic statistics are sorted on a per-interface basis; the interface receiving the most traffic is
Information  (jsplayed first. All CPU and port information is displayed unless a specific port or CPU is
specified. Traffic information is displayed for router ports only; not for management
interfaces. The traffic statistics are collected only after the debug cpu-traffic-stats command is
executed; not from the system bootup.

% Note: After debugging is complete, use the no debug cpu-traffic-stats command to
shut off traffic statistics collection.

Related

Commands debug cpu-traffic-stats Enable CPU traffic statistics for debugging

show debugging

View a list of all enabled debugging processes.
Syntax show debugging

Command Mode  EXEC Privilege

Command - -
History Version 8.1.1.0 Introduced on E-Series ExaScale
Version 7.6.1.0 Introduced on S-Series
Version 7.5.1.0 Introduced on C-Series
E-Series original Command
Example FTOS#show debug

Generic IP:
IP packet debugging is on for
ManagementEthernet 0/0
Port-channel 1-2
Port-channel 5
GigabitEthernet 4/0-3,5-6,10-11,20
GigabitEthernet 5/0-1,5-6,10-11,15,17,19,21
ICMP packet debugging is on for
GigabitEthernet 5/0,2,4,6,8,10,12,14,16
FTOS#

show environment (C-Series and E-Series)

View the system component status (for example, temperature, voltage).

Syntax  show environment [all | fan | linecard | linecard-voltage | PEM | RPM | SFM]

Parameters -
all Enter the keyword all to view all components.

fan Enter the keyword fan to view information on the fans. The output of this
command is chassis dependent. Refer to the examples for show chassis,
show command-history, and show cpu-traffic-stats and for a comparison
of output.
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Command Modes

Command
History

Usage
Information

Example (E1200)

linecard Enter the keyword linecard to view only information on line cards

linecard-voltage Enter the keyword linecard-voltage to view line card voltage
information.

PEM Enter the keyword pem to view only information on power entry
modules.

RPM Enter the keyword rpm to view only information on RPMs.

SFM Enter the keyword sfm to view only information on SFMs.

Note: This option is supported on E-Series only.

EXEC

EXEC Privilege

Version 8.1.1.0 Introduced on E-Series ExaScale

\ersion 7.8.1.0 Added temperature information for C-Series fans (refer to the last example)
\ersion 7.5.1.0 Introduced on C-Series

E-Series original Command

Fan speed is controlled by temperatures measured at the sensor located on the fan itself. The
fan temperatures shown with this command may not accurately reflect the temperature and
fan speed. Refer to your hardware installation guide for fan speed and temperature
information.

FTOS#show environment

-- Fan Status --

Tray Status Temp Volt Speed PEMO PEM1 Fanl Fan2 Fan3
0 up < 50C 12-16V l1ow/2100-2700 RPM  up up up up up
1 up < 50C 12-16V  1ow/2100-2700 RPM up up up up up
2 up < 50C 12-16V  1ow/2100-2700 RPM up up up up up
3 up < 50C 12-16V l1ow/2100-2700 RPM  up up up up up
4 up < 50C 16-20V med/2700-3200 RPM  up up up up up
5 up < 50C 12-16V  1ow/2100-2700 RPM up up up up up

-- Power Entry Modules --
Bay Status

0 absent or down

1 up

-- Line Card Environment Status --
Slot Status Temp PEMO PEM1  Voltage
not present
not present
not present
not present
not present
present
not present
not present
not present
not present
not present
booting 53C down up ok

POOWoO~NOUOA~WNEO
>
o
-+

o
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Example (E600)

Example (C300)

12
13

not present
not present

-- RPM Environment Status --

Slot

Status

PE

M1

Voltage

-- SFM Environment

Slot

active

not present

Status

oO~NO O WNEO

active
active
active
active
active
active
active
active
active

FTOS#show environment fan

-- Fan Status --
Status Temp

FTOS#

29C

Fanl

6000 RPM 7500 RPM 7500 RPM

FTOS#show env fan

Temp PEMO
48C down
Status --
Temp PEMO
49C up
47C up
46C up
48C up
52C up
50C up
47C up
48C up
47C up
Fan2

Serial

Num

Version

Status

-- Fan Status --

Tray 0

FanNumber Speed
0 4170
1 4140
2 3870
3 4140
4 3870
5 3810

FTOS#

show environment (S-Series)

View S-Series system component status (for example, temperature, voltage).

Syntax

Parameters

show environment [all | fan | stack-unit unit-id | pem]

up
up
up
up
up
up

all

Enter the keyword all to view all components.

fan

Enter the keyword fan to view information on the fans. The output of this
command is chassis dependent.

Control and Monitoring
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Command Modes

Command
History

Usage
Information

Example
(show environment
all)

Example
(show environment
fan)

Example
(show environment
pem)

stack-unit unit-id

Enter the keyword stack-unit followed by the unit-id to display
information on a specific stack member. Range: 0 to 1.

pem

Enter the keyword pem to view only information on power entry
modules.

EXEC

EXEC Privilege

Version 7.8.1.0

The output of the show environment fan command for S-Series is changed to
display fan speeds instead of just showing the fan status as up or down.

Version 7.6.1.0

Introduced for S-Series. S-Series options and output differ from the
C-Series/E-Series version.

The second example shows the output of the show environment fan command as it appears

prior to FTOS 7.8.1.0.

Control and Monitoring

FTOS#show environment all

-- Fan Status --
unit TrayStatus FanO Fanl Fan2 Fan3 Fan4 Fan5
0 up up up up up up up
-- Power Supplies --
Unit Bay Status Type
0 0 up AC
0 1 absent
-- Unit Environment Status --
Unit Status Temp  Voltage
0* online 50C ok
* Management Unit
-- Fan Status --
Unit Status Speed Fanl Fan2 Fan3 Fan4 Fan5 Fan6 Serial Num Version
1 up high up up up up up up 1234 1
FTOS#show environment fan
-- Fan Status --
unit TrayStatus FanO Fanl Fan2 Fan3 Fan4 Fan5
0 up up up up up up up
FTOS#show environment pem
-- Power Supplies --
Unit Bay Status Type



Example
(show environment
stack-unit)

0 0 up AC
0 1 absent

FTOS#show environment stack-unit O

-- Unit Environment Status --
Unit Status Temp  Voltage

* Management Unit

show inventory (C-Series and E-Series)

Syntax

Parameters

Defaults
Command Modes

Command
History

Usage
Information

Display the chassis type, components (including media), FTOS version including hardware
identification numbers and configured protocols.

show inventory [media slot]

media slot (OPTIONAL) Enter the keyword media followed by the slot number.
C-Series Range: 0-7
E-Series Range: 0 to 13 on a E1200, 0 to 6 on a E600/E600i, and 0 to 5 on a E300

No default behavior or values

CONFIGURATION

Version 8.1.1.0 Introduced on E-Series ExaScale

Version 7.8.1.0 Output expanded to include SFP+ media in C-Series.

Version 7.7.1.0  Vendor field removed from output of show inventory media.

Version 7.5.1.0 Introduced on C-Series and expanded to include transceiver media

Version 6.2.1.0 Expanded to include Software Protocol Configured field on E-Series

Version 5.3.1.0 Introduced on E-Series

The show inventory media command provides some details about installed pluggable media
(SFP, XFP), as shown in the Example (show inventory media). Use the show interfaces
command to get more details about installed pluggable media.

The display output might include a double asterisk (**) next to the SFMs, for example:

0] CC-E-SFM ** 0004875 7490007411 A
1 CC-E-SFM ** 0004889 7490007411 A

The double asterisk generally indicates the SFM’s frequency capabilities, indicating either
that they are operating at 125 MHz or that the frequency capability, which is stored in an
EPROM, cannot be determined.
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If there are no fiber ports in the line card, then just the header under show inventory media

€
S will be displayed. If there are fiber ports but no optics inserted, then the output will display
3' "Media not present or accessible™.
°
ju Example FTOS# show inventory
S (C300) Chassis Type : C300
Q Chassis Mode 1.0
7 Software Version : FTOS-EF-7.6.1.0
-;- Slot Item Serial Number Part Number Revision
=S
© C300 TY000001400 7520029999 04
ig 3 LC-CB-GE-48T FX000020075 7520036700 01
S 0 LC-CB-RPM 0060361 7520029300 02
g 0 CC-C-1200W-AC N/A N/A N/A
= 1 CC-C-1200W-AC N/A N/A N/A
2 0 CC-C300-FAN
* - standby
Software Protocol Configured
OSPF
FTOS#
Example FTOS# show inventory
(E-Series) Chassis Type : E300
Chassis Mode : TeraScale
Software Version : FTOS-EF-7.5.1.0
Slot Item Serial Number Part Number Revision
E300 0015259 7520009601 02
1 LC-EF3-10GE-2P 0017259 7520012501 01
2 LC-EF3-GE-48T 0017269 7520009702 01
3 LC-EF3-1GE-24P 0031151 7520014206 04
4 LC-EF3-1GE-24P 0017291 7520014202 02
0 LC-EF3-RPM 0031177 7520013808 05
0 CC-E-SFM 0019071 7520003706 A
1 CC-E-SFM 0019120 7520003706 A
1 CC-E300-PWR-DC TDX0524-00031 7520015400 A
0 CC-E300-FAN N/A N/A N/A
* - standby
Software Protocol Configured
BFD
BGP
I1SIS
OSPF
RIP
OSPFV3
FTOS#
Example FTOS#show inventory media 3
(show inventory Slot Port Type Media Serial Number F10Qualified
=0 = =] [0 ) )
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Example
(show inventory
media)

Related
Commands

3 11 SFP 1000BASE-SX U9600LO Yes

FTOS#show inventory media
Slot Port Type Media Serial Number F10Qualified

1 0 SFP 1000BASE-SX P11BWXZ Yes
1 1 SFP 1000BASE-LX H833612 Yes
1 2 SFP 1000BASE-SX B342232075 Yes
1 3 SFP 1000BASE-SX P6F02U2 Yes
1 4 SFP 1000BASE-SX AMGX367 Yes
1 5 SFP 1000BASE-SX B320210155 Yes
1 6 SFP 1000BASE-SX B342232168 Yes
1 7 SFP 1000BASE-SX H11VJ8F Yes
1 8 SFP 1000BASE-SX AJUR367 Yes
1 9 SFP 1000BASE-SX AJLH367 Yes
1 10 Media not present or accessible
1 11 Media not present or accessible
1 12 SFP 1000BASE-SX  P11DCP3 Yes

output truncated

show interfaces Display a specific interface configuration.

show interfaces
transceiver

Display the physical status and operational status of an installed transceiver.
The output also displays the transceiver’s serial number.

show inventory (S-Series)

Syntax

Parameters

Defaults
Command Modes

Command
History

Usage

Example
(show inventory)

Display the S-Series switch type, components (including media), FTOS version including
hardware identification numbers and configured protocols.

show inventory [media slot]

media slot (OPTIONAL) Enter the keyword media followed by the stack ID of the stack

member for which you want to display pluggable media inventory.

No default behavior or values

CONFIGURATION

Version 7.6.1.0 Introduced this version of the command for S-Series. S-Series output differs

from E-Series.

If there are no fiber ports in the unit, then just the header under show inventory media will be
displayed. If there are fiber ports but no optics inserted, then the output will display “Media
not present or accessible”.

FTOS #show inventory

System Type : S4810
System Mode 1.0
Software Version : E8-3-12-2

Unit Type Serial Nutber Part Nutber Rev Piece Part ID Rev Svc Tag Exprs Svc Code

* 2 SA810-01-64F HADL123J20113 7590009602 A N/A VA N/A /A
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2 $4810-PUR-AC HEDL123J20113 7590008502 A N/A VA NA /A
2 S$4810-FAN /A N/A A NA VA NA N/A
2 S4810-FAN N/A N/A VA NA A NA N/A
* - Management Unit
Software Protocol Configured
FTOS#
Example FTOS #show inventory media
(show inventory Slot Port Type Media Serial Number F10Qualified
media) 0 T T T T T T T T T T e e
2 0 UNKNOWN UNKNOWN AR AA RS AA A No
2 1 SFP+ 10GBASE-CU1M DM63910000000008 Yes
2 2 SFP 1000BASE-SX PLE71M5 Yes
2 3 SFP 1000BASE-SX U9EOOM1 Yes
2 4 Media not present or accessible
2 5 Media not present or accessible
2 6 Media not present or accessible
2 7 Media not present or accessible
2 8 Media not present or accessible
2 9 Media not present or accessible
2 10 Media not present or accessible
2 11 Media not present or accessible
2 12 SFP+ 10GBASE-CU1M APF11030021261 Yes
2 13 SFP+ 10GBASE-CU1M APF11030021230 Yes
2 14 SFP+ 10GBASE-CU3M 129830840 No
2 15 SFP+ 10GBASE-CU3M TED1417B065 No
2 16 Media not present or accessible
2 17 Media not present or accessible
FTOS #
Related how interf interf fi fi
Commands snow Interraces Interrace conriguration.
show interfaces Display the physical status and operational status of an installed transceiver.
transceiver The output also displays the transceiver’s serial number.
Display the line card(s) status.
Syntax  show linecard [number [brief] | all]
Parameters N— - . _
number (OPTIONAL) Enter a slot number to view information on the line card in that
slot.
C-Series Range: 0-7
E-Series Range: 0 to 13 on a E1200, 0 to 6 on a E600, and 0 to 5 on a E300.
all (OPTIONAL) Enter the keyword all to view a table with information on all
present line cards.
brief (OPTIONAL) Enter the keyword brief to view an abbreviated list of line card

information.
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Command Modes EXEC

EXEC Privilege

COE{:{?}S Version 8.1.1.0 Introduced on E-Series ExaScale
\ersion 7.5.1.0 Introduced on C-Series
E-Series original Command
Example FTOS#show linecard 11
(E-Series)
-- Line card 11 --
Status : online
Next Boot : online
Required Type : E48PF - 48-port GE line card with SFP optics (EF)
Current Type : E48PF - 48-port GE line card with SFP optics (EF)
Hardware Rev : Base - 1.0 PPO - n/a PPl - n/a
Num Ports : 48
Up Time : 12 hr, 37 min
FTOS Version : 6.2.1.x
Jumbo Capable : yes
Boot Flash : Az 2.0.3.4 B: 2.0.3.4 [booted]
Memory Size 1 268435456 bytes
Temperature : 49C
Power Status : PEMO: absent or down PEM1: up
Voltage ok
Serial Number :
Part Number Rev
Vendor 1d
Date Code
Country Code
FTOS#
Example FTOS#show linecard 11
(C-Series)
-- Line card 11 --
Status : online
Next Boot : online
Required Type : E48PF - 48-port GE line card with SFP optics (EF)
Current Type : E48PF - 48-port GE line card with SFP optics (EF)
Hardware Rev : Base - 1.0 PPO - n/a PPl - n/a
Num Ports : 48
Up Time : 12 hr, 37 min
FTOS Version : 6.2.1.x
Jumbo Capable : yes
Boot Flash : Az 2.0.3.4 B: 2.0.3.4 [booted]
Memory Size I 268435456 bytes
Temperature : 49C
Power Status : PEMO: absent or down PEM1: up
Voltage : ok
Serial Number :
Part Number Rev
Vendor Id
Date Code
Country Code
FTOS#
Example FTOS#show linecard 11 brief
(show linecard
brief) -- Line card 11 --
Status : online
Next Boot : online
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Required Type : E48PF - 48-port GE line card with SFP optics (EF)

g Current Type : E48PF - 48-port GE line card with SFP optics (EF)
e Hardware Rev : Base - 1.0 PPO - n/a PPl - n/a

% Num Ports 1 48

o Up Time : 11 hr, 24 min

= FTOS Version : 6.1.1.0

g_ Jumbo Capable : yes

a FTOS#

o

— Table 4-1 list the definitions of the fields shown in the examples.

IS

P Table 4-1. Descriptions for show linecard output

E Field Description

§ Line card Displays the line card slot number (only listed in show linecard all
= command output).

Status Displays the line card’s status.

Next Boot Displays whether the line card is to be brought online at the next
system reload.

Required Type Displays the line card type configured for the slot.

The Required Type and Current Type must match. Use the
linecard command to reconfigure the line card type if they do not
match.

Current Type Displays the line card type installed in the slot.

The Required Type and Current Type must match. Use the
linecard command to reconfigure the line card type if they do not
match.

Hardware Rev Displays the chip set revision.

Num Ports Displays the number of ports in the line card.

Up Time Displays the number of hours and minutes the card is online.

FTOS Version Displays the operating software version.

Jumbo Capable Displays Yes or No indicating if the line card can support Jumbo
frames.

Boot Flash Ver Displays the two possible Bootflash versions. The [Booted]
keyword next to the version states which version was used at
system boot.

Memory Size List the memory of the line card processor.

Temperature Displays the temperature of the line card.

Minor alarm status if temperature is over 65° C.

Power Status Lists the type of power modules used in the chassis:
e AC = AC power supply
e DC = DC Power Entry Module (PEM)

\oltage Displays OK if the line voltage is within range.

Serial Number Displays the line card serial number.

Part Num Displays the line card part number.
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Table 4-1. Descriptions for show linecard output

Field Description
Vendor ID Displays an internal code, which specifies the manufacturing
vendor.
Date Code Displays the line card’s manufacturing date.
Related - - - . i
Commands linecard Pre-configure a line card in a currently empty slot of the system or a different

line card type for the slot.

show interfaces Display information on all interfaces on a specific line card.

linecard

show chassis View information on all elements of the system.

show rpm View information on the RPM.

show sfm View information on the SFM.

show linecard boot-information

View the line card status and boot information.

Syntax show linecard boot-information

Command Modes EXEC

EXEC Privilege

Command - -
History Version 8.1.1.0 Introduced on E-Series ExaScale
Version 6.5.1.4 Introduced on E-Series
Example FTOS#show linecard boot-information

-- Line cards --
Serial Booted Next Cache Boot
# Status CurType number  from boot boot flash

O online EXWMPF 012345 B: 6.5.1.4 6.5.1.4 A: invalid B: 6.5.1.4 A: 2.3.0.8 [b] B: invalid
1 -

2 online E48TF 0031318 6.5.1.4 6.5.1.4  A: invalid B: 6.5.1.4 A:
2.3.0.6 B: 2.3.0.8 [b]
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Table 4-2 defines the fields in the example.
Table 4-2. Descriptions for show linecard boot-information output
Field Description
# Displays the line card slot numbers, beginning with slot 0. The number of slots

listed is dependent on your chassis:
E-Series: 0 to 13 on a E1200, 0 to 6 on a E600/E600i, and 0 to 5 on a E300.

Status Indicates if a line card is online, offline, or booting. If a line card is not detected
in the slot, a hyphen ( -) is displayed.

CurType Displays the line card identification number, for example EXWA4PF.

Serial number Displays the line card serial number.

www.dell.com | support.dell.com

Booted from Indicates whether the line card cache booted or system booted. In addition, the
image with which the line card booted is also displayed. If the line card cache
booted, then the output is A: or B: followed by the image in the flash partition (A:
6.5.1.4 or B: 6.5.1.4).

If the line card system booted, then display is the current FTOS version number
(6.5.1.4).

Next boot Indicates if the next line card boot is a cache boot or system boot and which
image will be used in the boot.

Cache boot Displays the system image in cache boot flash partition A: and B: for the line
card. If the cache boot does not contain a valid image, “invalid” is displayed.

Boot flash Displays the two possible Boot flash versions. The [b] next to the version number
is the current boot flash, that is the image used in the last boot.

Usage  The display area of this command uses the maximum 80 character length. If your display area
Information s not set to 80 characters, the display will wrap.

Related
Commands show linecard View the line card status
upgrade (E-Series version) Upgrade the boot flash, boot selector, or system image
download alt-boot-image Download an alternate boot image to the chassis
download alt-full-image Download an alternate FTOS image to the chassis
download alt-system-image Download an alternate system image to the chassis

show memory (C-Series and E-Series)

View current memory usage on the system.

Syntax  show memory [cp | Ip slot-number | rpl | rp2]
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Parameters

cp

(OPTIONAL) Enter the keyword cp to view information on the Control
Processor on the RPM.

Ip slot-number

(OPTIONAL) Enter the keyword Ip and the slot number to view information
on the line-card processor in that slot.

C-Series Range: 0-7

E-Series Range: 0 to 13 on a E1200/E1200i, 0 to 6 on a E600/E600i, and 0 to
5 on a E300.

(OPTIONAL) Enter the keyword rp1 to view information on Route
Processor 1 on the RPM.
Note: This option is supported on the E-Series only.

rp2

(OPTIONAL) Enter the keyword rp2 to view information on Route Processor
2 on the RPM.
Note: This option is supported on the E-Series only.

Command Modes EXEC

EXEC Privilege

Command - -
History Version 7.5.1.0 Introduced on C-Series
E-Series original Command
Usage  The output for show memory displays the memory usage of LP part (sysdlp) of the system.
Information  The Sysdlp is an aggregate task that handles all the tasks running on C-Series’ and E-Series'
LP.
In FTOS Release 7.4.1.0 and higher, the total counter size (for all 3 CPUs) in show memory
(C-Series and E-Series) and show processes memory (C-Series and E-Series) will differ based
on which FTOS processes are counted.

* Inthe show memory (C-Series and E-Series) display output, the memory size is
equal to the size of the application processes.

* In the show processes memory (C-Series and E-Series) display output, the
memory size is equal to the size of the application processes plus the size of the
system processes.

Example FTOS#show memory
(E-Series) Statistics On CP Processor
Total (b) Used(b) Free(b) Lowest(b) Largest(b)
452689184 64837834 387851350 387805590 371426976
Statistics On RP1 Processor
Total (b) Used(b) Free(b) Lowest(b) Largest(b)
629145600 4079544 625066056 625066056 0
Statistics On RP2 Processor
Total (b) Used(b) Free(b) Lowest(b) Largest(b)
510209568 47294716 462914852 462617968 446275376
FTOS#
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Table 4-3 defines the fields displayed in the example.

Table 4-3. Descriptions for show memory output

Field Description

Lowest Displays the memory usage the system went to in the lifetime of the system.
Indirectly, it indicates the maximum usage in the lifetime of the system: Total minus
Lowest.

Largest The current largest available. This relates to block size and is not related to the
amount of memory on the system.

show memory (S-Series)

Syntax

Parameters

Command Modes

Command
History

Usage
Information

Example

View current memory usage on the S-Series switch.

show memory [stack-unit 0-7]

stack-unit 0-7 (OPTIONAL) Enter the keyword stack-unit followed by the stack unit ID of
the S-Series stack member to display memory information on the designated

stack member.

EXEC

EXEC Privilege

Version 7.6.1.0 Introduced this version of the command for the S-Series

The output for show memory displays the memory usage of LP part (sysdlp) of the system.
The Sysdlp is an aggregate task that handles all the tasks running on the S-Series’ CPU.

FTOS#show memory stack-unit O
Statistics On Unit O Processor

Total (b)
268435456

Used(b)
4010354

Free(b)
264425102

Lowest(b)
264375410

Largest(b)
264425102

show processes cpu (C-Series and E-Series)

Syntax

Parameters

View CPU usage information based on processes running in the system.

show processes cpu [cp | rpl | rp2] [Ip [linecard-number [1-99] | all | summary]

cp (OPTIONAL) Enter the keyword cp to view CPU usage of the
Control Processor.
rpl (OPTIONAL) Enter the keyword rp1 to view CPU usage of the

Route Processor 1.
Note: This option is supported on the E-Series only.
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Command Modes

Command
History

Example
(show processes

cpu)

rp2

(OPTIONAL) Enter the keyword rp2 to view CPU usage of the
Route Processor 2.
Note: This option is supported on the E-Series only.

Ip linecard [1-99]

(OPTIONAL) Enter the keyword Ip followed by the line card
number to display the CPU usage of that line card.

The optional 1-99 variable sets the number of tasks to display in
order of the highest CPU usage in the past five (5) seconds.

EXEC Privilege

Ip all (OPTIONAL) Enter the keyword Ip all to view CPU utilization on
all active line cards.
Ip summary (OPTIONAL) Enter the keyword Ip summary to view a summary
of the line card CPU utilization.
EXEC

Version 7.5.1.0

Introduced on C-Series

Version 7.4.1.0

Modified: Added the Ip all option

Version 6.5.1.0

Modified: The granularity of the output for rp1 and rp2 is changed. The the

output is now at the process level, so process-specific statistics are displayed.

FTOS#show processes cpu

CPU Statistics On

CP Processor

CPU utilization for five seconds: 4%/2%; one minute:
Runtime(ms)

PID
Process
0xd02e4e8
KP
0xd9d4c70
tLogTask
0xd9cd200
soc_dpc
0xd9bf588
tARL
0xd9bd2f8
tBCMIink
0xd9bb0e0
tBcmTask
0xd9798d0
tNetTask
0xd3368a0
tWdbTask
0xd3329b0
tWdtTask
0xd32a8c8
tme
0xd16b1d8
ipc
0xd1680c8
irc
0xd156008
RpmAvai IMgr
0xd153ab0
ev
-more-

1498633

0

0

0

0

700

106683

0

166

102500

12050

33

116

216

Invoked

89918

42

6401

10

6150

723

13

2%; Five minutes: 2%

uSecs 5Sec IMin 5Min TTY
16666 3.00% 2.67% 2.67% 0
0 0.00% 0.00% 0.00% 0
0 0.00% 0.00% 0.00% 0
0 0.00% 0.00% 0.00% 0
0 0.00% 0.00% 0.00% 0
16666 0.00% 0.00% 0.00% 0
16666 0.00% 0.00% 0.00% 0
0 0.00% 0.00% 0.00% 0
16600 0.00% 0.00% 0.00% 0
16666 0.00% 0.00% 0.00% 0
16666 0.00% 0.00% 0.00% 0
16500 0.00% 0.00% 0.00% 0
16571 0.00% 0.00% 0.00% 0
16615 0.00% 0.00% 0.00% 0

Control and Monitoring | 117



Example FTOS#show processes cpu rpl

g (show processes

_3 cpu rpl) CPU utilization for five seconds: 0%/0%; one minute: 0%; five minutes: 0%

> PID Runtime(ms) Invoked uSecs 5Sec IMin 5Min TTY

© Process

g_ 0x0000007¢c 60 6 10000 0.00% 0.00% 0.00% O

o ospf

3 0x00000077 460 46 10000 0.00% 0.00% 0.00% O
dsm

- 0x00000074 100 10 10000 0.00% 0.00% 0.00% O

g ipml

o 0x0000006e 180 18 10000 0.00% 0.00% 0.00% O

= rtm

.g 0x0000006b 100 10 10000 0.00% 0.00% 0.00% O

s rip

z 0x00000068 120 12 10000 0.00% 0.00% 0.00% O

= acl
0x00000064 690 69 10000 0.00% 0.00% 0.00% O
sysdl
0x00000062 20 2 10000 0.00% 0.00% 0.00% O
sysmon
0x00000024 880 88 10000 0.00% 0.00% 0.00% O
sshd
0x00000022 0 0 0 0.00% 0.00% 0.00% O
inetd
0x00000020 2580 258 10000 0.00% 0.00% 0.00% O
mount_mfs
0x00000013 0 0 0 0.00% 0.00% 0.00% O
mount_mfs
0x00000006 80 8 10000 0.00% 0.00% 0.00% O
sh
0x00000005 30 3 10000 0.00% 0.00% 0.00% O
aiodoned
0x00000004 840 84 10000 0.00% 0.00% 0.00% O
ioflush
0x00000003 250 25 10000 0.00% 0.00% 0.00% O
reaper
0x00000002 0 0 0 0.00% 0.00% 0.00% O
pagedaemon
0x00000001 160 16 10000 0.00% 0.00% 0.00% O
init
0x00000000 700 70 10000 0.00% 0.00% 0.00% O
swapper
0x00000088 260 26 10000 0.00% 0.00% 0.00% O
bgp

Example FTOS#show processes cpu rp2
(show processes
cpu rp2) CPU utilization for five seconds: 0%/0%; one minute: 0%; Ffive minutes: 0%

PID Runtime(ms) Invoked uSecs 5Sec IMin 5Min TTY
Process
0x00000090 140 14 10000 0.00% 0.00% 0.00% O
vrrp
0x0000008d 120 12 10000 0.00% 0.00% 0.00% O
fvrp
0x00000088 360 36 10000 0.00% 0.00% 0.00% O
xstp
0x00000084 60 6 10000 0.00% 0.00% 0.00% O
span
0x00000083 180 18 10000 0.00% 0.00% 0.00% O
pim
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Usage
Information

show processes cpu (S-Series)

Syntax

0x00000080
igmp
0x0000007b
ipm2
0x00000078
mrtm
0x00000074
12mgr
0x00000070
12pm
0x0000006¢c
arpm
0x00000068
acl2
0x00000064
sysd2
0x00000062
sysmon
0x00000024
sshd
0x00000022
inetd
0x00000020
mount_mfs
0x00000013
mount_mfs
0x00000006
sh
0x00000005
aiodoned
0x00000004
ioflush
0x00000003
reaper
0x00000002
pagedaemon
0x00000001
init
0x00000000
swapper
0x00000098
msdp

The CPU utilization for the last five seconds as shown in the first example is 4%/2%. The first

80

130

700

100

80

80

60

750

880

2250

100

960

140

160

700

140

13

70

10

75

88

225

10

96

14

16

70

14

10000

10000

10000

10000

10000

10000

10000

10000

0

10000

0

10000

0

10000

0

10000

10000

0

10000

10000

10000

0.00% 0.00% 0.00% O
0.00% 0.00% 0.00% O
0.00% 0.00% 0.00% O
0.00% 0.00% 0.00% O
0.00% 0.00% 0.00% O
0.00% 0.00% 0.00% O
0.00% 0.00% 0.00% O
0.00% 0.00% 0.00% O
0.00% 0.00% 0.00% O
0.00% 0.00% 0.00% O
0.00% 0.00% 0.00% O
0.00% 0.00% 0.00% O
0.00% 0.00% 0.00% O
0.00% 0.00% 0.00% O
0.00% 0.00% 0.00% O
0.00% 0.00% 0.00% O
0.00% 0.00% 0.00% O
0.00% 0.00% 0.00% O
0.00% 0.00% 0.00% O
0.00% 0.00% 0.00% O
0.00% 0.00% 0.00% O

number (4%) is the CPU utilization for the last five seconds. The second number (2%)
indicates the percent of CPU time spent at the interrupt level.

Display CPU usage information based on processes running in an S-Series.

show processes cpu [management-unit 1-99 [details] | stack-unit 0-7 | summary | ipc | memory

[stack-unit 0-7]]
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Parameters

management-unit1-99 (OPTIONAL) Display processes running in the control processor.

[details]

The 1-99 variable sets the number of tasks to display in order of the
highest CPU usage in the past five (5) seconds. Add the details
keyword to display all running processes (except sysdlp). Example
3.

stack-unit 0-7

(OPTIONAL) Enter the keyword stack-unit followed by the stack
member ID (Range 0 to 7).

As an option of show processes cpu, this option displays CPU
usage for the designated stack member. Example 2.

Or, as an option of memory, this option limits the output of memory
statistics to the designated stack member. Example 5.

summary (OPTIONAL) Enter the keyword summary to view a summary

view of CPU usage for all members of the stack. Example 1.

ipc (OPTIONAL) Enter the keyword ipc to display inter-process
communication statistics.
memory (OPTIONAL) Enter the keyword memory to display memory

statistics. Example 4.

Command Modes EXEC

EXEC Privilege

Command
History

Version 7.7.1.0 Modified: Added management-unit [details] keywords.

Version 7.6.1.0 Introduced for S-Series

Example
(show processes
cpu summary)

Example
(show processes cpu
management-unit)

Control and Monitoring

FTOS#show processes cpu summary

CPU utilization 5Sec 1Min 5Min

Unit0O 0% 0% 0%

CPU utilization 5Sec IMin 5Min
Unitl* 1% 0% 0%

Unit2 0% 0% 0%

Unit3 0% 0% 0%

* Mgmt Unit

FTOS#show processes cpu management-unit O

CPU utilization for five seconds: 1%/0%; one minute: 10%; five minutes: 2%

PID Runtime(ms) Invoked uSecs 5Sec  1Min  5Min TTY
Process

272 20 2 10000 0.00%  0.00% 0.00% O
topoDPC

271 0 0 0 0.00% 0.00% 0.00% O
becmNHOP

270 0 0 0 0.00%  0.00% 0.00% O
bcmDISC

269 0 0 0 0.00%  0.00% 0.00% O
bcmATP-RX

268 0 0 0 0.00%  0.00% 0.00% O
becmATP-TX

267 30 3 10000 0.00%  0.00% 0.00% O
bcmSTACK



Example
(show processes
cpu stack-unit)

266 380
bcmRX

265 30
bemLINK.O

264 0
becmXGS3AsyncTX

263 0
bemTX

262 160
bcmCNTR.0

260 0
bcmDPC

253 10690
sysd

251 2380
kfldintr

58 30
sh

36 50

output truncated

38

16

1069

238

3

0.

08%

0.00%

0.00%

0.00%

0.00%

0.00%

2.97%

0.50%

0.00%

10000 0.00%  0.00%
10000 0.00%  0.00%
0 0.00%  0.00%

0 0.00%  0.00%
10000 0.00%  0.00%

0 0.00%  0.00%

10000 0.00% 10.00%
10000 0.00%  0.00%

10000 0.00%  0.00%

10000 0.00%  0.00%

FTOS#show processes cpu stack-unit O

CPU Statistics On UnitO Processor

0.00%

CPU utilization for five seconds: 0%/0%; one minute: 0%; five minutes: 0%
5Min

PID Runtime(ms)

52 8260
124 1160
116 70
109 50
108 60
103 70
100 70
96 70
92 100
86 30
83 40
80 100
74 60
70 30
68 120
64 70
63 30
62 290
61 50
60 40
59 0
58 0
57 340
55 0
117 60
28 0
21 450
18 130
11 0

6 30
5 10

4 0

3 20
2 0
1 0

0 10

Invoked

826
116

N~N~NOo o~

10

w

10

12

= g N
W o wulo oo OO H~»OUTO WN

uSecs 5Sec  IMin
10000 0.00%  0.00%
10000 0.00%  0.00%
10000 0.00%  0.00%
10000 0.00%  0.00%
10000 0.00%  0.00%
10000 0.00%  0.00%
10000 0.00%  0.00%
10000 0.00%  0.00%
10000 0.00%  0.00%
10000 0.00%  0.00%
10000 0.00%  0.00%
10000 0.00%  0.00%
10000 0.00%  0.00%
10000 0.00%  0.00%
10000 0.00%  0.00%
10000 0.00%  0.00%
10000 0.00%  0.00%
10000 0.00%  0.00%
10000 0.00%  0.00%
10000 0.00%  0.00%
0 0.00%  0.00%
0 0.00%  0.00%
10000 0.00%  0.00%
0 0.00%  0.00%
10000 0.00%  0.00%
0 0.00%  0.00%
10000 0.00%  0.00%
10000 0.00%  0.00%
0 0.00%  0.00%
10000 0.00%  0.00%
10000 0.00%  0.00%
0 0.00%  0.00%
10000 0.00%  0.00%
0 0.00%  0.00%
0 0.00%  0.00%
10000 0.00%  0.00%

0
0

OO0O00000O0O0O0O0O0O0O0O0O0O0O0O0OO0OO0OO0O0OOOO0O

-22%
-12%
-00%
-00%
-00%
-00%

00%
00%

-00%
-00%
-00%
-00%
-00%
-00%
-00%

00%
00%

-00%
-00%
.00%
-00%
-00%
.00%
-00%

00%
00%

-00%
0.
.00%
-00%

00%

0.00%

0
0

.00%
-00%

0.00%
0.00%

0

-00%

TTY

[eNeoNeoNeoNeoNoNeoNoNoNoNoNoNoNoNoNoNolNoNeoNeoNoNoNoNoNoNolNoNoNoNe)

0

0

0

0

0

0

0

0

0

013531

Process
sysd
KernLrnAgWv
Xstp
span
pim
igmp
mrtm
12mgr
12pm
arpm
ospf
dsm
rtm
rip
ipml
acl
bemLINK. 1
bcmCNTR. 1
bemRX
bemLINK.O
bcmXGS3AsyncTX
bemTX
bcmCNTR.0
bcmDPC
frrp
inetd
mount_mfs
mount_mfs
syslogd
sh
ailodoned
ioflush
reaper
pagedaemon
init
swapper
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Example FTOS#show processes memory

g (show processes o i
_3 memory) Memory Statistics On Unit O Processor (bytes)
©
o start
= Total : 160231424, MaxUsed : 130596864 [09/19/2007 03:11:17]
8 CurrentUsed: 130596864, CurrentFree: 29634560
o SharedUsed : 14261872, SharedFree : 6709672
g PID  Process ResSize Size Allocs Frees Max Current
_ 124 KernLrnAgWv 140410880 0 0 0 0 0
117 frrp 5677056 217088 87650 0 87650 87650
g 116 xstp 7585792 1536000 551812 49692 518684 502120
[3) 109 span 5709824 221184 55386 0 55386 55386
= 108 pim 5869568 720896 12300 0 12300 12300
g 103 igmp 5513216 327680 18236 16564 18236 1672
s 100 mrtm 6905856 516096 72846 0 72846 72846
S 96 I2mgr 6107136 491520 254858 115948 172038 138910
= 92 12pm 5607424 221184 667578 579740 120966 87838
86 arpm 5353472 208896 54528 16564 54528 37964
83 ospf 4210688 475136 0 0 0 0
80 dsm 6057984 552960 22838 0 22838 22838
74 rtm 6311936 577536 574792 298152 376024 276640
70 rip 5001216 249856 528 0 528 528
68 ipml 5292032 339968 67224 0 67224 67224
64 acl 5607424 544768 140086 66256 123522 73830
63 bcmLINK.1 40410880 0 0 0 0 0
62 bcmCNTR.1 140410880 0 0 0 0 0
61 bcmRX 140410880 0 0 0 0 0
60 bcmLINK.O 140410880 0 0 0 0 0
59 bcmXGS3AsyncTX 140410880 0 0 0 0 0
58 bcmTX 140410880 0 0 0 0 0
57 bcmCNTR.O 140410880 0 0 0 0 0
55 bcmDPC 140410880 0 0 0 0 0
52 sysd 44650496 22876160 3930856 1358248 2589172 2572608
28 inetd 876544 69632 0 0 0 0
21 mount_mfs 22642688 1953792 0 0 0 0

I-———output truncated 1

Example FTOS#show processes memory stack-unit O
(show processes
memory stack-unit) Memory Statistics On Unit O Processor (bytes)

start

Total 160231424, MaxUsed : 130596864 [09/19/2007 03:11:17]

CurrentUsed: 130560000, CurrentFree: 29671424

SharedUsed : 14261872, SharedFree : 6709672

PID Process ResSize Size Allocs Frees Max Current
124 KernLrnAgWv 140410880 0 0 0 0 0
117 frrp 5677056 217088 87650 0 87650 87650
116 xstp 7585792 1536000 551812 49692 518684 502120
109 span 5709824 221184 55386 0 55386 55386
108 pim 5869568 720896 12300 0 12300 12300
103 igmp 5513216 327680 18236 16564 18236 1672
100 mrtm 6905856 516096 72846 0 72846 72846
96 12mgr 6107136 491520 254858 115948 172038 138910
92 12pm 5607424 221184 667578 579740 120966 87838
86 arpm 5353472 208896 54528 16564 54528 37964
83 ospf 4210688 475136 0 0 0 0
80 dsm 6057984 552960 22838 0 22838 22838
74 rtm 6311936 577536 574792 298152 376024 276640
70 rip 5001216 249856 528 0 528 528
68 ipml 5292032 339968 67224 0 67224 67224

1————output truncated !

122 | Control and Monitoring



Related
Commands

show hardware layer2 acl

Display Layer 2 ACL data for the selected stack member and stack
member port-pipe.

show hardware layer3

Display Layer 3 ACL or QoS data for the selected stack member
and stack member port-pipe.

show hardware stack-unit

Display the data plane or management plane input and output
statistics of the designated component of the designated stack
member.

show hardware system-flow

Display Layer 3 ACL or QoS data for the selected stack member
and stack member port-pipe.

show interfaces stack-unit

Display information on all interfaces on a specific S-Series stack
member.

show processes memory
(S-Series)

Display CPU usage information based on processes running in an
S-Series

show processes ipc flow-control

Display the Single Window Protocol Queue (SWPQ) statistics.

Syntax

Parameters

Defaults

Command Modes

Command
History

Example
(C-Series)

show processes ipc flow-control [cp | rp1 | rp2 | Ip linecard-number]

(OPTIONAL) Enter the keyword cp to view the Control Processor’s SWPQ

statistics.

rpl (OPTIONAL) Enter the keyword rp1 to view the Control Processor’s SWPQ

statistics on Route Processor 1.*

rp2 (OPTIONAL) Enter the keyword rp2 to view the Control Processor’s SWPQ

statistics on Route Processor 2.*

Ip linecard-number  (OPTIONAL) Enter the keyword Ip followed by the line card number to
view the Control Processor’s SWPQ statistics on the specified line card.*

* In the S-Series, this command supports only the cp keyword, not the rp1, rp2, and Ip

options.

No default values or behavior
EXEC

EXEC Privilege

Version 8.1.1.0 Introduced on E-Series ExaScale

Version 7.6.1.0 Introduced on S-Series

Version 7.5.1.0 Introduced on C-Series and E-Series

FTOS# show processes ipc flow-control cp

Control and Monitoring
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Q Statistics on CP Processor

g TxProcess RxProcess Cur High Time Retr Msg Ack Aval Max

e Len Mark Out ies Sent Revd Retra Retra

ii ACLO RTMO 0 0 0 0 0 0 10 10
© ACLO DIFFSERVO 0 0 0 0 0 0 10 10
= ACLO 1GMPO 0 0 0 0 0 0 10 10
g; ACLO PIMO 0 0 0 0 0 0 10 10
o ACLO ACL20 0 1 0 0 2 2 50 50
g CFGO CFGDATASYNCO 0 2 0 0 7 7 255 255
. DHCPO ACLO 0 1 0 0 9 9 25 25
DHCPO IFMGRO 0 0 0 0 0 0 25 25
E RTMO ARPMGRO 0 1 0 0 1 1 136 136
[3) ACL20 1GMPO 0 0 0 0 0 0 50 50
= LACPO IFMGRO 0 2 0 0 4 4 25 25
;g ARPMGRO MRTMO 0 0 0 0 0 0 100 100
s ACL20 PIMO 0 0 0 0 0 0 50 50
S MACMGRO ACLO 0 1 0 0 1 1 25 25
B TCLASSMGRO ARPMGRO 0 0 0 0 0 0 100 100
IFMGRO 1PMGR2 0 6 0 0 44 44 8 8

! output truncated 1
Example FTOS# show processes ipc flow-control cp
(E-Series)
Q Statistics on CP Processor

TxProcess RxProcess Cur High Time Retr Msg Ack Aval Max

Len Mark Out ies Sent Revd Retra Retra

DHCPO ACLO 0 1 0 0 6 6 25 2%

DHCPO 1RVGRO 0 0 0 0 0 0 25 25

1RVGRO FEFDO 0 3 0 0 27 27 8 8

1RVGRO 1PVGRO 0 6 0 0 4 4 8 8

1RVGRO S\WPO 0 1 0 0 16 16 8 8

1RVGRO SFL_CPO 0 4 0 0 31 31 8 8

IFVGRO EVENTTERMLOGO 0 1 0 0 6 6 8 8

1RVGRO PORTMIRRO 0 0 0 0 0 0 8 8

1RVGRO DHCPO 0 1 0 0 6 6 8 8

IFVGRO  TCLASSVGRO 0 2 0 0 13 13 8 8

1RVGRO VRRPO 0 3 0 0 25 25 8 8

1RVGRO MRTMO 0 2 0 0 21 21 8 8

TCLASSMGRO ARPMGRO 0 0 0 0 0 0 100 100

1RVGRO 1PVGR2 0 6 0 0 24 4 8 8

——— - output truncated ----—----—————

Table 4-4 list the definitions of the fields shown in the examples above.

Table 4-4. Description of show processes ipc flow-control cp output

Field

Description

Source QID /Tx Process

Source Service ldentifier

Destination QID/Rx Process

Destination Service ldentifier

Cur Len

Current number of messages enqueued

High Mark

Highest number of packets in the queue at any point of time

#of to / Timeout

Timeout count

#of Retr /Retries

Number of retransmissions

#msg Sent/Msg Sent/

Number of messages sent

#msg Ackd/Ack Revd

Number of messages acknowledged
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Example
(show processes

Table 4-4. Description of show processes ipc flow-control cp output

Field

Description

Retr /Available Retra

Number of retries left

Total/ Max Retra

Number of retries allowed

FTOS# show processes ipc flow-control rp2

ipc flow-control [qid] Source->Dest Cur High #of #of #msg #msg Retr total
rpl) Len Mark to Retr Sent Ackd
[1] unknown2->unknown2 O 0O 0 O 0 0 3 3
[2] 12pmO->spanMgrO 0 2 0O O 2298 2298 25 25
[3] fvrpO->macMgrO 0 0O 0O o 0 0 25 25
[4]1 12pmO->FfvrpO 0 2 0 O 1905 1905 25 25
[5]1 fvrpO->12pm0 0 0O 0 ©O 0 0 25 25
[6] stpO->12pm0 0 0 0 © 0 0 25 25
[7] spanMgrO->macMgrO 0 0O 0 O 0 0 25 25
[8] spanMgrO->ipMgro 0 0O 0O o 0 0 25 25
FTOS#
Example FTOS#show processes ipc flow-control Ip 10
(show processes Q Statistics on LP 10
ipc flow-control TxProcess RxProcess Cur High Time Retries Msg Ack Aval Max
Ip1) Len Mark  Out Sent Rcvd  Retra Retra
ACL_AGENT10 PIMO 0 0 0 0 0 0 20 20
ACL_AGENT10 PIMO 0 0 0 0 0 0 20 20
FRRPAGT10 FRRPO 0 0 0 0 0 0 30 30
IFAGT10 IFMGRO 0 1 0 0 1 1 8 8
LPDMACAGENT10 MACMGRO 0 0 0 0 0 0 25 25
FTOS#
Example ForcelO#show processes ipc flow-control
(S-Series) Q Statistics on CP Processor
TxProcess RxProcess Cur High Time Retr Msg Ack Aval Max
Len Mark  Out ies Sent Rcvd Retra Retra
ACLO RTMO 0 0 0 0 0 0 10 10
ACLO DIFFSERVO 0 0 0 0 0 0 10 10
ACLO 1GMPO 0 0 0 0 0 0 10 10
ACLO PIMO 0 0 0 0 0 0 10 10
LACPO IFMGRO 0 0 0 0 0 0 25 25
RTMO ARPMGRO 0 0 0 0 0 0 136 136
MACMGRO ACLO 0 0 0 0 0 0 25 25
ARPMGRO MRTMO 0 0 0 0 0 0 100 100
DHCPO ACLO 0 1 0 0 1 1 25 25
DHCPO 1FMGRO 0 0 0 0 0 0 25 25
L2PMO SPANMGRO 0 2 0 0 14 14 25 25
ARPMGRO FIBAGTO 0 1 0 0 1 1 100 100
SPANMGRO MACMGRO 0 0 0 0 0 0 25 25
SPANMGRO IPMGRO 0 0 0 0 0 0 25 25
SPANMGRO L2PMO 0 0 0 0 0 0 25 25
STPO L2PMO 0 0 0 0 0 0 25 25
RTMO FIBAGTO 0 2 0 0 4 4 255 255
L2PMO STPO 0 5 0 0 5 5 25 25
ACL_AGENTO PIMO 0 0 0 0 0 0 20 20
ACL_AGENTO PIMO 0 0 0 0 0 0 20 20
FRRPO L2PMO 0 0 0 0 0 0 25 25
L2PMO FRRPO 0 1 0 0 13 13 25 25
ACLO ACL_AGENTO 0 4 0 0 7 7 90 90
ACLO MACAGENTO 0 0 0 0 0 0 90 90
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IFMGRO EVENTTERMLOGO 0 1 0 0 1 1 8 8

IFMGRO SNMPO 0 1 0 0 1 1 8 8

1FMGRO 1PMGRO 0 7 0 0 9 9 8 8

IFMGRO DIFFSERVO 0 2 0 0 3 3 8 8

DIFFSERVO ACL_AGENTO 0 0 0 0 0 0 100 100
1

e output truncated ----——--——-———————————————

Usage  The Single Window Protocol (SWP) provides flow control-based reliable communication
Information  hetyeen the sending and receiving software tasks.

Important Points to Remember

e A sending task enqueues messages into the SWP queue3 for a receiving task and
waits for an acknowledgement.

» If no response is received within a defined period of time, the SWP timeout
mechanism resubmits the message at the head of the FIFO queue.

»  After retrying a defined number of times, the following timeout message is
generated:

SWP-2-NOMORETIMEOQUT

» Inthe display output in the example above, a retry (Retries) value of zero
indicates that the SWP mechanism reached the maximum number of
retransmissions without an acknowledgement.

show processes memory (C-Series and E-Series)

View memory usage information based on processes running in the system.

Syntax  show processes memory [cp | Ip slot-number {Ip all | Ip summary} | rp1 | rp2]

P t :
arameters cp (OPTIONAL) Enter the keyword cp to view memory usage of the Control
Processor.
Ip slot-number (OPTIONAL) Enter the keyword Ip and the slot number to view information

on the line-card processor in that slot.
C-Series Range: 0-7
E-Series Range: 0 to 13 on a E1200/E1200i, 0 to 6 on a E600/E600i, and 0 to

5 on a E300.

Ip all (OPTIONAL) Enter the keyword Ip all to view CP memory usage on all
active line cards.

[p summary (OPTIONAL) Enter the keyword Ip summary to view a summary of the line
card CP memory usage.

rpl (OPTIONAL) Enter the keyword rp1 to view memory usage of the Route

Processor 1.
Note: This option is supported on the E-Series only.

rp2 (OPTIONAL) Enter the keyword rp2 to view memory usage of the Route
Processor 2.
Note: This option is supported on the E-Series only.

Command Modes EXEC
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EXEC Privilege

Command - - -
History Version 8.1.1.2 Introduced on E-Series ExaScale E600i
Version 8.1.1.0 Introduced on E-Series ExaScale E1200i
Version 7.5.1.0 Introduced on C-Series
Version 7.4.1.0  Added Ip all and Ip summary options
Version 6.5.1.0 For rp1 and rp2 only, the output displays memory consumption of all the
processes including a summary, as shown in the second and third examples.
Usage The output for show process memory displays the memory usage statistics running on CP part
Information  (sysd) of the system. The Sysd is an aggregate task that handles all the tasks running on
C-Series” and E-Series' CP.
In FTOS Release 7.4.1.0 and higher, the total counter size (for all 3 CPUs) in show memaory
and show processes memory will differ based on which FTOS processes are counted.

* In the show memory (C-Series and E-Series) display output, the memory size is
equal to the size of the application processes.

e In the show processes memory (C-Series and E-Series) display output, the
memory size is equal to the size of the application processes plus the size of the
system processes

Example FTOS#show processes memory
Memory Statistics On CP Processor (bytes)

Total: 452689184, MaxUsed: 64886986, CurrentUsed: 64873866, Current

TaskName TotalAllocated TotalFreed MaxHeld CurrentHolding

tRootTask 39083408 1395840 38143920 37687568

TtARL 64 0 64 64

tBcmTask 256 0 256 256

tPortmapd 18560 0 18560 18560

tShell 3440 0 3440 3440

tPingTmo0 0 1088 0 0

tExcTask 0 592864 0 0

tme 4002494 192 4002302 4002302

ipc 34060 192 34060 33868

irc 943436 0 943436 943436

RpmAvai IMgr 9376 32 9344 9344

ev 133188 0 133188 133188

evterm 26752 0 26752 26752

evhdlr 2528 8064 2528 0

dim 7556256 7366960 1239104 189296

dla 416 0 416 416

tsm 15136 0 15136 15136

fmg 766560 0 766560 766560

fileProc 416 0 416 416

sysAdmTsk 42028 0 42028 42028
Example FTOS#show processes memory rpl

(show processes

memory rpl) Total 954650624, MaxUsed 114135040 [3/8/2006 15:1:42]
CurrentUsed: 114135040, CurrentFree: 840515584
SharedUsed : 7849096, SharedFree : 13122448
PID Process ResSize Size Allocs Frees Max Current
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Example
(show processes
memory rp2)

Control and Monitoring

124
119
114
112
107
104
100
98
36
34
32
19

OFRrNWDMOUIO®

ospf

dsm

ipml

rtm

rip

acl

sysdl
sysmon
sshd
inetd
mount_mfs
mount_mfs
sh
aiodoned
ioflush
reaper
pagedaemon
init
swapper

3215360
7749632
3821568
4722688
3731456
4734976
11636736
528384
1286144
663552
42397696
364544
446464
76529664
76529664
76529664
76529664
139264
76529664

425984
1859584
229376
421888
253952
430080
2019328
94208
430080
98304
2514944
2449408
737280
0

0

0

0
2375680
0

FTOS#show processes memory rp2

Total
CurrentUsed:
SharedUsed :

PID

145
141
138
133
132
128
124
120
116
112
108
104
100

98

36

34

32

19

OFRPNWhMOIO

Process

vrrp
fvrp

Xstp

span

pim

igmp

ipm2

mrtm
12mgr
12pm

arpm

acl2
sysd2
sysmon
sshd
inetd
mount_mfs
mount_mfs
sh
aiodoned
ioflush
reaper
pagedaemon
init
swapper

FTOS#

953700352, MaxUsed

149417984, CurrentFree:
7847200, SharedFree :

ResSize

3870720
4472832
10764288
4136960
6664192
4112384
3923968
25567232
4579328
3874816
3702784
3485696
11657216
528384
1286144
663552
41791488
364544
446464
76967936
76967936
76967936
76967936
139264
76967936

Size

266240
204800
7155712
167936
516096
344064
237568
593920
520192
225280
208896
94208
1679360
94208
430080
98304
2514944
2449408
737280
0

0

0

0
2375680
0

0
797026
297324
925008
198216

1127524
965798

leNeoNeoNoNeoloNoNolNoNoNolNoNololNolNolNolNolNol

[eNeoNeoNeoNolNoNoNoloNoNolNo)

149417984 [3/8/2006 12:33:6]

804282368
13124344

Allocs Frees

297324
797010
367534
565810
2812528
627684
363396
697790
830098
367446
268420
132144
998834

[eNeoNeoNeoNoNoNeNolNe)

w
N
©
D
[e¢]

[eNeoNeoNoNoNoNololNoNoNoNol
[eNeoNeoNoNoNoNeoNolNoNolNoNoNoNoNol

0
797026
297324
925008
198216

1127524
965798

[eNeoNeoNeoNoloNoNoloNolNoNo)

Max

297324
797010
367534
565810
2812528
627684
363396
697790
830098
367446
268420
132144
998834

[eNeoNeoNoNoNoNololNoNoNoNel

0
797026
297324
925008
198216

1127524
965798

[eNeoNeoNoNeolNoNoNolNoNoNolNo)

Current

297324
797010
367534
565810
2812528
627684
363396
697790
830098
334498
268420
132144
998834

[eNeoNeoNoNoNeoNoNolNoNoNoNe]



Table 4-5 defines the fields that appear in the show processes memory output.

Table 4-5. Descriptions of show processes memory rpl/rp2 output

Field Description

Total: Total system memory available

MaxUsed: Total maximum memory used ever (history indicated with time stamp)
CurrentUsed: Total memory currently in use

CurrentFree: Total system memory available

SharedUsed: Total used shared memory

SharedFree: Total free shared memory

PID Process ID

Process Process Name

ResSize Actual resident size of the process in memory
Size Process test, stack, and data size

Allocs Total dynamic memory allocated

Frees Total dynamic memory freed

Max Maximum dynamic memory allocated
Current Current dynamic memory in use

show processes memory (S-Series)

Display memory usage information based on processes running in the S-Series system.

Syntax

Parameters

Command Modes

Command
History

show processes memory {management-unit | stack unit {0-7 | all | summary}}

management-unit

Enter the keyword management-unit for CPU memory usage of the
stack management unit.

stack unit 0-7

Enter the keyword stack unit followed by a stack unit ID of the member
unit for which to display memory usage on the forwarding processor.

all Enter the keyword all for detailed memory usage on all stack members.
summary Enter the keyword summary for a brief summary of memory availability
and usage on all stack members.
EXEC

EXEC Privilege

Version 7.7.1.0

Modified: Added management-unit option

Version 7.6.1.0

Introduced on S-Series
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Usage  The output for show process memory displays the memory usage statistics running on CP part

=
S Information  (sysd) of the system. The Sysd is an aggregate task that handles all the tasks running on
= S-Series’ CP.
s
‘g For S-Series, the output of show memory and this command will differ based on which FTOS
e processes are counted.
o
_ * In the show memory display output, the memory size is equal to the size of the
S application processes.
o . . . .
© * In the output of this command, the memory size is equal to the size of the
° application processes plus the size of the system processes.
©
g Example FTOS#show processes memory stack-unit O
= (S-Series) Total: 268435456, MaxUsed: 2420244, CurrentUsed: 2420244, CurrentFree: 266015212
TaskName TotalAllocated TotalFreed MaxHeld CurrentHolding
tme 435406 397536 54434 37870
ipc 16652 0 16652 16652
timerMgr 33304 0 33304 33304
sysAdmTsk 33216 0 33216 33216
tFib4 1943960 0 1943960 1943960
aclAgent 90770 16564 74206 74206
ifagt_1 21318 16564 21318 4754
dsagt 6504 0 6504 6504
MacAgent 269778 0 269778 269778
Example FTOS#show processes management-unit
(show processes
memory Total : 151937024, MaxUsed : 111800320 [2/25/2008 4:18:53]
management-unit) CurrentUsed: 98848768, CurrentFree: 53088256
SharedUsed : 13007848, SharedFree : 7963696
PID  Process ResSize Size Allocs Frees Max Current
337 KemLmAgy 117927936 0 0 0 0 0
3L v 5189632 249856 50572 0 50572 50572
323 frmp 5206016 241664 369238 0 369238 369238
322 xstp 7430144 2928640 38328 0 38328 38328
321 pim 5267456 823296 62168 0 62168 62168
314 igmp 4960256 380928 18588 16564 18588 2024
313 mrtm 6742016 1130496 72758 0 72758 72758
308 I2ngr 5607424 552960 735214 380972 619266 354242
301 12pm 5001216 167936 1429522 1176044 286606 253478
298 arpm 4628480 217088 71092 R128 71092 37964
294 ospf 5468160 503808 724204 662560 78208 61644
288 dsnm 6778380 1159168 39490 16564 39490 22926
287 rtm 5713920 602112 442280 198768 376024 243512
284 rip 4562044 258048 528 0 528 528
281 lacp 4673536 266240 221060 0 221060 221060
277 ipml 4837376 380928 83788 0 83788 83788
273 acl 5005312 512000 239564 149076 123616 90488
272 topoDPC 117927936 0 0 0 0 0
271 bamHOP 117927936 0 0 0 0 0
270 barDISC 117927936 0 0 0 0 0
269 bamATP-RX 117927936 0 0 0 0 0
268 bamATP-TX 117927936 0 0 0 0 0
267 bamSTACK 117927936 0 0 0 0 0
266 barRX 117927936 0 0 0 0 0
265 banLINK.0 117927936 0 0 0 0 0

| ettt output truncated -----—----—-—-——-—- !
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Table 4-6 defines the fields that appear in the show processes memory output.

Table 4-6. Descriptions of show processes memory output

Field Description

Total: Total system memory available

MaxUsed: Total maximum memory used ever (history indicated with time stamp)
CurrentUsed: Total memory currently in use

CurrentFree: Total system memory available

SharedUsed: Total used shared memory

SharedFree: Total free shared memory

PID Process ID

Process Process Name

ResSize Actual resident size of the process in memory
Size Process test, stack, and data size

Allocs Total dynamic memory allocated

Frees Total dynamic memory freed

Max Maximum dynamic memory allocated
Current Current dynamic memory in use

show processes switch-utilization

Show switch fabric utilization.

Syntax

Command Mode

Command
History

Example

Usage
Information

show processes switch-utilization

EXEC

EXEC Privilege

Version 8.1.1.0

Introduced on E-Series ExaScale

E-Series original Command

FTOS#show processes switch-utilization

Switch fabric utilization 5Sec IMin 5Min

An asterisk ( *) in the output indicates a legacy card that is not support by the show

processes switch-utilization command.
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e show rpm
2 Show the current RPM status.
o
-O .
o Syntax  show rpm [number [brief] | all]
a
= Parameters -
” number (OPTIONAL) Enter either zero (0) or 1 for the RPM.
- all (OPTIONAL) Enter the keyword all to view a table with information on all present
€
S RPMs.
o - - - - -
= brief (OPTIONAL) Enter the keyword brief to view an abbreviated list of RPM
S ) .
S information.
2
§ Command Modes EXEC
EXEC Privilege
Command - -
: Version 8.1.1.0  Introduced on E-Series ExaScale
History
Version 7.5.1.0  Introduced on C-Series
E-Series original Command
Example FTOS#show RPM O
(E-Series)
-- RPM card 0 --
Status . active
Next Boot : online
Card Type : RPM - Route Processor Module (LC-EF-RPM)
Hardware Rev : 2.0
Num Ports o1
Up Time : 36 min, 51 sec
Last Restart : reset
FTOS Version 6.2.1.0
Jumbo Capable : yes
CP Boot Flash : A: 2.4.0.6 B: 2.4.0.7 [booted]
RP1 Boot Flash: A: 2.4.0.7 [booted] B: 2.4.0.5
RP2 Boot Flash: A: 2.4.0.7 [booted] B: 2.4.0.5
CP Mem Size : 536870912 bytes
RP1 Mem Size : O bytes
RP2 Mem Size : O bytes
Temperature : 49C
Power Status : PEMO: absent or down PEM1: up
Voltage ok
Serial Number : 0016788
Part Number : 7520013800 Rev 01
Vendor 1d : 01
Date Code : 06182004
Country Code : 01
FTOS#
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Table 4-7 defines the fields displayed in the previous example.

Table 4-7. Descriptions of show rpm output

Field Description

Status Displays the RPM’s status.

Next Boot Displays whether the RPM is to be brought online at the next system reload.
Card Type Displays the RPM catalog number.

Hardware Rev

Displays theE-Series chipset hardware revision level: 1.0 (non-Jumbo); 1.5
(Jumbo-enabled); 2.0 (or above is TeraScale).

Num Ports

Displays the number of active ports.

Up Time

Displays the number of hours and minutes since the RPM’s last reboot.

Last Restart

States the reason for the last RPM reboot.

C-Series possible values:

*  “normal power-cycle” (reset power-cycle command)

e “reset by master” (peer RPM reset by master RPM)

» “over temperature shutdown”

e “power supply failed”

E-Series possible values:

e “normal power-cycle” (insufficient power, normal power cycle)

e “reset by user” (automatic failover, software reload of both RPMs, or master
RPM resetting peer)

» “force-failover” (redundancy force-failover command)

FTOS Version

Displays the operating software version.

Jumbo Capable

Displays a Yes or No indicating if the RPM is capable of sending and receiving
Jumbo frames.

This field does not indicate if the chassis is in Jumbo mode; for that
determination, use the show chassis brief command.

CP Boot Flash

Displays the two possible Boot Flash versions for the Control Processor. The
[Booted] keyword next to the version states which version was used at system
boot.

RP1 Boot Flash

Displays the two possible Boot Flash versions for the Routing Processor 1. The
[Booted] keyword next to the version states which version was used at system
boot.

RP2 Boot Flash

Displays the two possible Boot Flash versions for the Routing Processor 2. The
[Booted] keyword next to the version states which version was used at system
boot.

CP Mem Size Displays the memory of the Control Processor.
RP1 Mem Size Displays the memory of the Routing Processor 1.
PR2 Mem Size Displays the memory of the Routing Processor 2.
Temperature Displays the temperature of the RPM.

Minor alarm status if temperature is over 65° C.

Power Status

Lists the status of the power modules in the chassis.

\oltage

Displays the power rails for the line card.

Serial Num

Displays the line card serial number.

Control and Monitoring

133



Table 4-7. Descriptions of show rpm output

Field

Description

Part Num

Displays the line card part number.

Vendor ID

Displays an internal code, which specifies the manufacturing vendor.

Date Code

Displays the line card’s manufacturing date.

Country Code

Displays the country of origin.
01=USA

Related

Commands show chassis

View information on all elements of the system.

show linecard

View information on a line card.
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show sfm

View information on the SFM.

show software ifm

Display interface management (IFM) data.

Syntax  show software ifm {clients [summary] | ifagt number | ifcb interface | stack-unit unit-ID |

trace-flags}

Parameters -
clients

Enter the keyword clients to display IFM client information.

summary

(OPTIONAL) Enter the keyword summary to display brief information about
IFM clients.

ifagt number

Enter the keyword ifagt followed by the number of an interface agent to display
software pipe and IPC statistics.

ifch interface

Enter the keyword ifcb followed by one of the following interface IDs followed
by the slot/port information to display interface control block information for that
interface:

e For a 1-Gigabit Ethernet interface, enter the keyword GigabitEthernet.

e For a Port Channel interface, enter the keyword port-channel followed by a
number:

C-Series and S-Series Range: 1-128

E-Series Range: 1 to 255 for TeraScale and 1 to 512 for ExaScale.
e For a 10G Ethernet interface, enter the keyword TenGigabitEthernet.
e For a 40-Gigabit Ethernet interface, enter the keyword fortyGigE.
C-Series options also include:
» fastethernet for a Fast Ethernet interface
e loopback for a Loopback interface
¢ managementethernet for a Management Ethernet interface
e null for a Null interface
¢ vlan for a VLAN interface (Range: 1-4094, 1-2094 for ExaScale)

stack-unit
unit-1D

Enter the keyword stack-unit followed by the stack member number to display
IFM information for that unit.

Range: 0-1

Note: This option is only available on S-Series.
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Defaults

Command Mode

Command
History

Example
(S-Series)

trace-flags Enter the keyword trace-flags to display IFM information for internal trace
flags.

None
EXEC

EXEC Privilege

Version 8.5.1.0 Added support for 4-port 40G line cards on ExaScale.

Version 7.6.1.0 Introduced for C-Series and S-Series.

FTOS#show software ifm clients summary
CiIntType Inst svcMask subSvcMask  tlvSvcMask — tlvSubSvc swp

1PM 0 0x00000000 0x00000000 0x90FF71Ff3 0x021eOe81 31
RTM 0 0x00000000 0x00000000 0x800010FF 0x01930000 43
VRRP 0 0x00000000 0x00000000 0x803330f3 0x00400000 39
L2PM 0 0x00000000 0x00000000 O0x87FF79FF 0x0e032200 45
ACL 0 0x00000000 0x00000000 0x867f50c3 0x000F0218 44
OSPF 0 0x00000dfa 0x00400098 0x00000000 0x00000000 O
PIM 0 0x000000f3 0x00030000 0x00000000 0x00000000 O
1GMP 0 0x000e027f 0x00000000 0x00000000 0x00000000 O
SNMP 0 0x00000000 0x00000000 0x800302cO0 0x00000002 30
EVITERM O 0x00000000 0x00000000 0x800002cO0 0x00000000 29
MRTM 0 0x00000000 0x00000200 0x81f7103Ff 0x00000000 38
DSM 0 0x00000000 0x00000000 0x80771003 0x00000000 32
LACP 0 0x00000000 0x00000000 0x8000383F 0x00000000 35
DHCP 0 0x00000000 0x00000000 0x800000c2 0x0000c000 37
V6RAD 0 0x00000433 0x00030000 0x00000000 0x00000000 O
Unidentified ClientO 0x006e0002 0x00000000 0x00000000 0x00000000 O
FTOS#

show switch links

Syntax

Parameters

Defaults
Command Modes

Command
History

Example

View the switch fabric backplane or internal status.

show switch links {backplane | internal}

backplane Enter the keyword backplane to view a table with information on
the link status of the switch fabric backplane for both SFMs.
internal Enter the keyword internal to view a table with information on the

internal status of the switch fabric modules.

None

EXEC

Version 7.5.1.0 Introduced on C-Series

FTOS# show switch links backplane
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Switch fabric backplane link status:

SFMO Links Status SFM1 Links Status
LC SlotlID PortO | Portl | Port2 | Port3 | Port4 | Port5 | Port6 | Port7

up up up up down down down down
not present
not present
not present
not present
not present
up up up up down down down down
not present

~N~No ol h WNBEO

up - Both ends of the link are up

down - Both ends of the link are down

up / down - SFM side up and LC side down
down / up - SFM side down and LC side up
FTOS#
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show system (S-Series and S4810)

Display the current status of all units in the system.

Syntax  show system [brief | stack-unit unit-id]

P t - - - - -
arameters brief (OPTIONAL) Enter the keyword brief to view an abbreviated list of
system information.
stack-unit unit-id (OPTIONAL) Enter the keyword stack-unit followed by the stack

member ID for information on that stack member.
Range: 0to 7.

Command Modes EXEC

EXEC Privilege

Command

History Version 7.8.1.0 Modified output: Boot Flash field will display code level for boot code 2.8.1.1

and newer, while older boot codes are displayed as “Present”

Version 7.7.1.0 Modified output: Added Master Priority field.

Version 7.6.1.0 Introduced for S-Series switches

Usage  The second example shows the output from the show system brief command.
The last example shows the output from the show system stack-unit command.

Example FTOS#show system

(show system)
Stack MAC : 00:01:e8:8b:3e:42

Reload-Type : normal-reload [Next boot : normal-reload]
-- Unit 0 --

unit Type : Management Unit

Status : online

Next Boot : online

Required Type : S4810 - 52-port GE/TE/FG (SE)
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Current Type
Master priority :
Hardware Rev
Num Ports

Up Time

FTOS Version
Jumbo Capable
POE Capable
FIPS Mode
Stack MAC :
Reload-Type

00:01:

-- Unit 0 --
unit Type
Status

Next Boot
Required Type
Current Type
Master priority :
Hardware Rev
Num Ports

Up Time

FTOS Version
Jumbo Capable
POE Capable
FIPS Mode
Burned In MAC
No Of MACs

-- Power Supplies

: S4810 - 52-port GE/TE/FG (SE)

0

- 3.0

I 64

: 3 hr, 7 min

: 4810-8-3-7-1667
. yes

I no

: disabled

e8:8b:3e:42

normal-reload [Next boot :

: Management Unit

: online

: online

: S4810 - 52-port GE/TE/FG (SE)
: S4810 - 52-port GE/TE/FG (SE)

0

: 3.0

64

: 3 hr, 7 min

: 4810-8-3-7-1667

I yes

: no

: disabled

: 00:01:e8:8b:3e:42
-3

normal-reload]

Unit Bay  Status Type FanStatus
0 0 up AC up
0 1 absent absent
-- Fan Status --
Unit Bay TrayStatus FanO Speed Fanl
0 0 up up 6720 up
0 1 up up 6720 up

Speed in RPM
Burned In MAC
No Of MACs

-- Power Supplies

: 00:01:e8:8b:3e:42
- 3

unit Bay Status Type FanStatus
0 0 up AC up
0 1 absent absent
-- Fan Status --
Unit Bay TrayStatus FanO Speed Fanl
0 0 up up 6720 up
0 1 up up 6720 up

Speed in RPM

FTOS #
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c Example FTOS#show system brief
o (show system
e brief) Stack MAC : 0:1:e8:d6:4:70
)
o -- Stack Info --
= Unit UnitType Status ReqTyp CurTyp Version Ports
O e
S: 0 Member not present
7 1  Standby online S50V S50V 7.7.1.0 52
_ 2 Mgmt online S50V S50V 7.7.1.0 52
3 Member not present
g 4  Member not present
o 5 Member not present
= 6 Member not present
L 7 Member not present
2
2 -- Module Info --
B Unit Module No  Status Module Type Ports
1 0 online S50-01-10GE-2P 2
1 1 online S50-01-24G-2S 1
2 0 online S50-01-10GE-2P 2
2 1 online S50-01-24G-2S 1
-- Power Supplies --
Uunit Bay  Status Type
1 0 up AC
1 1 absent
2 0 up AC
2 1 absent
-- Fan Status --
Unit TrayStatus FanO Fanl Fan2 Fan3 Fan4 Fan5
1 up up up up up up up
2 up up up up up up up
FTOS#
Example FTOS#show system stack-unit O
(show system
stack-unit) -- Unit 0 —-
unit Type : Management Unit
Status : online
Next Boot : online
Required Type : S50V - 48-port E/FE/GE with POE (SB)
Current Type : S50V - 48-port E/FE/GE with POE (SB)
Master Priority : 4
Hardware Rev : 2.0
Num Ports : 52
Up Time : 3 hr, 17 min
FTOS Version : 7.6.1.0a
Jumbo Capable I yes
POE Capable : no
Boot Flash : Present
Memory Size : 254701568 bytes
Temperature : 43C
Voltage ok
Serial Number : DZ267160000
Part Number : 7590003600 Rev B
Vendor 1d 07
Date Code : 12172007
Country Code - 01
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Related
Commands

Burned In MAC

- 00:01:e8:cc:cc:cc

No Of MACs - 3

--Module 0--

Status - online

Module Type : S50-01-10GE-2P - 2-port 10GE XFP (SB)
Num Ports : 2

Hot Pluggable : no

-- Module 1 -

Status - online

Module Type : S50-01-10GE-2C - 2-port 10GE CX4 (SB)
Num Ports : 2

Hot Pluggable : no

- Power Supplies --

Uunit Bay  Status Type
0 o w o
0 1 absent
-- Fan Status --
Unit TrayStatus Fan0  Fanl  Fan2  Fan3  Fand  Fans
0 up up up up up up up

FTOS#

show version

Display the FTOS version.

show processes memory

Display memory usage based on running processes.

(S-Series)

show system stack-ports

Display information about the stack ports on all switches in the
S-Series stack.

show hardware stack-unit

Display the data plane and management plane input and output
statistics of a particular stack member.

stack-unit priority

Configure the ability of an S-Series switch to become the
management unit of a stack.

show tech-support (C-Series and E-Series)

Display, or save to a file, a collection of data from other show commands, the information
necessary for Forcel0 Networks technical support to perform troubleshooting.

Syntax

Parameters

show tech-support [linecard 0-6 | page] | {display | except | find | grep | no-more | save}

linecard 0-6 (OPTIONAL) Enter the keyword linecard followed by the linecard number to
view information relating to a specific linecard.
page (OPTIONAL) Enter the keyword page to view 24 lines of text at a time.

Press the SPACE BAR to view the next 24 lines.
Press the ENTER key to view the next line of text.
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g display, except, If you use the pipe command ( | ), then enter one of these keywords to filter
o find, grep, command output. Refer to Filtering show Commands in the CLI Basics
3 no-more chapter for details on filtering commands.
3 save Enter the save keyword (following the pipe) to save the command output.
) flash: Save to local flash drive (flash://filename (max 20 chars) )
= slotO: Save to local file system (slotO://filename (max 20 chars) )
=]
n
— Command Modes  EXEC Privilege
IS
N Command
(8] . . R
= History Version 7.8.1.0 Introduced save to file options
S Version 7.5.1.0  Introduced on C-Series
g Version 6.5.4.0 Show clock included in display on E-Series
S
Example FTOS#show tech-support page
(C-Series)
show version
Dell ForcelO Networks Real Time Operating System Software
Dell ForcelO Operating System Version: 1.0
Dell ForcelO Application Software Version: FTOS 7.5.1.0
Copyright (c) 1999-2007 by ForcelO Networks, Inc.
Build Time: Tue Sep 12 15:39:17 IST 2006
Build Path: /sites/maa/work/sw//C-SERIES/SW/SRC
Dell ForcelO uptime is 18 minutes
System image file is ""/work/sw/IMAGES/Chassis/C300-0DC-2/FTOS-CS.bin™
Chassis Type: C300
Control Processor: 1BM PowerPC 750FX (Rev D2.2) with 1073741824 bytes of memory.
128K bytes of non-volatile configuration memory.
1 Route Processor/Switch Fabric Module
2 48-port GE 10/100/1000Base-T line card with RJ45 interface (CB)
1 FastEthernet/IEEE 802.3 interface(s)
96 GigabitEthernet/I1EEE 802.3 interface(s)
——————————————————————————————————— show HA information ---————————————————
-- RPM Status --
RPM Slot ID: 0
RPM Redundancy Role: Primary
RPM State: Active
RPM SW Version: CS-1-1-317
Link to Peer: Down
Peer RPM: not present
-- RPM Redundancy Configuration --
Primary RPM: rpmO
Auto Data Sync: Full
Failover Type: Hot Failover
Auto reboot RPM: Disabled
Auto failover limit: 3 times in 60 minutes
...more----
Example FTOS#show tech-support ?
(E-Series) linecard Line card
page Page through output
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Usage
Information

| Pipe through a command
<Cr>

FTOS#show tech-support linecard 3 | ?

that does not match a pattern
first occurrence of a pattern

display Display additional information
except Show only text

find Search for the

grep Show only text that matches a pattern
no-more Don"t paginate output

save Save output to a file

FTOS#show tech-support linecard 3 | save ?
flash:
slot0:

Save to local file system (flash://filename (max 20 chars) )
Save to local file system (slotO://filename (max 20 chars) )

FTOS#show tech-support linecard 3 | save flash://LauraSave

Start saving show command report

FTOS#dir
Directory of flash:

TRACE_LOG_DIR
CRASH_LOG_DIR
NVTRACE_LOG_DIR
CORE_DUMP_DIR
ADMIN_DIR
FTOS-EF-7.4.2.0.bin
diag
FTOS-EF-4.7.6.0
FTOS-EF-7.5.1.0
config051508
FTOS-EF-7.6.1.0.bin
startup-config
startup-config.bak
FTOS-EF-7.6.1.2_bin

in
in

1 drwx 32768 Jan 01 1980 00:00:00 +00:00 .
2  drwx 512 Aug 22 2008 14:21:13 +00:00
3  drwx 8192 Mar 30 1919 10:31:04 +00:00
4 drwx 8192 Mar 30 1919 10:31:04 +00:00
5 drwx 8192 Mar 30 1919 10:31:04 +00:00
6 drwx 8192 Mar 30 1919 10:31:04 +00:00
7 d--- 8192 Mar 30 1919 10:31:04 +00:00
8 -rwx 33059550 Jul 11 2007 17:49:46 +00:00
9 drwx 8192 Jan 01 1980 00:18:28 +00:00
10 -rwx 29555751 May 12 2008 17:29:42 +00:00
11 -rwx 27959813 Apr 04 2008 15:05:12 +00:00
12 -rwx 4693 May 12 2008 17:24:36 +00:00
13 -rwx 29922288 Jan 11 2008 14:58:36 +00:00
14  -rwx 6497 Aug 22 2008 14:18:56 +00:00
15 -rwx 5832 Jul 25 2008 11:13:36 +00:00
16 -rwx 29947358 Jul 25 2008 11:04:26 +00:00
17  -rwx 10375 Aug 25 2008 10:55:18 +00:00

flash: 520962048 bytes total (40189952 bytes free)
FTOS#

LauraSave

Without the linecard or page option, the command output is continuous, use CNTL-z to

interrupt the command output.

The save option works with other filtering commands. This allows you to save specific
information of a show command. The save entry should always be the last option.

For example: Forcel0#show tech-support |grep regular-expression |except regular-expression | find

regular-expression | save flash://result

This display output is an accumulation of the same information that is displayed when you

execute one of the following show commands:

e show cam-profile

e show cam-ipv4flow
e show chassis

e show clock

e show environment

Control and Monitoring
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Related
Commands

* show file-system

» show interface

* show inventory

* show ip management-route
* show ip protocols

* show ip route summary

» show processes cpu

e show processes memory
e show redundancy

*  show rpm

e show running-conf

e show sfm

* show version

show version Display the FTOS version.

show linecard Display the line card(s) status.

show environment (C-Series  Display system component status.
and E-Series)

show processes memory Display memory usage based on running processes.
(C-Series and E-Series)

show tech-support (S-Series)

Syntax

Parameters

Command Modes

Command
History

Example
(show
tech-support
save)

Display a collection of data from other show commands, necessary for Dell Force10 technical
support to perform troubleshooting on S-Series switches.

show tech-support [stack-unit unit-id | page]

stack-unit (OPTIONAL) Enter the keyword stack-unit to view CPU memory usage for the
stack member designated by unit-id. Range: 0 to 7

page (OPTIONAL) Enter the keyword page to view 24 lines of text at a time.
Press the SPACE BAR to view the next 24 lines.
Press the ENTER key to view the next line of text.

When using the pipe command ( | ), enter one of these keywords to filter
command output. Refer to Filtering show Commands in the CLI Basics chapter
for details on filtering commands.

save Enter the save keyword to save the command output.
flash: Save to local flash drive (flash://filename (max 20 chars) )

EXEC Privilege

\ersion 7.8.1.0 Introduced save to file options

\ersion 7.6.1.0 Expanded to support S-Series switches

FTOS#show tech-support ?

page Page through output
stack-unit Unit Number

| Pipe through a command

Control and Monitoring



Example
(show
tech-support)

<cr>
FTOS#show tech-support stack-unit 1 ?
| Pipe through a command

<Cr>

FTOS#show tech-support stack-unit 1 | ?

except Show only text that does not match a pattern
find Search for the first occurrence of a pattern
grep Show only text that matches a pattern
no-more Don"t paginate output

save Save output to a file

FTOS#show tech-support stack-unit 1 | save ?
flash: Save to local file system (flash://filename (max 20 chars) )

FTOS#show tech-support stack-unit 1 | save flash://LauraSave
Start saving show command report .......
FTOS#

FTOS#dir
Directory of flash:

1 drw- 16384 Jan 01 1980 00:00:00 +00:00 .

2 drwx 1536  Jul 13 1996 02:38:06 +00:00 ..

3 d--- 512 Nov 20 2007 15:46:44 +00:00 ADMIN_DIR

4 -rw- 7124  Jul 13 1996 02:33:04 +00:00 startup-config

5 -rw- 3303 Feb 14 2008 22:01:16 +00:00 startup-config.oldChassis
6 -rw- 6561 May 17 1996 04:10:54 +00:00 startup-config.bak

7 -rw- 6539 May 29 1996 10:35:42 +00:00 test.cfg

8 -rw- 276 Jul 15 1996 23:11:14 +00:00 LauraSave

flash: 3104256 bytes total (3072512 bytes free)
FTOS#

FTOS#show tech-support stack-unit O

show version
Dell ForcelO Networks Real Time Operating System Software

Dell ForcelO Operating System Version: 1.0

Dell ForcelO Application Software Version: FTOS 7.6.1.0

Copyright (c) 1999-2007 by Dell ForcelO Networks, Inc.

Build Time: Tue Sep 12 15:39:17 IST 2006

Build Path: /sites/maa/work/sw/purushothaman/cser-latest/depot/main/Dev/
Cyclone/ForcelO uptime is 18 minutes

System Type: S50N
Control Processor: MPC8451E with 255545344 bytes of memory.

32M bytes of Boot-Flash memory.
1 48-port E/FE/GE (SB)
48 GigabitEthernet/IEEE 802.3 interface(s)
4 Ten GigabitEthernet/I1EEE 802.3 interface(s)

show clock
12:03:01.695 UTC Wed Nov 21 2007

show running-config

Current Configuration ...

1 Version E_MAIN4.7.5.414

1 Last configuration change at Wed Nov 21 11:42:19 2007 by default
L

service timestamps log datetime

1

hostname ForcelO
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!

enable password 7 XXXXXXXX

1

username admin password 7 XXXXXXXX
1

enable restricted 7 XXXXXXXX
1

interface GigabitEthernet 0/1
no ip address

shutdown

!

interface GigabitEthernet 0/2
no ip address

shutdown
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Usage  Without the page or stack-unit option, the command output is continuous, use Ctrl-z to
Information jnterrupt the command output.

The save option works with other filtering commands. This allows you to save specific
information of a show command. The save entry should always be the last option.

For example: Fros#show tech-support |grep regular-expression |except regular-expression | find
regular-expression | save flash://result

This display output is an accumulation of the same information that is displayed when you
execute one of the following show commands:

* show cam

*  show clock

e show environment

e showfile

* show interfaces

* show inventory

e show ip protocols

e show ip route summary
» show processes cpu

» show processes memory
e show redundancy

e show running-conf

e show version

Related
Commands show version Display the FTOS version.
show system (S-Series and Display the current switch status.
S4810)
show environment (S-Series) Display system component status.
show processes memory Display memory usage based on running processes.
(S-Series)
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ssh-peer-rpm

Syntax

Parameters

Defaults

Command Modes

Command
History

Usage
Information

telnet

Syntax

Parameters

Open an SSH connection to the peer RPM.

ssh-peer-rpm [- username]

-l username (OPTIONAL) Enter the keyword -I followed by your user name.

Default: The user name associated with the terminal

Not configured.
EXEC

EXEC Privilege

Version 8.1.1.0 Introduced on E-Series ExaScale

Version 7.5.1.0 Introduced on C-Series

Version 6.3.1.0 Introduced on E-Series

This command is not available when the peer RPMs are running different FTOS releases.

Connect through Telnet to a server. The Telnet client and server in FTOS support IPv4 and
IPv6 connections. You can establish a Telnet session directly to the router, or a connection can
be initiated from the router.

telnet {host | ip-address | ipv6-address | vrf vrf instance name} [source-interface]

host (OPTIONAL) Enter the name of a server.

ip-address (OPTIONAL) E-Series only. Enter the IPv4 address to which you are

testing connectivity in dotted decimal format of the server.

ipv6-address
prefix-length

(OPTIONAL) Enter the IPv6 address in the x:x:x:x::x format.
Range: /0 to /128
Note: The :: notation specifies successive hexadecimal fields of zeros

Control and Monitoring

145



www.dell.com | support.dell.com

146

Defaults

Command Modes

Command
History

Usage
Information

vrf instance

(OPTIONAL) E-Series Only: Enter the keyword vrf followed by the VRF
Instance name.

source-interface

(Mandatory for IPv6 link-local addresses; Optional otherwise) Enter the

keywords source-interface followed by the interface information to

include the source interface.

Enter the following keywords and slot/port or number information:

e For a 100/1000 Ethernet interface, enter the keyword
GigabitEthernet followed by the slot/port information.

e For a 1-Gigabit Ethernet interface, enter the keyword
GigabitEthernet followed by the slot/port information.

e For a Loopback interface, enter the keyword loopback followed by a
number from zero (0) to 16383.

e For the Null interface, enter the keyword null followed by 0.

e For a Port Channel interface, enter the keyword port-channel
followed by a number:

C-Series and S-Series Range: 1-128
E-Series Range: 1 to 255 for TeraScale and 1 to 512 for ExaScale.

e For SONET interface types, enter the keyword sonet followed by the
slot/port information.

e For a 10-Gigabit Ethernet interface, enter the keyword
TenGigabitEthernet followed by the slot/port information.

e For a 40-Gigabit Ethernet interface, enter the keyword fortyGigE
followed by the slot/port information.

e ForaVLAN interface, enter the keyword vlan followed by a number
from 1 to 4094.

Not configured.
EXEC

EXEC Privilege

Version 8.3.12.0

Added support for source-interface requirements for link-local IPv6 addressing
on the S4810.

Version 8.5.1.0

Added support for 4-port 40G line cards on ExaScale.

Version 8.2.1.0

Introduced on E-Series ExaScale (IPv6)
Increased number of VLANS on ExaScale to 4094 (was 2094)

Version 8.1.1.0

Introduced on E-Series ExaScale (IPv4)

Version 7.9.1.0

Introduced VRF.

Version 7.6.1.0

Introduced on S-Series

Version 7.5.1.0

Introduced on C-Series and added support for IPv6 address on E-Series only

telnet-peer-rpm

| Control and Monitoring

Telnet to link-local addresses is not supported.

Open a Telnet connection to the peer RPM.



Syntax

Defaults

Command Modes

Command
History

Usage
Information

telnet-peer-rpm
Not configured.
EXEC

EXEC Privilege

Version 8.1.1.0

Introduced on E-Series ExaScale

Version 7.5.1.0

Introduced on C-Series

Version 6.2.1.1

Introduced on E-Series

Opening a telnet connection from the Standby RPM to an Active RPM follows the
authentication procedure configured in the chassis. However, opening a telnet connection
from the Active RPM into the Standby RPM requires local authentication.

Configuring an ACL on a VTY line will block a Telnet session using the telnet-peer-rpm
command in the standby to active RPM direction only. Such an ACL will not block an

internal Telnet session in the active RPM to standby RPM direction.

terminal length

Syntax

Parameters

Defaults

Command Modes

Command
History

Configure the number of lines displayed on the terminal screen.

terminal length screen-length

To return to the default values, enter terminal no length.

screen-length

Enter a number of lines. Entering zero will cause the terminal to display

without pausing.
Range: 0 to 512.
Default: 24 lines.

24 lines
EXEC

EXEC Privilege

Version 8.1.1.0

Introduced on E-Series ExaScale

Version 7.6.1.0

Introduced on S-Series

Version 7.5.1.0

Introduced on C-Series

E-Series original Command
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terminal xml

Syntax

Defaults

Command Modes

Command
History

Usage
Information

traceroute

Syntax

Parameters

Enable XML mode in Telnet and SSH client sessions.
terminal xml

To exit the XML mode, enter terminal no xml.
Disabled

EXEC

EXEC Privilege

Version 8.1.1.0 Introduced on E-Series ExaScale

Version 7.7.1.0 Introduced on C-Series

Version 6.5.1.0 Introduced for E-Series

This command enables the XML input mode where you can either cut and paste XML
requests or enter the XML requests line-by-line. For more information on using the XML
feature, refer to the XML chapter in the FTOS Configuration Guide.

View a packet’s path to a specific device.

traceroute {host | vrf instance | ip-address | ipv6-address | outgoing-interface}

host Enter the name of device.

vrf instance (Optional) E-Series Only: Enter the keyword vrf followed by the VRF
Instance name.

ip-address Enter the IP address of the device in dotted decimal format.

ipv6-address Enter the IPv6 address, in the x:x:x:x::x format, to which you are testing

connectivity.
Note: The :: notation specifies successive hexadecimal fields of zeros
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Defaults

Command Modes

Command
History

Usage
Information

Example (IPv4)

outgoing-interfa
ce

(IPv6 link-local address) Enter one of the following types of outgoing interface

for traceroute packets to a destination link-local address.

e For an 100/1000 Ethernet interface, enter the keyword gigabitethernet
followed by the slot/port information.

e For a 1-Gigabit Ethernet interface, enter the keyword gigabitethernet
followed by the slot/port information.

» For a 10-Gigabit Ethernet interface, enter the keyword tengigabitethernet
followed by the slot/port information.

e For a40-Gigabit Ethernet interface, enter the keyword fortyGigE followed
by the slot/port information.

e ForaVLAN interface, enter the keyword vian followed by a number from
1 to 4094.followed by the slot/port information.

» For a Management Ethernet interface, enter the keyword management
ethernet followed by the slot/port information.

e For a Port Channel interface, enter the keyword port-channel followed by
the slot/port information.

Timeout = 5 seconds; Probe count = 3; 30 hops max; 40 byte packet size; UDP port = 33434

EXEC

EXEC Privilege

Version 8.3.12.0

Added support in the outgoing-interface parameter for link-local IPv6
addressing on the S4810.

Version 8.4.1.0

IPv6 tracerouting available on management interface.

Version 8.2.1.0

Introduced on E-Series ExaScale with IPv6

Version 8.1.1.0

Introduced on E-Series ExaScale (IPv4 only)

Version 7.9.1.0

Introduced VRF.

Version 7.6.1.0

Added support for S-Series

Version 7.5.1.0

Introduced on C-Series

Version 7.4.1.0

Added support for IPv6 address on E-Series

E-Series original Command

When you enter the traceroute command without specifying an IP address (Extended

Traceroute), you are prompted for a target and source IP address, timeout in seconds (default
is 5), a probe count (default is 3), minimum TTL (default is 1), maximum TTL (default is 30),
and port number (default is 33434). To keep the default setting for those parameters, press the

ENTER key.

For the source IP address option, you may enter IPv6 global addresses only (link-local
addresses are not supported).

For IPv6, you are prompted for a minimum hop count (default is 1) and a maximum hop
count (default is 64).

FTOS#traceroute www.forcelOnetworks.com

Translating "www.forcelOnetworks.com"...domain server (10.11.0.1) [OK]
Type Ctrl-C to abort.
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Tracing the route to ww.forcelOnetworks.com (10.11.84.18), 30 hops max, 40 byte packets

TTL Hostname Probel Probe2 Probe3
1 10.11.199.190 001.000 ms 001.000 ms 002.000 ms
2 gwegress-sjc-02.forcelOnetworks.com (10.11.30.126) 005.000 ms 001.000 ms 001.000 ms
3 fw-sjc-01.fForcelOnetworks.com (10.11.127.254) 000.000 ms 000.000 ms 000.000 ms
4  ww.ForcelOnetworks.com (10.11.84.18) 000.000 ms 000.000 ms 000.000 ms
FTOS#

The following section contains examples of the IPv6 traceroute command with both a
compressed IPv6 address and uncompressed address.

Example (IPv6) FTOS#traceroute 100::1

Type Ctrl-C to abort.

Hops Hostname Probel Probe2 Probe3
1 100::1 000.000 ms 000.000 ms 000.000 ms

FTOS#traceroute 3ffe:501:FFFF:100:201:e8FfF:Fe00:4c8b

Type Ctrl-C to abort.

Tracing the route to 3ffe:501:FFff:100:201:e8ff-e00:4c8b, 64 hops max, 60 byte packets

Hops Hostname Probel Probe2 Probe3
1 3ffe:501:FFff:100:201:e8Ff:Te00:4c8b
000.000 ms 000.000 ms 000.000 ms
FTOS#

Related _ — .
Commands ping Test connectivity to a device.

undebug all
Disable all debug operations on the system.

Syntax undebug all
Defaults No default behavior or values

Command Modes EXEC Privilege

Command - -
History Version 8.1.1.0 Introduced on E-Series ExaScale
Version 7.6.1.0 Introduced on S-Series
\ersion 7.5.1.0 Introduced on C-Series

E-Series original Command
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upload trace-log

Syntax

Parameters

Defaults

Command Modes

Command
History

Usage
Information

virtual-ip
Syntax

Parameters

Defaults
Command Modes

Command
History

Upload trace log files from the three CPUs (cp, rpl, and rp2)

upload trace-log {cp {cmd-history | hw-trace | sw-trace}| rpl {cmd-history | hw-trace |
sw-trace}| rp2 {cmd-history | hw-trace | sw-trace}}

cp | rpl | rp2 Enter the keyword cp | rpl | rp2 to upload the trace log from that
CPU.

cmd-history (OPTIONAL) Enter the keyword cmd-history to upload the CPU’s
command history.

hw-trace (OPTIONAL) Enter the keyword hw-trace to upload the CPU’s
hardware trace.

sw-trace (OPTIONAL) Enter the keyword sw-trace to upload the CPU’s

software trace.

No default behavior or values
EXEC

EXEC Privilege

Version 8.1.1.0 Introduced on E-Series ExaScale

\ersion 7.5.1.0 Introduced on C-Series and expanded to support command history, hardware
trace, and software trace logs

Version 6.1.1.0 Introduced on E-Series

The log information is uploaded to flash:/ TRACE_LOG_DIR

Configure a virtual IP address for the active management interface. Virtual addresses can be
configured both for IPv4 and IPv6 independently.

virtual-ip {ipv4-address | ipv6-address}

{ipv4-address | Enter the IPv4 address (A.B.C.D) or IPv6 address (X:X:X:X::) of the
ipv6-address} active management interface.

No default behavior or values

CONFIGURATION

Version 8.4.1.0 Added support for IPv6 addressing.

Version 8.1.1.0 Introduced on E-Series ExaScale

Control and Monitoring
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Usage
Information

Example

write

Syntax

Parameters

Command Modes

Command
History

Related
Commands

Usage
Information

Version 7.5.1.0 Introduced on C-Series

E-Series original Command

Both IPv4 and IPv6 virtual address can be configured simultaneously, but only one of each.
Each time this command is issued it will replace the previously configured address of the
same family, IPv4 or IPv6. The no virtual-ip command now takes an address/prefix-length
argument, so that the desired address only is removed. If no virtual-ip is entered without any
specified address, then both IPv4 and IPv6 virtual addresses are removed.

FTOS#virtual-ip 10.11.197.99/16
FTOS#virtual-ip fdaa:bbbb:cccc:1004::60/64

Copy the current configuration to either the startup-configuration file or the terminal.

write {memory | terminal}

memory Enter the keyword memory to copy the current running configuration to the startup
configuration file. This command is similar to the copy running-config
startup-config command.

terminal Enter the keyword terminal to copy the current running configuration to the

terminal. This command is similar to the show running-config command.

EXEC Privilege

Version 8.1.1.0 Introduced on E-Series ExaScale

Version 7.6.1.0 Introduced on S-Series

Version 7.5.1.0 Introduced on C-Series

E-Series original Command

save Save configurations created in BOOT_USER mode (BLI).

The write memory command saves the running-configuration to the file labeled
startup-configuration. When using a LOCAL CONFIG FILE other than the startup-config not
named “startup-configuration” (for example, you used a specific file during the boot config
command) the running-config is not saved to that file; use the copy command to save any
running-configuration changes to that local file.

| Control and Monitoring



802.1ag

Overview

802.1ag is available only on the following Dell Force10 platforms: S-Series and.[54810])

Commands

This chapter contains the following commands:

e ccmdisable

e ccm transmit-interval

e clear ethernet cfm traceroute-cache
» database hold-time

» disable

e domain

» ethernet cfm

e ethernet cfm mep

e ethernet cfm mip

* mep cross-check

* mep cross-check enable

* mep cross-check start-delay

* ping ethernet

» show ethernet cfm domain

» show ethernet cfm maintenance-points local
» show ethernet cfm maintenance-points remote
» show ethernet cfm mipbd

e show ethernet cfm statistics

» show ethernet cfm port-statistics

» show ethernet cfm traceroute-cache
e service

e traceroute cache hold-time

e traceroute cache size

e traceroute ethernet

802.1ag
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ccm disable

Syntax

Defaults
Command Modes

Command
History

Disable CCM.

ccm disable

Enter no ccm disable to enable CCM.

Disabled

ECFM DOMAIN

Version 8.3.7.0 Introduced on the S4810.

Version 8.3.1.0 Introduced on S-Series

ccm transmit-interval

Syntax

Parameters

Defaults
Command Modes

Command
History

Configure the transmit interval (mandatory). The interval specified applies to all MEPs in the

domain.

ccm transmit-interval seconds

seconds Enter a transmit interval.
Range: 1,10,60,600
10 seconds
ECFM DOMAIN
Version 8.3.7.0 Introduced on the S4810.

Version 8.3.1.0 Introduced on S-Series

clear ethernet cfm traceroute-cache

Syntax
Defaults
Command Modes

Command
History

802.1ag

Delete all Link Trace Cache entries.

clear ethernet cfm traceroute-cache
None

EXEC Privilege

Version 8.3.7.0 Introduced on the S4810.

Version 8.3.1.0 Introduced on S-Series




database hold-time

5)EaET0)

Syntax

Parameters

Defaults
Command Modes

Command
History

disable

Syntax
Defaults
Command Modes

Command
History

domain

Syntax

Parameters

Defaults

Command Modes

Set the amount of time that data from a missing MEP is kept in the Continuity Check
Database.

database hold-time minutes

minutes Enter a hold-time.
Range: 100-65535 minutes
100 minutes
ECFM DOMAIN
Version 8.3.7.0 Introduced on the S4810.

Version 8.3.1.0 Introduced on S-Series

Disable Ethernet CFM without stopping the CFM process.

disable
Disabled

ETHERNET CFM

Version 8.3.7.0 Introduced on the S4810.

Version 8.3.1.0 Introduced on S-Series

Create a maintenance domain.

domain name md-level number

name Name the maintenance domain.

Enter a maintenance domain level.
Range: 0-7

md-level number

None

ETHERNET CFM

802.1ag
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Command

History Version 8.3.7.0 Introduced on the S4810.

Version 8.3.1.0 Introduced on S-Series

ethernet cfm

Spawn the CFM process. No CFM configuration is allowed until the CFM process is
spawned.

Syntax ethernet cfm

Defaults Disabled

www.dell.com | support.dell.com

Command Modes ~ CONFIGURATION

Command

History Version 8.3.7.0 Introduced on the S4810.

Version 8.3.1.0 Introduced on S-Series

ethernet cfm mep
Create a MEP.

Syntax  ethernet cfm mep {up-mep | down-mep} domain {name | level} ma-name name mepid mep-id

P t - - -
arameters [up-mep | down-mep] Specify whether the MEP is up or down facing.

Up-MEP: monitors the forwarding path internal to an bridge on the
customer or provider edge; on Dell Forcel0 systems the internal
forwarding path is effectively the switch fabric and forwarding
engine.

Down-MEP: monitors the forwarding path external another bridge.

domain [name | level] Enter this keyword followed by the domain name or domain level.

ma-name name Enter this keyword followed by the name of the maintenance
association.

mepid mep-id Enter an MEP ID.

Range: 1-8191

Defaults None

Command Modes INTERFACE

Command

History Version 8.3.7.0 Introduced on the S4810.

Version 8.3.1.0 Introduced on S-Series
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ethernet cfm mip

Syntax

Parameters

Defaults
Command Modes

Command
History

Create a MIP.

ethernet cfm mip domain {name | level} ma-name name

domain [name | level]

Enter this keyword followed by the domain name or domain level.

ma-name name

Enter this keyword followed by the name of the maintenance

association.
None
INTERFACE
Version 8.3.7.0 Introduced on the S4810.

Version 8.3.1.0 Introduced on S-Series

mep cross-check

Syntax

Parameters

Defaults
Command Modes

Command
History

Enable cross-checking for a MEP.

mep cross-check mep-id

mep-id Enter the MEP ID
Range: 1-8191

None

ECFM DOMAIN

Version 8.3.7.0 Introduced on the S4810.

Version 8.3.1.0 Introduced on S-Series

mep cross-check enable

Syntax

Parameters

Defaults

Command Modes

Enable cross-checking.

mep cross-check enable {port | vian-id}

port Down service with no VLAN association.
vlan-id Enter the VLAN to apply the cross-check.
None
ECFM DOMAIN

802.1ag
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Command
History

Syntax

Parameters
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Defaults

Command Modes

Command
History

Version 8.3.7.0 Introduced on the S4810.

Version 8.3.1.0 Introduced on S-Series

mep cross-check start-delay

Configure the amount of time the system waits for a remote MEP to come up before the
cross-check operation is started.

mep cross-check start-delay number

start-delay number Enter a start-delay in seconds.
Range: 3-100 seconds

3 ccms

ETHERNET CFM
Version 8.3.7.0 Introduced on the S4810.
Version 8.3.1.0 Introduced on S-Series

ping ethernet

Syntax

Parameters

Defaults
Command Modes

Command
History

158 |  802.lag

Send a Loopback message.

ping ethernet domain [name | level] ma-name m a-name remote {dest-mep-id | mac-addr
mac-address} source {src-mep-id | port interface}

name | level Enter the domain name or level.

ma-name ma-name Enter the keyword followed by the maintenance association
name.

dest-mep-id Enter the MEP 1D that will be the target of the ping.

mac-addr mac-address Enter the keyword followed by the MAC address that will be
the target of the ping.

src-mep-id Enter the MEP ID that will originate the ping.

port interface Enter the keyword followed by the interface that will

originate the ping.

None

EXEC Privilege

Version 8.3.7.0 Introduced on the S4810.

Version 8.3.1.0 Introduced on S-Series




show ethernet cfm domain
Display maintenance domain information.

Syntax  show ethernet cfm domain [name | level | brief]

Parameters - -
name | level Enter the maintenance domain name or level.

brief Enter this keyword to display a summary output.

Defaults None

Command Modes  EXEC Privilege

Command

History Version 8.3.7.0 Introduced on the S4810.

Version 8.3.1.0 Introduced on S-Series

Example FTOS# show ethernet cfm domain

Domain Name: customer

Level: 7
Total Service: 1
Services
MA-Name VLAN CC-Int X-CHK Status
My_MA 200 10s enabled
Domain Name: My_Domain
Level: 6
Total Service: 1
Services
MA-Name VLAN CC-Int X-CHK Status
Your_MA 100 10s enabled

show ethernet cfm maintenance-points local
Display configured MEPs and MIPs.

Syntax  show ethernet cfm maintenance-points local [mep | mip]

P - - -
arameters mep Enter this keyword to display configured MEPs.

mip Enter this keyword to display configured MIPs.

Defaults None

Command Modes EXEC Privilege

Command

History \ersion 8.3.7.0 Introduced on the S4810.

Version 8.3.1.0 Introduced on S-Series

802.1ag
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Example

FTOS#show ethernet cfm maintenance-points local mip

MPID Domain Name Level Type Port CCM-Status
MA Name VLAN Dir MAC
0 servicel 4 MIP Gi 0/5 Disabled
My_MA 3333 DOWN 00:01:e8:0b:c6:36
0 servicel 4 MIP Gi 0/5 Disabled
Your_MA 3333 uP 00:01:e8:0b:c6:36

show ethernet cfm maintenance-points remote
Display the MEP database.

Syntax

Parameters

Defaults
Command Modes

Command
History

Example

show ethernet cfm maintenance-points remote detail [active | domain {level | name} | expired |

waiting]

active

Enter this keyword to display only the MEPs in active state.

domain [name | level]

Enter this keyword followed by the domain name or domain level.

expired Enter this keyword to view MEP entries that have expired due to
connectivity failure.
waiting Enter this keyword to display MEP entries waiting for response.
None

EXEC Privilege

Version 8.3.7.0

Introduced on the S4810.

Version 8.3.1.0

Introduced on S-Series

FTOS#show ethernet cfm maintenance-points remote detail

MAC Address: 00:01:e8:58:68:78

Domain Name: cfmO
MA Name: testO

Level: 7
VLAN: 10
MP ID: 900

Sender Chassis ID: ForcelO
MEP Interface status: Up
MEP Port status: Forwarding

Receive RDI: FALSE
MP Status: Active

show ethernet cfm mipbd

Display the MIP database.

Syntax

| 802.1ag

show ethernet cfm mipdb



Defaults

Command Modes

Command
History

None

EXEC Privilege

Version 8.3.7.0

Introduced on the S4810.

Version 8.3.1.0 Introduced on S-Series

show ethernet cfm statistics

Syntax

Parameters

Defaults
Command Modes

Command
History

Example

Display MEP statistics.

show ethernet cfm statistics [domain {name | level} vlan-id vian-id mpid mpid]

domain

Enter this keyword to display statistics for a particular domain.

name | level

Enter the domain name or level.

vlan-id vlan-id

Enter this keyword followed by a VLAN ID.

mpid mpid

Enter this keyword followed by a maintenance point ID.

None

EXEC Privilege

Version 8.3.7.0

Introduced on the S4810.

Version 8.3.1.0 Introduced on S-Series

FTOS# show ethernet cfm statistics

Domain Name: Customer
Domain Level: 7

MA Name: My_MA

MPID: 300

CCMs:
Transmitted: 1503
LTRs:
Unexpected Rcvd: 0
LBRs:
Received:
Received Bad MSDU:
Transmitted:

O oo

show ethernet cfm port-statistics

Syntax

Display CFM statistics by port.

RcvdSeqgErrors:

Rcvd Out Of Order:

show ethernet cfm port-statistics [interface type slot/port]

802.1ag
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Parameters

Defaults

Command Modes

Command
History

Example

interface type Enter this keyword followed by the interface type.

slot/port Enter the slot and port numbers for the port.

None

EXEC Privilege

Version 8.3.7.0 Introduced on the S4810.

Version 8.3.1.0 Introduced on S-Series

FTOS#show ethernet cfm port-statistics interface gigabitethernet 0/5
Port statistics for port: Gi 0/5

RX Statistics

Total CFM Pkts 75394 CCM Pkts 75394
LBM Pkts O LTM Pkts O

LBR Pkts O LTR Pkts O

Bad CFM Pkts 0 CFM Pkts Discarded 0O
CFM Pkts forwarded 102417

TX Statistics

Total CFM Pkts 10303 CCM Pkts O
LBM Pkts O LTM Pkts 3
LBR Pkts O LTR Pkts O

show ethernet cfm traceroute-cache

Syntax
Defaults
Command Modes

Command
History

Example

| 802.1ag

Display the Link Trace Cache.

show ethernet cfm traceroute-cache
None

EXEC Privilege

Version 8.3.7.0 Introduced on the S4810.

Version 8.3.1.0 Introduced on S-Series

FTOS#show ethernet cfm traceroute-cache

Traceroute to 00:01:e8:52:4a:f8 on Domain Customer2, Level 7, MA name Test2 with VLAN 2

Hops Host IngressMAC Ingr Action Relay Action
Next Host Egress MAC Egress Action FWD Status
4 00:00:00:01:e8:53:4a:18 00:01:e8:52:4a:f8 IngOK RIYHit

00:00:00:01:e8:52:4a:18 Terminal MEP



service

Syntax

Parameters

Defaults
Command Modes

Command
History

Create a maintenance association.

service name vlan vlan-id

name Enter a maintenance association name.
vlan vlan-id Enter this keyword followed by the VLAN ID.
Range: 1-4094
None
ECFM DOMAIN
Version 8.3.7.0 Introduced on the S4810.

Version 8.3.1.0

Introduced on S-Series

traceroute cache hold-time

Set the amount of time a trace result is cached.

Syntax

Parameters

Defaults
Command Modes

Command
History

traceroute cache hold-time minutes

minutes Enter a hold-time.
Range: 10-65535 minutes
100 minutes
ETHERNET CFM

Version 8.3.7.0

Introduced on the S4810.

Version 8.3.1.0

Introduced on S-Series

traceroute cache size

Set the size of the Link Trace Cache.

Syntax

Parameters

Defaults

Command Modes

traceroute cache size entries

entries Enter the number of entries the Link Trace Cache can hold.
Range: 1 - 4095 entries
100 entries
ETHERNET CFM

802.1ag
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Command

History Version 8.3.7.0 Introduced on the S4810.

Version 8.3.1.0 Introduced on S-Series

traceroute ethernet
Send a Linktrace message to a MEP.

Syntax  traceroute ethernet domain [name | level] ma-name ma-name remote {mep-id mep-id | mac-addr
mac-address}

Parameters -
domain name | level Enter the keyword followed by the domain name or level.

ma-name ma-name Enter the keyword followed by the maintenance association name.

mepid mep-id Enter the MEP ID that will be the trace target.

mac-addr Enter the MAC address of the trace target.
mac-address

Defaults None

Command Modes EXEC Privilege

Command

History Version 8.3.7.0 Introduced on the S4810.

Version 8.3.1.0 Introduced on S-Series

802.1ag



802.1X

The 802.1X Port Authentication commands are:

* debug dotlx

e dotlx auth-fail-vlan

» dotlx auth-server

e dotlx auth-type mab-only

» dotlx authentication (Configuration)
e dotlx authentication (Interface)

e dotlx guest-vlan

» dotlx host-mode

e dotlx mac-auth-bypass

e dotlx max-eap-req

» dotlx max-supplicants

e dotlx port-control

e dotlx quiet-period

» dotlx reauthentication

» dotlx reauth-max

e dotlx server-timeout

» dotlx supplicant-timeout

e dotlx tx-period

» show dotlx cos-mapping interface
» show dotlx interface

An authentication server must authenticate a client connected to an 802.1X switch port. Until
the authentication, only EAPOL (Extensible Authentication Protocol over LAN) traffic is
allowed through the port to which a client is connected. Once authentication is successful,
normal traffic passes through the port.

FTOS supports RADIUS and Active Directory environments using 802.1X Port
Authentication.
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Important Points to Remember

FTOS limits network access for certain users by using VLAN assignments. 802.1X with
VLAN assignment has these characteristics when configured on the switch and the RADIUS

server.

debug dotlx

Display 802.1X debugging information.

Syntax

Parameters

Defaults

[ 802.1X

802.1X is supported on C-Seriegs, E-Series, S-Series (525/S50),
and E-Series Terascale @

802.1X is not supported on the LAG or the channel members of a LAG.

If no VLAN is supplied by the RADIUS server or if 802.1X authorization is
disabled, the port is configured in its access VLAN after successful
authentication.

If 802.1X authorization is enabled but the VLAN information from the RADIUS
server is not valid, the port returns to the unauthorized state and remains in the
configured access VLAN. This prevents ports from appearing unexpectedly in an
inappropriate VLAN due to a configuration error. Configuration errors create an
entry in Syslog.

If 802.1X authorization is enabled and all information from the RADIUS server
is valid, the port is placed in the specified VLAN after authentication.

If port security is enabled on an 802.1X port with VLAN assignment, the port is
placed in the RADIUS server assigned VLAN.

If 802.1X is disabled on the port, it is returned to the configured access VLAN.

When the port is in the force authorized, force unauthorized, or shutdown state, it
is placed in the configured access VLAN.

If an 802.1X port is authenticated and put in the RADIUS server assigned
VLAN, any change to the port access VLAN configuration will not take effect.

The 802.1X with VLAN assignment feature is not supported on trunk ports,
dynamic ports, or with dynamic-access port assignment through a VLAN
membership.

debug dotlx [all | auth-pae-fsm | backend-fsm | eapol-pdu] [interface interface]

all Enable all 802.1X debug messages.

auth-pae-fsm Enable authentication PAE FSM debug messages.

backend-fsm Enable Backend FSM debug messages.

eapol-pdu Enable EAPOL frame trace and related debug messages

interface interface Restricts the debugging information to an interface.
Disabled



Command Modes

Command
History

EXEC Privilege

Version 8.3.12.0 Introduced on the S4810.

Version 8.4.1.0 Introduced on C-Series and S-Series

dotlx auth-fail-vlan

Syntax

Parameters

Defaults
Command Modes

Command
History

Usage
Information

Related
Commands

Configure an authentication failure VLAN for users and devices that fail 802.1X
authentication.

dotlx auth-fail-vlan vlan-id [max-attempts number]

To delete the authentication failure VLAN, use the no dot1x auth-fail-vlan vian-id
[max-attempts number] command.

vlan-id Enter the VLAN Identifier.
Range: 1 to 4094
max-attempts number (OPTIONAL) Enter the keyword max-attempts followed number of
attempts desired before authentication fails.
Range: 1to 5
Default: 3
3 attempts

CONFIGURATION (conf-if-interface-slot/port)

Version 8.3.12.0 Introduced on the S4810.

Version 7.6.1.0 Introduced on C-Series, E-Series and S-Series

If the host responds to 802.1X with an incorrect login/password, the login fails. The switch
will attempt to authenticate again until the maximum attempts configured is reached. If the
authentication fails after all allowed attempts, the interface is moved to the authentication
failed VLAN.

Once the authentication VLAN is assigned, the port-state must be toggled to restart
authentication. Authentication will occur at the next re-authentication interval (dotlx
reauthentication).

dotlx port-control Enable port control on an interface.

dot1x guest-vlan Configure a guest VLAN for limited access users or for devices that are
not 802.1X capable.

show dotlx interface Display the 802.1X configuration of an interface.

802.1X
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dotlx auth-server

Syntax
Defaults
Command Modes

Command
History

Configure the authentication server to RADIUS.

dotlx auth-server radius
No default behavior or values

CONFIGURATION

Version 8.3.12.0 Introduced on the S4810.

Version 7.6.1.0 Introduced on C-Series and S-Series

Version 7.4.1.0 Introduced on E-Series

dotlx auth-type mab-only

Syntax
Defaults
Command Modes

Command
History

Usage
Information

Related
Commands

[ 802.1X

Use only the host MAC address to authenticate a device with MAC authentication bypass
(MAB).

dotlx auth-type mab-only

Disabled
INTERFACE
Version 8.3.12.0 Introduced on the S4810.
Version 8.4.2.1 Introduced on the C-Series and S-Series

The prerequisites for enabling MAB-only authentication on a port are:

e 802.1X authentication must be enabled globally on the switch and on the port
(dotlx authentication command).

* MAC authentication bypass must be enabled on the port (dot1x
mac-auth-bypass command).

In MAB-only authentication mode, a port authenticates using the host MAC address even
though 802.1xauthentication is enabled. If the MAB-only authentication fails, the host is
placed in the guest VLAN (if configured).

To disable MAB-only authentication on a port, enter the no dotlx auth-type mab-only
command.

dot1x mac-auth-bypass Enable MAC authentication bypass.




dotlx authentication (Configuration)

Enable dotlx globally; dotlx must be enabled both globally and at the interface level.

GlaRe

Syntax

Defaults
Command Modes

Command
History

Related
Commands

dotlx authentication (Interface)

GlaRe

Syntax

Defaults
Command Modes

Command
History

Related
Commands

dotlx authentication

To disable dotlx on an globally, use the no dotlx authentication command.

Disabled

CONFIGURATION

Version 8.3.12.0

Introduced on the S4810.

\ersion 7.6.1.0

Introduced on C-Series and S-Series

Version 7.4.1.0

Introduced on E-Series TeraScale

dotlx authentication (Interface)

Enable dotlx on an interface.

Enable dotlx on an interface; dotlx must be enabled both globally and at the interface level.

dotlx authentication

To disable dotlx on an interface, use the no dotlx authentication command.

Disabled

INTERFACE

Version 8.3.12.0

Introduced on the S4810.

Version 7.6.1.0

Introduced on C-Series and S-Series

Version 7.4.1.0

Introduced on E-Series

dotlx authentication (Configuration)

Enable dot1x globally.

dotlx guest-vlan

Configure a guest VLAN for limited access users or for devices that are not 802.1X capable.

QOE
5410)

Syntax

dotlx guest-vlan vian-id
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Parameters

Defaults

Command Modes

Command
History

Usage
Information

Related
Commands

To disable the guest VLAN, use the no dotlx guest-vlan vlan-id command.

vlan-id Enter the VLAN Identifier.
Range: 1 to 4094

Not configured

CONFIGURATION (conf-if-interface-slot/port)

Version 8.3.12.0 Introduced on the S4810.

Version 7.6.1.0 Introduced on C-Series, E-Series, and S-Series

802.1X authentication is enabled when an interface is connected to the switch. If the host fails
to respond within a designated amount of time, the authenticator places the port in the guest
VLAN.

If a device does not respond within 30 seconds, it is assumed that the device is not 802.1X
capable. Therefore, a guest VLAN is allocated to the interface and authentication, for the
device, will occur at the next re-authentication interval (dotlx reauthentication).

If the host fails authentication for the designated amount of times, the authenticator places the
port in authentication failed VLAN (dot1x auth-fail-vlan).

7 Note: Layer 3 portion of guest VLAN and authentication fail VLANs can be created
regardless if the VLAN is assigned to an interface or not. Once an interface is
assigned a guest VLAN (which has an IP address), then routing through the guest
VLAN is the same as any other traffic. However, interface may join/leave a VLAN
dynamically.

dotlx auth-fail-vlan Configure an authentication failure VLAN.

dotlx reauthentication  Enable periodic re-authentication of the client.

dot1x reauth-max Configure the maximum number of times to re-authenticate a port before
it becomes unauthorized.

dotlx host-mode

Syntax

Parameters

Defaults

802.1X

Enable single-host or multi-host authentication.

dotlx host-mode {single-host | multi-host | multi-auth}

single-host Enable single-host authentication.

multi-host Enable multi-host authentication.

multi-auth Enable multi-supplicant authentication.
single-host



Command Modes

Command
History

Usage
Information

INTERFACE

Version 8.3.12.0 Introduced on the S4810.

Version 8.4.1.0 The multi-auth option was introduced on the C-Series and S-Series.

\ersion 8.3.2.0 The single-host and multi-host options were introduced on the

C-Series, E-Series, and S-Series

» Single-host mode authenticates only one host per authenticator port, and drops all
other traffic on the port.

»  Multi-host mode authenticates the first host to respond to an Identity Request,
and then permits all other traffic on the port.

» Multi-supplicant mode authenticates every device attempting to connect to the
network on through the authenticator port.

dotlx mac-auth-bypass

Syntax
Defaults
Command Modes

Command
History

Usage
Information

Enable MAC authentication bypass. If 802.1X times out because the host did not respond to
the Identity Request frame, FTOS attempts to authenticate the host based on its MAC address.

dotlx mac-auth-bypass
Disabled

INTERFACE

Version 8.3.12.0 Introduced on the S4810.

Version 8.4.1.0 Introduced on C-Series and S-Series

To disable MAC authentication bypass on a port, enter the no dotlx mac-auth-bypass
command.

dotlx max-eap-req

Syntax

Parameters

Configure the maximum number of times an EAP (Extensive Authentication Protocol)
request is transmitted before the session times out.

dotlx max-eap-req number

To return to the default, use the no dotlx max-eap-req command.

Enter the number of times an EAP request is transmitted before a session
time-out.

Range: 1 to 10

Default: 2

number
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Defaults

Command Modes

Command
History

2

INTERFACE

Version 8.3.12.0 Introduced on the S4810.

Version 7.6.1.0 Introduced on C-Series and S-Series

Version 7.4.1.0 Introduced on E-Series

dotlx max-supplicants

OOH3

Syntax

Parameters

Defaults
Command Modes

Command
History

Related
Commands

Restrict the number of supplicants that can be authenticated and permitted to access the
network through the port. This configuration is only takes effect in multi-auth mode.

dotlx max-supplicants number

number Enter the number of supplicants that can be authenticated on a single port
in multi-auth mode.
Range: 1-128

Default: 128

128 hosts can be authenticated on a single authenticator port.

INTERFACE

Version 8.3.12.0 Introduced on the S4810.

Version 8.4.1.0 Introduced on C-Series and S-Series

dot1x host-mode Enable single-host or multi-host authentication

dotlx port-control

Syntax

Parameters

Defaults

Command Modes

802.1X

Enable port control on an interface.

dotlx port-control {force-authorized | auto | force-unauthorized}

force-authorized Enter the keyword force-authorized to forcibly authorize a port.

auto Enter the keyword auto to authorize a port based on the 802.1X

operation result.

force-unauthorized Enter the keyword force-unauthorized to forcibly de-authorize a port.

No default behavior or values

Auto



Command
History

Usage
Information

Version 8.3.12.0

Introduced on the S4810.

Version 7.6.1.0

Introduced on C-Series and S-Series

\ersion 7.4.1.0

Introduced on E-Series

The authenticator performs authentication only when port-control is set to auto.

dotlx quiet-period

Set the number of seconds that the authenticator remains quiet after a failed authentication

Syntax

Parameters

Defaults
Command Modes

Command
History

dotlx reauthentication

Syntax

Parameters

Defaults

Command Modes

with a client.

dotlx quiet-period seconds

To disable quiet time, use the no dotlx quiet-time command.

seconds Enter the number of seconds.
Range: 1 to 65535
Default: 60
60 seconds
INTERFACE

Version 8.3.12.0

Introduced on the S4810.

Version 7.6.1.0

Introduced on C-Series and S-Series

Version 7.4.1.0

Introduced on E-Series

Enable periodic re-authentication of the client.

dotlx reauthentication [interval seconds]

To disable periodic re-authentication, use the no dotlx reauthentication command.

interval seconds

(Optional) Enter the keyword interval followed by the interval time, in
seconds, after which re-authentication will be initiated.

Range: 1 to 31536000 (1 year)

Default: 3600 (1 hour)

3600 seconds (1 hour)

INTERFACE

802.1X
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Command

History Version 8.3.12.0 Introduced on the S4810.
Version 7.6.1.0 Introduced on C-Series and S-Series
Version 7.4.1.0 Introduced on E-Series

dotlx reauth-max

Configure the maximum number of times a port can re-authenticate before the port becomes
unauthorized.

Syntax dotlx reauth-max number

www.dell.com | support.dell.com

To return to the default, use the no dotlx reauth-max command.

P t - .
arameters number Enter the permitted number of re-authentications.
Range: 1-10
Default: 2
Defaults 2

Command Modes INTERFACE

Command

History Version 8.3.12.0 Introduced on the S4810.

Version 7.6.1.0 Introduced on C-Series and S-Series

Version 7.4.1.0 Introduced on E-Series

dotlx server-timeout

Configure the amount of time after which exchanges with the server time out.

Syntax dotlx server-timeout seconds

To return to the default, use the no dotlx server-timeout command.

Parameters - N
seconds Enter a time-out value in seconds.

Range: 1 to 300, where 300 is implementation dependant. Default: 30

Defaults 30 seconds

Command Modes INTERFACE

Command

History Version 8.3.12.0 Introduced on the S4810.

Version 7.6.1.0 Introduced on C-Series and S-Series

Version 7.4.1.0 Introduced on E-Series
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Usage  When you configure the dot1x server-timeout value, you must take into account the
Information  communication medium used to communicate with an authentication server and the number
of RADIUS servers configured. Ideally, the dot1x server-timeout value (in seconds) is based
on the configured RADIUS-server timeout and retransmit values and calculated according to
the following formula:
dotlx server-timeout seconds > (radius-server retransmit seconds + 1) * radius-server timeout seconds

Where the default values are as follows: dot1x server-timeout (30 seconds), radius-server
retransmit (3 seconds), and radius-server timeout (5 seconds).

For example:

FTOS(conf)#radius-server host 10.11.197.105 timeout 6
FTOS(conf)#radius-server host 10.11.197.105 retransmit 4
FTOS(conf)#interface gigabitethernet 2/23
FTOS(conf-if-gi-2/23)#dotlx server-timeout 40

dotlx supplicant-timeout

Configure the amount of time after which exchanges with the supplicant time out.

Syntax dotlx supplicant-timeout seconds

To return to the default, use the no dotix supplicant-timeout command.

Parameters B R
seconds Enter a time-out value in seconds.

Range: 1 to 300, where 300 is implementation dependant.
Default: 30

Defaults 30 seconds

Command Modes INTERFACE

Command

History Version 8.3.12.0 Introduced on the S4810.

Version 7.6.1.0 Introduced on C-Series and S-Series

Version 7.4.1.0 Introduced on E-Series

dotlx tx-period
Configure the intervals at which EAPOL PDUs are transmitted by the Authenticator PAE.

Syntax  dotlx tx-period seconds

To return to the default, use the no dotix tx-period command.
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Parameters

Defaults

Command Modes

Command
History

seconds Enter the interval time, in seconds, that EAPOL PDUs are transmitted.
Range: 1 to 65535
Default: 30
30 seconds
INTERFACE
Version 8.3.12.0 Introduced on the S4810.

Version 7.6.1.0 Introduced on C-Series and S-Series

Version 7.4.1.0 Introduced on E-Series

show dotlx cos-mapping interface

Syntax

Parameters

Defaults

Command Modes

Command
History

Usage
Information

Example

802.1X

Display the CoS priority-mapping table provided by the RADIUS server and applied to
authenticated supplicants on an 802.1X-enabled port.

show dotlx cos-mapping interface interface [mac-address mac-address]

interface Enter one of the following keywords and slot/port or number information:

e For a Gigabit Ethernet interface, enter the keyword GigabitEthernet
followed by the slot/port information.

» For a Fast Ethernet interface, enter the keyword FastEthernet followed by
the slot/port information.

e For a Ten Gigabit Ethernet interface, enter the keyword
TenGigabitEthernet followed by the slot/port information.

mac-address (Optional) MAC address of an 802.1X-authenticated supplicant.

No default values or behavior
EXEC

EXEC privilege

Version 8.3.12.0 Introduced on the S4810.

Version 8.4.2.1 Introduced on the C-Series and S-Series

Enter a supplicant’s MAC address using the mac-address option to display CoS mapping
information only for the specified supplicant.

You can display the CoS mapping information applied to traffic from authenticated
supplicants on 802.1X-enabled ports that are in single-host, multi-host, and multi-supplicant
authentication modes.

FTOS#show dotlx cos-mapping interface gigabitethernet 2/21

802.1p CoS re-map table on Gi 2/21:



~No b~ WNEFEO
OFRLNWMUIUITO N

FTOS#show dotlx cos-mapping int g 2/21 mac-address 00:00:01:00:07:00

802.1p CoS re-map table on Gi 2/21:

802.1p CoS re-map table for Supplicant: 00:00:01:00:07:00

Dotlp Remapped Dotlp
0 7
1 6
2 5
3 4
4 3
5 2
6 1
7 0

show dotlx interface

Syntax

Parameters

Defaults

Command Modes

Command
History

Display the 802.1X configuration of an interface.

show dotlx interface interface [mac-address mac-address]

interface Enter one of the following keywords and slot/port or number information:
e For a Gigabit Ethernet interface, enter the keyword GigabitEthernet
followed by the slot/port information.
» For a Fast Ethernet interface, enter the keyword FastEthernet followed by
the slot/port information.
e For aTen Gigabit Ethernet interface, enter the keyword TenGigabitEthernet
followed by the slot/port information.

mac-address (Optional) MAC address of a supplicant.

No default values or behavior
EXEC

EXEC privilege

Version 8.3.12.0 Introduced on the S4810.

\ersion 8.4.2.1 Introduced mac-address option on the C-Series and S-Series

Version 7.6.1.0 Introduced on C-Series, E-Series, and S-Series
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Usage  C-Seriesand S-Series only: Enter a supplicant’s MAC address using the mac-address option

€ i
S Information  to display information only on the 802.1X-enabled port to which the supplicant is connected.
° If 802.1X multi-supplicant authentication is enabled on a port, additional 802.1X
S configuration details (port authentication status, untagged VLAN ID, authentication PAE
2 state, and backend state) are displayed for each supplicant as shown in the last example.
=]
n
_ Example FTOS#show dotlx int Gi 2/32
g 802.1x information on Gi 2/32:
Q
= Dotlx Status: Enable
.8 Port Control: AUTO
= Port Auth Status: UNAUTHORIZED
= Re-Authentication: Disable
= Untagged VLAN id: None
Guest VLAN: Enable
Guest VLAN id: 10
Auth-Fail VLAN: Enable

Auth-Fail VLAN id: 11
Auth-Fail Max-Attempts: 3

Tx Period: 30 seconds
Quiet Period: 60 seconds
ReAuth Max: 2
Supplicant Timeout: 30 seconds
Server Timeout: 30 seconds
Re-Auth Interval: 3600 seconds
Max-EAP-Req: 2
Auth Type: SINGLE_HOST
Auth PAE State: Initialize
Backend State: Initialize
FTOS#

Example FTOS#show dotlx interface gig 2/21 mac-address 00:00:01:00:07:00

(show dotlx
interface 802.1x information on Gi 2/21:
mac-address) [T TTTTTTTTTTTTTTTTTTTTTTTTOo

Dotlx Status: Enable
Port Control: AUTO
Re-Authentication: Disable
Guest VLAN: Disable
Guest VLAN id: NONE
Auth-Fail VLAN: Disable
Auth-Fail VLAN id: NONE
Auth-Fail Max-Attempts: NONE
Mac-Auth-Bypass: Enable
Mac-Auth-Bypass Only: Disable
Tx Period: 5 seconds
Quiet Period: 60 seconds
ReAuth Max: 1
Supplicant Timeout: 30 seconds
Server Timeout: 30 seconds
Re-Auth Interval: 60 seconds
Max-EAP-Req: 2
Host Mode: MULTI_AUTH
Max-Supplicants: 128

Port status and State info for Supplicant: 00:00:01:00:07:00

Port Auth Status: AUTHORIZED(MAC-AUTH-BYPASS)
Untagged VLAN id: 4094
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Example

(Multi-Supplicant

Authentication
enabled)

Auth PAE State:
Backend State:
FTOS#

Authenticated
Idle

FTOS#show dotlx interface g 0/21

802.1x information on Gi

Dotlx Status:

Port Control:
Re-Authentication:
Guest VLAN:

Guest VLAN id:
Auth-Fail VLAN:
Auth-Fail VLAN id:

Auth-Fail Max-Attempts:

Mac-Auth-Bypass:
Mac-Auth-Bypass Only:
Tx Period:

Quiet Period:
ReAuth Max:
Supplicant Timeout:
Server Timeout:
Re-Auth Interval:
Max-EAP-Req:

Host Mode:
Max-Supplicants:

Port status and State

Port Auth Status:
Untagged VLAN id:
Auth PAE State:
Backend State:

Port status and State

Port Auth Status:
Untagged VLAN id:
Auth PAE State:
Backend State:

Port status and State

Port Auth Status:
Untagged VLAN id:
Auth PAE State:
Backend State:

0/21:

AUTO
Disable
Enable

100
Disable
NONE

NONE
Disable
Disable

30 seconds
60 seconds
3

30 seconds
30 seconds
60 seconds
2
MULTI_AUTH
128

info for Supplicant: 00:00:00:00:00:10

AUTHORIZED
400
Authenticated
Idle

info for Supplicant: 00:00:00:00:00:11

AUTHORIZED
300
Authenticated
Idle

info for Supplicant: 00:00:00:00:00:15

AUTHORIZED(GUEST-VLAN)

100
Authenticated
Idle

802.1X
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Access Control Lists (ACL)

Overview

Access Control Lists (ACLs) are supported by FTOS on all Dell Forcel0 platforms, as
indicated by the characters that appear under each of the command headings: E-Series,
C-Series, S-Series, or [54810).

FTOS supports the following types of Access Control List (ACL), IP prefix list, and route
map:

e Commands Common to all ACL Types
e Common IP ACL Commands

« Standard IP ACL Commands

e Extended IP ACL Commands

e Common MAC Access List Commands
« Standard MAC ACL Commands

» Extended MAC ACL Commands

e IP Prefix List Commands

* Route Map Commands

e AS-Path Commands

* IP Community List Commands

% Note: For ACL commands used in the Trace function, refer to the section Trace List
Commands in the chapter Security.

% Note: For IPv6 ACL commands, refer to Access Control Lists (ACL).

Commands Common to all ACL Types

The following commands are available within each ACL mode and do not have
mode-specific options. Some commands may use similar names, but require different options
to support the different ACL types (for example, deny).

e description
e remark

Access Control Lists (ACL) | 181



www.dell.com | support.dell.com

182

description

Syntax

Parameters

Defaults

Command Modes

Command
History

remark
QOO
(52810)

Syntax

Parameters

Defaults

Command Modes

» show config

Configure a short text string describing the ACL.

description text

text Enter a text string up to 80 characters long.

Not enabled.

CONFIGURATION-STANDARD-ACCESS-LIST

CONFIGURATION-EXTENDED-ACCESS-LIST

CONFIGURATION-MAC ACCESS LIST-STANDARD

CONFIGURATION-MAC ACCESS LIST-EXTENDED

Version 8.3.7.0 Introduced on S4810

Version 8.1.1.0 Introduced on E-Series ExaScale
Version 7.6.1.0 Introduced on S-Series

Version 7.5.1.0 Introduced on C-Series
pre-Version 6.2.1.1 Introduced on E-Series

Enter a description for an ACL entry.

remark [remark-number] [description]

remark-number Enter the remark number. Note that the same sequence number can
be used for the remark and an ACL rule.
Range: 0 to 4294967290

description Enter a description of up to 80 characters.

Not configured
CONFIGURATION-STANDARD-ACCESS-LIST

CONFIGURATION-EXTENDED-ACCESS-LIST

Access Control Lists (ACL)



CONFIGURATION-MAC ACCESS LIST-STANDARD

CONFIGURATION-MAC ACCESS LIST-EXTENDED

CoEirgt%r:S Version 8.3.7.0 Introduced on S4810
Version 8.1.1.0 Introduced on E-Series ExaScale
Version 7.6.1.0 Added support for S-Series
\ersion 7.5.1.0 Added support for C-Series
pre-\Version 6.4.1.0 Introduced for E-Series

Usage  The remark command is available in each ACL mode. You can configure up to 4294967290
Information  remarks in a given ACL.

The following example shows the use of the remark command twice within the
CONFIGURATION-STANDARD-ACCESS-LIST mode. Here, the same sequence number
was used for the remark and for an associated ACL rule. The remark will precede the rule in
the running-config because it is assumed that the remark is for the rule with the same
sequence number, or the group of rules that follow the remark.

Example FTOS(config-std-nacl)#remark 10 Deny rest of the traffic
FTOS(config-std-nacl)#remark 5 Permit traffic from XYZ Inc.
FTOS(config-std-nacl)#show config
1

ip access-list standard test

remark 5 Permit traffic from XYZ Inc.
seq 5 permit 1.1.1.0/24

remark 10 Deny rest of the traffic
seq 10 Deny any
FTOS(config-std-nacl)#

Related

Commands show config Display the current ACL configuration.

show config
Display the current ACL configuration.

Syntax show config
Command Modes ~ CONFIGURATION-STANDARD-ACCESS-LIST
CONFIGURATION-EXTENDED-ACCESS-LIST
CONFIGURATION-MAC ACCESS LIST-STANDARD

CONFIGURATION-MAC ACCESS LIST-EXTENDED

Access Control Lists (ACL) | 183



Command

History Version 8.3.7.0 Introduced on S4810
Version 8.1.1.0 Introduced on E-Series ExaScale
Version 7.6.1.0 ~ Support added for S-Series
Version 7.5.1.0 Support added for C-Series
Version 6.2.1.1 Introduced

Example FTOS(config-ext-nacl)#show conf
1

ip access-list extended patches
FTOS(config-ext-nacl)#
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Common IP ACL Commands

The following commands are available within both IP ACL modes (Standard and Extended)
and do not have mode-specific options. When an access-list (ACL) is created without any rule
and then applied to an interface, ACL behavior reflects an implicit permit.

and platforms support Ingress IP ACLs only.
The following commands allow you to clear, display, and assign IP ACL configurations.

* access-class

» clear counters ip access-group
e ip access-group

» show ip access-lists

» show ip accounting access-list

E Note: Refer also to Commands Common to all ACL Types.

access-class
Apply a standard ACL to a terminal line.

Syntax access-class access-list-name

Parameters - -
access-list-name Enter the name of a configured Standard ACL, up to 140 characters.

Defaults  Not configured.

Command Modes LINE

Command

History Version 8.3.7.0 Introduced on S4810

Version 8.1.1.0 Introduced on E-Series ExaScale
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Version 7.8.1.0

Increased name string to accept up to 140 characters. Prior to 7.8.1.0,
names are up to 16 characters long.

Version 7.6.1.0

Support added for S-Series

Version 7.5.1.0

Support added for C-Series

pre-Version 6.2.1.1

Introduced

clear counters ip access-group

Syntax

Parameters

Command Modes

Command
History

Erase all counters maintained for access lists.

clear counters ip access-group [access-list-name]

access-list-name

(OPTIONAL) Enter the name of a configured access-list, up to 140
characters.

EXEC Privilege

Version 8.1.1.0

Introduced on E-Series ExaScale

Version 7.8.1.0

Increased name string to accept up to 140 characters. Prior to 7.8.1.0,
names are up to 16 characters long.

Version 7.6.1.0

Support added for S-Series

Version 7.5.1.0

Support added for C-Series

pre-Version 6.2.1.1

Introduced

Ip access-group
Assign an IP access list (IP ACL) to an interface.

Syntax

Parameters

ip access-group access-list-name {in | out} [implicit-permit] [vlan vian-id]

access-list-name

Enter the name of a configured access list, up to 140 characters.

in

Enter the keyword in to apply the ACL to incoming traffic.

out

Enter the keyword out to apply the ACL to outgoing traffic.

Note: Available only on 12-port 1-Gigabit Ethernet FLEX line card. Refer
to your line card documentation for specifications. Not available on
S-Series.

implicit-permit

(OPTIONAL) Enter the keyword implicit-permit to change the default
action of the ACL from implicit-deny to implicit-permit (that is, if the
traffic does not match the filters in the ACL, the traffic is permitted
instead of dropped).

vlan vlan-id

(OPTIONAL) Enter the keyword vian followed by the ID numbers of the
VLAN:S.
Range: 1 to 4094, 1-2094 for ExaScale (can used IDs 1-4094)

Access Control Lists (ACL)
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Defaults Not enabled.

Command Modes INTERFACE

Command

History Version 8.1.1.0 Introduced on E-Series ExaScale

Version 7.8.1.0 Increased name string to accept up to 140 characters. Prior to 7.8.1.0,
names are up to 16 characters long.

Version 7.6.1.0 Support added for S-Series

\ersion 7.5.1.0 Support added for C-Series

pre-Version 6.2.1.1 Introduced

Usage  You can assign one ACL (standard or extended ACL) to an interface.
Information

7 Note: This command is supported on the loopback interfaces of EE3, and EF series
RPMs. It is not supported on loopback interfaces ED series RPM, or on C-Series or
S-Series loopback interfaces.

When you apply an ACL that filters IGMP traffic, all IGMP traffic is redirected to the CPUs
and soft-forwarded, if required, in the following scenarios:

e onalLayer 2 interface - if a Layer 3 ACL is applied to the interface.
e onalLayer 3 port or on a Layer 2/Layer 3 port

Related

Commands ip access-list standard Configure a standard ACL.

ip access-list extended Configure an extended ACL.

show ip access-lists
Display all of the IP ACLs configured in the system, whether or not they are applied to an
interface, and the count of matches/mismatches against each ACL entry displayed.

Syntax  show ip access-lists [access-list-name] [interface interface] [in | out]
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Parameters -
access-list-name

Enter the name of a configured MAC ACL, up to 140 characters.

interface interface

Enter the keyword interface followed by the one of the following keywords
and slot/port or number information:

For a 1-Gigabit Ethernet interface, enter the keyword GigabitEthernet
followed by the slot/port information.

For a Port Channel interface, enter the keyword port-channel followed
by a number:

C-Series and S-Series Range: 1 to 128

E-Series Range: 1 to 255 for TeraScale and 1 to 512 for
ExaScale.

For a SONET interface, enter the keyword sonet followed by the slot/
port information.

For a 10-Gigabit Ethernet interface, enter the keyword
TenGigabitEthernet followed by the slot/port information.

For a 40-Gigabit Ethernet interface, enter the keyword fortyGigE
followed by the slot/port information.

For a VLAN interface,

in | out

Identify whether ACL is applied on ingress or egress side.

Command Modes EXEC Privilege

Command

History Version 8.5.1.0

Added support for 4-port 40G line cards on ExaScale.

Version 8.4.1.0

Introduced

Version 8.3.10.0

Added support for VLAN interface on S4810

Version 8.3.7.0

Introduced on S4810

show ip accounting access-list

Display the IP access-lists created on the switch and the sequence of filters.

Syntax show ip accounting {access-list access-list-name | cam_count} interface interface

Parameters -
access-list-name

Enter the name of the ACL to be displayed.

cam_count

List the count of the CAM rules for this ACL.

interface interface

Enter the keyword interface followed by the interface type and slot/port

or number information:

e For a 1-Gigabit Ethernet interface, enter the keyword
GigabitEthernet followed by the slot/port information.

e For a Port Channel interface, enter the keyword port-channel
followed by a number:

C-Series and S-Series Range: 1-128
E-Series Range: 1 to 255 for TeraScale and 1 to 512 for ExaScale.
e For a SONET interface, enter the keyword sonet followed by the
slot/port information.
e For a 10-Gigabit Ethernet interface, enter the keyword
TenGigabitEthernet followed by the slot/port information.
* For a 40-Gigabit Ethernet interface, enter the keyword fortyGigE
followed by the slot/port information.

Access Control Lists (ACL)
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Command Modes EXEC

EXEC Privilege

Command

History \ersion 8.5.1.0 Added support for 4-port 40G line cards on ExaScale.

Version 8.3.7.0 Introduced on S4810

Version 7.6.1.0 Support added for S-Series

\ersion 7.5.1.0 Support added for C-Series

pre-Version 6.2.1.1 Introduced

Example FTOS#show ip accounting access FILTERL interface gig 1/6
Extended IP access list FILTER1
seq 5 deny ip any 191.1.0.0 /16 count (0Ox00 packets)
seq 10 deny ip any 191.2.0.0 /16 order 4
seq 15 deny ip any 191.3.0.0 /16
seq 20 deny ip any 191.4.0.0 /16
seq 25 deny ip any 191.5.0.0
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Table 7-1 defines the information in the example above.

Table 7-1. show ip accounting access-lists Command Example Field

Field Description
“Extended IP...” Displays the name of the IP ACL.
“seq 5...” Displays the filter. If the keywords count or byte were configured

in the filter, the number of packets or bytes processed by the filter
is displayed at the end of the line.

“order 4” Displays the QoS order of priority for the ACL entry.

Standard IP ACL Commands

When an ACL is created without any rule and then applied to an interface, ACL behavior
reflects an implicit permit.

and platforms support Ingress IP ACLs only.

The commands needed to configure a Standard IP ACL are:

* deny
* ip access-list standard
e permit

» resequence access-list
» resequence prefix-list ipv4
*  seq

7 Note: Refer also to Commands Common to all ACL Types and Common IP ACL
Commands.
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deny

Configure a filter to drop packets with a certain IP address.

G2810)

Syntax  deny {source [mask] | any | host ip-address} [count [byte] | log] [dscp value] [order] [monitor]

[fragments]

To remove this filter, you have two choices:

e Use the no seq sequence-number command syntax if you know the filter’s
sequence number or

e Use the no deny {source [mask] | any | host ip-address} command.

Parameters
source

Enter the IP address in dotted decimal format of the network from which
the packet was sent.

mask

(OPTIONAL) Enter a network mask in /prefix format (/x) or A.B.C.D.
The mask, when specified in A.B.C.D format, may be either contiguous or
non-contiguous (discontiguous).

any

Enter the keyword any to specify that all routes are subject to the filter.

host ip-address

Enter the keyword host followed by the IP address to specify a host IP
address only.

count

(OPTIONAL) Enter the keyword count to count packets processed by the
filter.

byte

(OPTIONAL) Enter the keyword byte to count bytes processed by the
filter.

log

(OPTIONAL, E-Series only) Enter the keyword log to enter ACL matches
in the log.

dscp

(OPTIONAL) Enter the keyword dcsp to match to the IP DCSCP values.

order

(OPTIONAL) Enter the keyword order to specify the QoS order of

priority for the ACL entry.

Range:  0-254 (where 0 is the highest priority and 254 is the lowest;
lower order numbers have a higher priority)

Default: If the order keyword is not used, the ACLs have the lowest
order by default(255).

monitor

(OPTIONAL) Enter the keyword monitor when the rule is describing the
traffic that you want to monitor and the ACL in which you are creating the
rule will be applied to the monitored interface. For details, refer to the
section “Flow-based Monitoring” in the Port Monitoring chapter of the
FTOS Configuration Guide.

fragments

Enter the keyword fragments to use ACLs to control packet fragments.

Defaults  Not configured.

Command Modes ~ CONFIGURATION-STANDARD-ACCESS-LIST

Access Control Lists (ACL)
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Command
History

Usage
Information

Related
Commands

Syntax

Parameters

Defaults

Command Modes

Version 8.3.7.0 Introduced on S4810

Version 8.3.1.0  Add DSCP value for ACL matching.

Version 8.2.1.0  Allows ACL control of fragmented packets for IP (Layer 3) ACLs.

Version 8.1.1.0 Introduced on E-Series ExaScale

Version 7.6.1.0  Added support for S-Series

Version 7.5.1.0  Added support for C-Series

Version 7.4.1.0  Added support for non-contiguous mask and added the monitor option.

\ersion 6.5.1.0 Expanded to include the optional QoS order priority for the ACL entry.

The order option is relevant in the context of the Policy QoS feature only. refer to the “Quality
of Service” chapter of the FTOS Configuration Guide for more information.

When you use the log option, CP processor logs details about the packets that match.
Depending on how many packets match the log entry and at what rate, the CP may become
busy as it has to log these packets’ details.

The monitor option is relevant in the context of flow-based monitoring only. Refer to the Port
Monitoring chapter.

The C-Series and S-Series cannot count both packets and bytes, so when you enter the count
byte options, only bytes are incremented.

Note: When ACL logging and byte counters are configured simultaneously, byte
counters may display an incorrect value. Configure packet counters with logging
instead.

ip access-list standard Configure a standard ACL.

permit Configure a permit filter.

Ip access-list standard

Create a standard IP access list (IP ACL) to filter based on IP address.

ip access-list standard access-list-name

access-list-name Enter a string up to 140 characters long as the ACL name.

All IP access lists contain an implicit “deny any,” that is, if no match occurs, the packet is
dropped.

CONFIGURATION

Access Control Lists (ACL)



Command
History

Usage
Information

Example

Related
Commands

permit

Syntax

Parameters

Version 8.3.10.0 Introduced on S4810

Version 8.1.1.0 Introduced on E-Series ExaScale

Version 7.8.1.0 Increased name string to accept up to 140 characters. Prior to 7.8.1.0, names are

up to 16 characters long.

Version 7.6.1.0  Added support for S-Series

Version 7.5.1.0  Added support for C-Series

Version 7.4.1.0  Added support for non-contiguous mask and added the monitor option.

Version 6.5.1.0 Expanded to include the optional QoS order priority for the ACL entry.

FTOS supports one ingress and one egress IP ACL per interface.
Prior to 7.8.1.0, names are up to 16 characters long.

The number of entries allowed per ACL is hardware-dependent. Refer to your line card
documentation for detailed specification on entries allowed per ACL.

FTOS(conf)#ip access-list standard TestList
FTOS(config-std-nacl)#

ip access-list extended Create an extended access list.

show config Display the current configuration.

Configure a filter to permit packets from a specific source IP address to leave the switch.

permit {source [mask] | any | host ip-address} [count [byte] | log] [dscp value] [order] [monitor]
To remove this filter, you have two choices:

e Use the no seq sequence-number command syntax if you know the filter’s
sequence number or

e Use the no permit {source [mask] | any | host ip-address} command.

Enter the IP address in dotted decimal format of the network from which

source
the packet was sent.

mask (OPTIONAL) Enter a network mask in /prefix format (/x) or A.B.C.D.
The mask, when specified in A.B.C.D format, may be either contiguous
or non-contiguous.

any Enter the keyword any to specify that all routes are subject to the filter.

host ip-address

Enter the keyword host followed by the IP address to specify a host IP
address or hostname.

count

(OPTIONAL) Enter the keyword count to count packets processed by
the filter.

dscp

(OPTIONAL) Enter the keyword dcsp to match to the IP DCSCP values.

Access Control Lists (ACL)
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byte (OPTIONAL) Enter the keyword byte to count bytes processed by the
filter.

log (OPTIONAL, E-Series only) Enter the keyword log to enter ACL
matches in the log.

order (OPTIONAL) Enter the keyword order to specify the QoS priority for
the ACL entry.
Range:  0-254 (where 0 is the highest priority and 254 is the lowest;
lower order numbers have a higher priority)
Default: If the order keyword is not used, the ACLs have the lowest
order by default (255).

monitor (OPTIONAL) Enter the keyword monitor when the rule is describing the
traffic that you want to monitor and the ACL in which you are creating
the rule will be applied to the monitored interface. For details, refer to the
section “Flow-based Monitoring” in the Port Monitoring chapter of the
FTOS Configuration Guide.
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Defaults ~ Not configured.

Command Modes ~ CONFIGURATION-STANDARD-ACCESS-LIST

Command

History Version 8.3.7.0  Introduced on S4810

Version 8.3.1.0  Add DSCP value for ACL matching.

Version 8.2.1.0  Allows ACL control of fragmented packets for IP (Layer 3) ACLs.

Version 8.1.1.0 Introduced on E-Series ExaScale

Version 7.6.1.0  Added support for S-Series

Version 7.5.1.0  Added support for C-Series

Version 7.4.1.0  Added support for non-contiguous mask and added the monitor option.

Version 6.5.10 Expanded to include the optional QoS order priority for the ACL entry.

Usage  The order option is relevant in the context of the Policy QoS feature only. Refer to the
Information  «“Quality of Service” chapter of the FTOS Configuration Guide for more information.

When you use the log option, CP processor logs details about the packets that match.
Depending on how many packets match the log entry and at what rate, the CP may become
busy as it has to log these packets’ details.

The monitor option is relevant in the context of flow-based monitoring only. Refer to the Port
Monitoring chapter..

The C-Series and S-Series cannot count both packets and bytes, so when you enter the count
byte options, only bytes are incremented.

% Note: When ACL logging and byte counters are configured simultaneously, byte
counters may display an incorrect value. Configure packet counters with logging
instead.
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Related

Commands deny

Assign a IP ACL filter to deny IP packets.

ip access-list standard

Create a standard ACL.

resequence access-list

Re-assign sequence numbers to entries of an existing access-list.

Syntax  resequence access-list {ipv4 | ipv6 | mac} {access-list-name StartingSegNum Step-to-Increment}

Parameters - -
ipv4 | ipv6 | mac

Enter the keyword ipv4, or mac to identify the access list type to
resequence.

access-list-name

Enter the name of a configured IP access list.

StartingSeqNum

Enter the starting sequence number to resequence.
Range: 0 to 4294967290

Step-to-Increment

Enter the step to increment the sequence number.
Range: 1 to 4294967290

Defaults No default values or behavior

Command Modes EXEC

EXEC Privilege

Command

History Version 8.2.1.0

Introduced on E-Series ExaScale (IPv6)

Version 8.1.1.0

Introduced on E-Series ExaScale (IPv4)

Version 7.8.1.0

Increased name string to accept up to 140 characters. Prior to
7.8.1.0, names are up to 16 characters long.

Version 7.6.1.0

Support added for S-Series

Version 7.5.1.0

Support added for C-Series

Version 7.4.1.0

Introduced

Usage  When all sequence numbers have been exhausted, this feature permits re-assigning new
Information  sequence number to entries of an existing access-list.

Related
Commands

resequence prefix-list ipv4

Resequence a prefix list

resequence prefix-list ipv4

Re-assign sequence numbers to entries of an existing prefix list.

Syntax resequence prefix-list ipv4 {prefix-list-name StartingSeqNum Step-to-increment}

Access Control Lists (ACL)

193



www.dell.com | support.dell.com

194

Parameters

Defaults

Command Modes

Command
History

Usage
Information

Related
Commands

seq

Syntax

Parameters

prefix-list-name

Enter the name of configured prefix list, up to 140 characters long.

StartingSegNum

Enter the starting sequence number to resequence.
Range: 0 to 65535

Step-to-Increment

Enter the step to increment the sequence number.
Range: 1 to 65535

No default values or behavior

EXEC

EXEC Privilege

Version 8.1.1.0

Introduced on E-Series ExaScale

Version 7.8.1.0

Increased name string to accept up to 140 characters. Prior to 7.8.1.0,
names are up to 16 characters long.

Version 7.6.1.0

Added support for S-Series

Version 7.5.1.0

Added support for C-Series

Version 7.4.1.0

Introduced

When all sequence numbers have been exhausted, this feature permits re-assigning new
sequence number to entries of an existing prefix list.

Prior to 7.8.1.0, names are up to 16 characters long.

resequence access-list

Resequence an access-list

Assign a sequence number to a deny or permit filter in an IP access list while creating the

filter.

seq sequence-number {deny | permit} {source [mask] | any | host ip-address}} [count [byte] | log]
[dscp value] [order] [monitor] [fragments]

sequence-number

Enter a number from 0 to 4294967290.
S4810 Range: 0 to 65534

deny Enter the keyword deny to configure a filter to drop packets meeting
this condition.

permit Enter the keyword permit to configure a filter to forward packets
meeting this criteria.

source Enter a IP address in dotted decimal format of the network from which
the packet was received.

mask (OPTIONAL) Enter a network mask in /prefix format (/x) or A.B.C.D.

The mask, when specified in A.B.C.D format, may be either contiguous
or non-contiguous.
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Defaults

Command Modes

Command
History

Usage
Information

any

Enter the keyword any to specify that all routes are subject to the filter.

host ip-address

Enter the keyword host followed by the IP address to specify a host IP
address or hostname.

count

(OPTIONAL) Enter the keyword count to count packets processed by
the filter.

byte

(OPTIONAL) Enter the keyword byte to count bytes processed by the
filter.

log

(OPTIONAL, E-Series only) Enter the keyword log to enter ACL
matches in the log.

dscp

(OPTIONAL) Enter the keyword dcsp to match to the IP DCSCP
values.

order

(OPTIONAL) Enter the keyword order to specify the QoS order for the

ACL entry.

Range:  0-254 (where 0 is the highest priority and 254 is the lowest;
lower order numbers have a higher priority)

Default: If the order keyword is not used, the ACLs have the lowest
order by default (255).

monitor

(OPTIONAL) Enter the keyword monitor when the rule is describing
the traffic that you want to monitor and the ACL in which you are
creating the rule will be applied to the monitored interface. For details,
refer to the section “Flow-based Monitoring” in the Port Monitoring
chapter of the FTOS Configuration Guide.

fragments

Enter the keyword fragments to use ACLSs to control packet fragments.

Not configured

CONFIGURATION-STANDARD-ACCESS-LIST

Version 8.3.7.0

Introduced on S4810

Version 8.3.1.0

Add DSCP value for ACL matching.

Version 8.2.1.0

Allows ACL control of fragmented packets for IP (Layer 3) ACLSs.

Version 8.1.1.0

Introduced on E-Series ExaScale

Version 7.6.1.0

Added support for S-Series

Version 7.5.1.0

Added support for C-Series

Version 7.4.1.0

Added support for non-contiguous mask and added the monitor option.

Version 6.5.10

Expanded to include the optional QoS order priority for the ACL entry.

The monitor option is relevant in the context of flow-based monitoring only. Refer to the Port

Monitoring chapter.

The order option is relevant in the context of the Policy QoS feature only. The following

applies:

*  The seq sequence-number is applicable only in an ACL group.

e The order option works across ACL groups that have been applied on an interface

via QoS policy framework.

Access Control Lists (ACL)

195



www.dell.com | support.dell.com

196

Related
Commands

e The order option takes precedence over the seq sequence-number.
* I sequence-number is not configured, then rules with the same order value are
ordered according to their configuration order.

* If the sequence-number is configured, then the sequence-number is used as a tie
breaker for rules with the same order.

When you use the log option, CP processor logs details about the packets that match.
Depending on how many packets match the log entry and at what rate, the CP may become
busy as it has to log these packets’ details.

7 Note: When ACL logging and byte counters are configured simultaneously, byte
counters may display an incorrect value. Configure packet counters with logging

instead.
deny Configure a filter to drop packets.
permit Configure a filter to forward packets.
seq Assign a sequence number to a deny or permit filter in an IP access list while

creating the filter.

Extended IP ACL Commands

When an ACL is created without any rule and then applied to an interface, ACL behavior
reflects an implicit permit.

The following commands configure extended IP ACLs, which in addition to the IP address
also examine the packet’s protocol type.

platforms support Ingress IP ACLs only.

and platforms support Ingress and Egress IP ACLSs.

o deny

e denyarp

e deny ether-type
* denyicmp

e denytcp

e deny udp

* ip access-list extended
e permit

e permitarp

e permit ether-type
e permiticmp

e permit tcp

Access Control Lists (ACL)



deny

Syntax

Parameters

e permit udp

* resequence access-list
» resequence prefix-list ipv4

e segarp
* seq ether-type

s seq

% Note: Refer also to Commands Common to all ACL Types and Common IP ACL

Commands.

Configure a filter that drops IP packets meeting the filter criteria.

deny {ip | ip-protocol-number} {source mask | any | host ip-address} {destination mask | any | host

ip-address} [count [byte] | log] [dscp value] [order] [monitor] [fragments]

To remove this filter, you have two choices:

»  Use the no seq sequence-number command syntax if you know the filter’s
sequence number or

e Use the no deny {ip | ip-protocol-number} {source mask | any | host ip-address}
{destination mask | any | host ip-address} command.

ip

Enter the keyword ip to configure a generic IP access list. The keyword
ip specifies that the access list will deny all IP protocols.

ip-protocol-number

Enter a number from 0 to 255 to deny based on the protocol identified
in the IP protocol header.

source Enter the IP address of the network or host from which the packets were
sent.

mask Enter a network mask in /prefix format (/x) or A.B.C.D. The mask,
when specified in A.B.C.D format, may be either contiguous or
non-contiguous.

any Enter the keyword any to specify that all routes are subject to the filter.

host ip-address

Enter the keyword host followed by the IP address to specify a host IP
address.

destination Enter the IP address of the network or host to which the packets are
sent.

count (OPTIONAL) Enter the keyword count to count packets processed by
the filter.

byte (OPTIONAL) Enter the keyword byte to count bytes processed by the
filter.

log (OPTIONAL, E-Series only) Enter the keyword log to enter ACL

matches in the log.
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dscp (OPTIONAL) Enter the keyword dcsp to match to the IP DCSCP
values.

order (OPTIONAL) Enter the keyword order to specify the QoS priority for
the ACL entry.
Range:  0-254 (where 0 is the highest priority and 254 is the lowest;
lower order numbers have a higher priority)
Default: If the order keyword is not used, the ACLs have the lowest
order by default (255).

monitor (OPTIONAL) Enter the keyword monitor when the rule is describing
the traffic that you want to monitor and the ACL in which you are
creating the rule will be applied to the monitored interface. For details,
refer to the section “Flow-based Monitoring” in the Port Monitoring
chapter of the FTOS Configuration Guide.

fragments Enter the keyword fragments to use ACLs to control packet fragments.

Defaults  Not configured.

Command Modes ~ CONFIGURATION-EXTENDED-ACCESS-LIST

Command

History Version 8.3.7.0  Introduced on S4810

Version 8.3.1.0  Add DSCP value for ACL matching.

Version 8.2.1.0  Allows ACL control of fragmented packets for IP (Layer 3) ACLs.

Version 8.1.1.0 Introduced on E-Series ExaScale

Version 7.6.1.0  Added support for S-Series

Version 7.5.1.0  Added support for C-Series

Version 7.4.1.0  Added support for non-contiguous mask and added the monitor option.

Version 6.5.10 Expanded to include the optional QoS order priority for the ACL entry.

Usage  The order option is relevant in the context of the Policy QoS feature only. Refer to the
Information  «“Quality of Service” chapter of the FTOS Configuration Guide for more information.

When you use the log option, CP processor logs details about the packets that match.
Depending on how many packets match the log entry and at what rate, the CP may become
busy as it has to log these packets’ details.

The C-Series and S-Series cannot count both packets and bytes, so when you enter the count
byte options, only bytes are incremented.

The monitor option is relevant in the context of flow-based monitoring only. Refer to the Port
Monitoring chapter.

% Note: When ACL logging and byte counters are configured simultaneously, byte
counters may display an incorrect value. Configure packet counters with logging
instead.
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Related
Commands

deny arp

Syntax

Parameters

deny tcp

Assign a filter to deny TCP packets.

deny udp

Assign a filter to deny UDP packets.

ip access-list extended

Create an extended ACL.

Configure an egress filter that drops ARP packets on egress ACL supported line cards (refer
to your line card documentation).

deny arp {destination-mac-address mac-address-mask | any} vlan vlan-id {ip-address | any |
opcode code-number} [count [byte] | log] [order] [monitor]

To remove this filter, use one of the following:

e Use the no seq sequence-number command syntax if you know the filter’s
sequence number or

* Use the no deny arp {destination-mac-address mac-address-mask | any} vlan vian-id
{ip-address | any | opcode code-number} command.

destination-mac-addres
s mac-address-mask

Enter a MAC address and mask in the nn:nn:nn:nn:nn format.

For the MAC address mask, specify which bits in the MAC address must
match.

The MAC ACL supports an inverse mask, therefore, a mask of

ff:ff-ff. ff:ff:ff allows entries that do not match and a mask of
00:00:00:00:00:00 only allows entries that match exactly.

any Enter the keyword any to match and drop any ARP traffic on the
interface.

vlan vlan-id Enter the keyword vian followed by the VLAN ID to filter traffic
associated with a specific VLAN.
Range: 1 to 4094, 1-2094 for ExaScale (can used IDs 1-4094)
To filter all VLAN traffic specify VLAN 1.

ip-address Enter an IP address in dotted decimal format (A.B.C.D) as the target IP

address of the ARP.

opcode code-number

Enter the keyword opcode followed by the number of the ARP opcode.
Range: 1 to 23.

count (OPTIONAL) Enter the keyword count to count packets processed by
the filter.

byte (OPTIONAL) Enter the keyword byte to count bytes processed by the
filter.

log (OPTIONAL, E-Series only) Enter the keyword log to have the

information kept in an ACL log file.
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order (OPTIONAL) Enter the keyword order to specify the QoS priority for
the ACL entry.
Range:  0-254 (where 0 is the highest priority and 254 is the lowest;
lower order numbers have a higher priority)
Default: If the order keyword is not used, the ACLs have the lowest
order by default (255).

monitor (OPTIONAL) Enter the keyword monitor when the rule is describing
the traffic that you want to monitor and the ACL in which you are
creating the rule will be applied to the monitored interface. For details,
refer to the section “Flow-based Monitoring” in the Port Monitoring
chapter of the FTOS Configuration Guide.

Defaults  Not configured.

www.dell.com | support.dell.com

Command Modes ~ CONFIGURATION-EXTENDED-ACCESS-LIST

Command

History Version 8.2.1.0  Allows ACL control of fragmented packets for IP (Layer 3) ACLs.

Version 8.1.1.0 Introduced on E-Series ExaScale

Version 7.4.1.0  Added monitor option

Version 6.5.10 Expanded to include the optional QoS order priority for the ACL entry.

Usage  The order option is relevant in the context of the Policy QoS feature only. Refer to the
Information  «Quality of Service” chapter of the FTOS Configuration Guide for more information.

The monitor option is relevant in the context of flow-based monitoring only. Refer to the Port
Monitoring chapter.

When you use the log option, CP processor logs details about the packets that match.
Depending on how many packets match the log entry and at what rate, the CP may become
busy as it has to log these packets’ details.

You cannot include IP, TCP or UDP (Layer 3) filters in an ACL configured with ARP or
Ether-type (Layer 2) filters. Apply Layer 2 ACLs (ARP and Ether-type) to Layer 2 interfaces
only.

7 Note: When ACL logging and byte counters are configured simultaneously, byte
counters may display an incorrect value. Configure packet counters with logging
instead.

deny ether-type

Configure an egress filter that drops specified types of Ethernet packets on egress ACL
supported line cards (refer to your line card documentation).

Syntax deny ether-type protocol-type-number {destination-mac-address mac-address-mask | any} vlan
vlan-id {source-mac-address mac-address-mask | any} [count [byte] | log] [order] [monitor]

To remove this filter, use one of the following:
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e Use the no seq sequence-number command syntax if you know the filter’s
sequence number or

e Use the no deny ether-type protocol-type-number {destination-mac-address

mac-address-mask | any} vlan vlan-id {source-mac-address mac-address-mask | any}

command.

Parameters
protocol-type-number

Enter a number from 600 to FFFF as the specific Ethernet type
traffic to drop.

destination-mac-address
mac-address-mask

Enter a MAC address and mask in the nn:nn:nn:nn:nn format.

For the MAC address mask, specify which bits in the MAC address
must match.

The MAC ACL supports an inverse mask, therefore, a mask of
ff.ff.ff.ff.ff.ff allows entries that do not match and a mask of
00:00:00:00:00:00 only allows entries that match exactly.

any

Enter the keyword any to match and drop specific Ethernet traffic
on the interface.

vlan vlan-id

Enter the keyword vlan followed by the VLAN ID to filter traffic
associated with a specific VLAN.

Range: 1 to 4094, 1-2094 for ExaScale (can used IDs 1-4094)

To filter all VLAN traffic specify VLAN 1.

source-mac-address
mac-address-mask

Enter a MAC address and mask in the nn:nn:nn:nn:nn format.

For the MAC address mask, specify which bits in the MAC address
must match.

The MAC ACL supports an inverse mask, therefore, a mask of
ff.ff.ff.ff.ff.ff allows entries that do not match and a mask of
00:00:00:00:00:00 only allows entries that match exactly.

count

(OPTIONAL) Enter the keyword count to count packets processed
by the filter.

byte

(OPTIONAL) Enter the keyword byte to count bytes processed by
the filter.

(OPTIONAL, E-Series only) Enter the keyword log to have the
information kept in an ACL log file.

order

(OPTIONAL) Enter the keyword order to specify the QoS priority

for the ACL entry.

Range:  0-254 (where 0 is the highest priority and 254 is the
lowest; lower order numbers have a higher priority)

Default: If the order keyword is not used, the ACLs have the
lowest order by default (255).

monitor

(OPTIONAL) Enter the keyword monitor when the rule is
describing the traffic that you want to monitor and the ACL in
which you are creating the rule will be applied to the monitored
interface. For details, refer to the section “Flow-based Monitoring”
in the Port Monitoring chapter of the FTOS Configuration Guide.

Defaults  Not configured.

Command Modes ~ CONFIGURATION-EXTENDED-ACCESS-LIST
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Command
History

Usage
Information

deny icmp

Syntax

Parameters

Version 8.2.1.0  Allows ACL control of fragmented packets for IP (Layer 3) ACLs.

Version 8.1.1.0 Introduced on E-Series ExaScale

Version 7.4.1.0  Added monitor option

Version 6.5.10 Expanded to include the optional QoS order priority for the ACL entry.

The order option is relevant in the context of the Policy QoS feature only. Refer to the
“Quiality of Service” chapter of the FTOS Configuration Guide for more information.

When you use the log option, CP processor logs details about the packets that match.
Depending on how many packets match the log entry and at what rate, the CP may become
busy as it has to log these packets’ details.

The monitor option is relevant in the context of flow-based monitoring only. Refer to the Port
Monitoring chapter.

You cannot include IP, TCP or UDP (Layer 3) filters in an ACL configured with ARP or
Ether-type (Layer 2) filters. Apply Layer 2 ACLs (ARP and Ether-type) to Layer 2 interfaces
only.

Note: When ACL logging and byte counters are configured simultaneously, byte
counters may display an incorrect value. Configure packet counters with logging
instead.

Configure a filter to drop all or specific ICMP messages.

deny icmp {source mask | any | host ip-address} {destination mask | any | host ip-address} [dscp]
[message-type] [count [byte] | log] [order] [monitor] [fragments]

To remove this filter, you have two choices:

»  Use the no seq sequence-number command syntax if you know the filter’s
sequence number or

e Use the no deny icmp {source mask | any | host ip-address} {destination mask | any |
host ip-address} command.

source Enter the IP address of the network or host from which the packets were sent.
mask Enter a network mask in /prefix format (/x) or A.B.C.D. The mask, when
specified in A.B.C.D format, may be either contiguous or non-contiguous.
any Enter the keyword any to specify that all routes are subject to the filter.
host ip-address Enter the keyword host followed by the IP address to specify a host IP
address.
destination Enter the IP address of the network or host to which the packets are sent.
dscp Enter this keyword to deny a packet based on DSCP value.
Range: 0-63
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Defaults

Command Modes

Command
History

Usage
Information

message-type

(OPTIONAL) Enter an ICMP message type, either with the type (and code, if
necessary) numbers or with the name of the message type (ICMP message
types are listed in Table 7-2).

Range: 0 to 255 for ICMP type; 0 to 255 for ICMP code

count

(OPTIONAL) Enter the keyword count to count packets processed by the
filter.

byte

(OPTIONAL) Enter the keyword byte to count bytes processed by the filter.

(OPTIONAL, E-Series only) Enter the keyword log to have the information
kept in an ACL log file.

order

(OPTIONAL) Enter the keyword order to specify the QoS priority for the

ACL entry.

Range:  0-254 (where 0 is the highest priority and 254 is the lowest; lower
order numbers have a higher priority)

Default: If the order keyword is not used, the ACLs have the lowest order by
default (255).

monitor

(OPTIONAL) Enter the keyword monitor when the rule is describing the
traffic that you want to monitor and the ACL in which you are creating the
rule will be applied to the monitored interface. For details, refer to the section
“Flow-based Monitoring” in the Port Monitoring chapter of the FTOS
Configuration Guide.

fragments

Enter the keyword fragments to use ACLs to control packet fragments.

Not configured

CONFIGURATION-EXTENDED-ACCESS-LIST

Version 8.3.1.0  Added dscp keyword.

Version 8.2.1.0  Allows ACL control of fragmented packets for IP (Layer 3) ACLs.

Version 8.1.1.0 Introduced on E-Series ExaScale

Version 7.4.1.0  Added support for non-contiguous mask and added the monitor option.

Version 6.5.10 Expanded to include the optional QoS order priority for the ACL entry.

The order option is relevant in the context of the Policy QoS feature only. Refer to the
“Quality of Service” chapter of the FTOS Configuration Guide for more information.

When you use the log option, CP processor logs details about the packets that match.
Depending on how many packets match the log entry and at what rate, the CP may become
busy as it has to log these packets’ details.

The monitor option is relevant in the context of flow-based monitoring only. Refer to the Port

Monitoring chapter.

Note: When ACL logging and byte counters are configured simultaneously, byte
counters may display an incorrect value. Configure packet counters with logging

instead.
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Table 7-2 lists the keywords displayed in the CLI help and their corresponding ICMP

Message Type Name.

Table 7-2. ICMP Message Type Keywords

Keyword

ICMP Message Type Name

administratively-prohibited

Administratively prohibited

alternate-address

Alternate host address

conversion-error

Datagram conversion error

dod-host-prohibited

Host prohibited

dod-net-prohibited

Net prohibited

echo

Echo

echo-reply

Echo reply

general-parameter-problem

Parameter problem

host-isolated

Host isolated

host-precedence-unreachable

Host unreachable for precedence

host-redirect

Host redirect

host-tos-redirect

Host redirect for TOS

host-tos-unreachable

Host unreachable for TOS

host-unknown

Host unknown

host-unreachable

Host unreachable

information-reply

Information replies

information-request

Information requests

mask-reply

Mask replies

mask-request

Mask requests

mobile-redirect

Mobile host redirect

net-redirect

Network redirect

net-tos-redirect

Network redirect for TOS

net-tos-unreachable

Network unreachable for TOS

net-unreachable

Network unreachable

network-unknown

Network unknown

no-room-for-option

Parameter required but no room

option-missing

Parameter required but not present

packet-too-big

Fragmentation needed and DF set

parameter-problem

All parameter problems

port-unreachable

Port unreachable

precedence-unreachable

Precedence cutoff

protocol-unreachable

Protocol unreachable

reassembly-timeout

Reassembly timeout
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deny tcp

Syntax

Parameters

Table 7-2. ICMP Message Type Keywords
Keyword ICMP Message Type Name
redirect All redirects

router-advertisement

Router discovery advertisements

router-solicitation

Router discovery solicitations

source-quench

Source quenches

source-route-failed

Source route failed

time-exceeded

All time exceeded

timestamp-reply

Timestamp replies

timestamp-request

Timestamp requests

traceroute

Traceroute

ttl-exceeded

TTL exceeded

unreachable

All unreachables

Configure a filter that drops TCP packets meeting the filter criteria.

deny tcp {source mask | any | host ip-address} [bit] [operator port [port]] {destination mask | any |
host ip-address} [dscp] [bit] [operator port [port]] [count [byte] | log] [order] [monitor]

[fragments]

To remove this filter, you have two choices:

e Use the no seq sequence-number command syntax if you know the filter’s
sequence number or

e Use the no deny tcp {source mask | any | host ip-address} {destination mask | any |
host ip-address} command.

source Enter the IP address of the network or host from which the packets were
sent.

mask Enter a network mask in /prefix format (/x) or A.B.C.D. The mask,
when specified in A.B.C.D format, may be either contiguous or
non-contiguous.

any Enter the keyword any to specify that all routes are subject to the filter.

host ip-address

Enter the keyword host followed by the IP address to specify a host IP
address.

dscp

Enter this keyword to deny a packet based on DSCP value.
Range: 0-63
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bit Enter a flag or combination of bits:
ack: acknowledgement field
fin: finish (no more data from the user)
psh: push function
rst: reset the connection
syn: synchronize sequence numbers
urg: urgent field

operator (OPTIONAL) Enter one of the following logical operand:
e eqg=equal to
* neq = not equal to
e gt =greater than

It = less than

* range = inclusive range of ports (you must specify two ports for the
port command parameter.

www.dell.com | support.dell.com
L]

port port Enter the application layer port number. Enter two port numbers if using
the range logical operand.
Range: 0 to 65535.
The following list includes some common TCP port numbers:

o 23 =Telnet
e 20and21=FTP
o 25=SMTP
e 169 = SNMP
destination Enter the IP address of the network or host to which the packets are
sent.
mask Enter a network mask in /prefix format (/x) or A.B.C.D. The mask,

when specified in A.B.C.D format, may be either contiguous or
non-contiguous.

count (OPTIONAL) Enter the keyword count to count packets processed by
the filter.

byte (OPTIONAL) Enter the keyword byte to count bytes processed by the
filter.

log (OPTIONAL, E-Series only) Enter the keyword log to enter ACL
matches in the log. Supported on Jumbo-enabled line cards only.

order (OPTIONAL) Enter the keyword order to specify the QoS priority for
the ACL entry.

Range:  0-254 (where 0 is the highest priority and 254 is the lowest;
lower order numbers have a higher priority)

Default: If the order keyword is not used, the ACLs have the lowest
order by default (255).

monitor (OPTIONAL) Enter the keyword monitor when the rule is describing
the traffic that you want to monitor and the ACL in which you are
creating the rule will be applied to the monitored interface. For details,
refer to the section “Flow-based Monitoring” in the Port Monitoring
chapter of the FTOS Configuration Guide.

fragments Enter the keyword fragments to use ACLs to control packet fragments.

Defaults ~ Not configured.

Command Modes ~ CONFIGURATION-EXTENDED-ACCESS-LIST
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Command
History

Usage
Information

Version 8.3.1.0

Added dscp keyword.

Version 8.2.1.0

Allows ACL control of fragmented packets for IP (Layer 3) ACLSs.

Version 8.1.1.0

Introduced on E-Series ExaScale

Version 7.6.1.0

Added support for S-Series

Version 7.5.1.0

Added support for C-Series

Version 7.4.1.0

Deprecated established keyword.

Added support for non-contiguous mask and added the monitor option.

Version 6.5.10

Expanded to include the optional QoS order priority for the ACL entry.

The order option is relevant in the context of the Policy QoS feature only. Refer to the
“Quality of Service” chapter of the FTOS Configuration Guide for more information.

When you use the log option, CP processor logs details about the packets that match.
Depending on how many packets match the log entry and at what rate, the CP may become
busy as it has to log these packets’ details.

The C-Series and S-Series cannot count both packets and bytes, so when you enter the count
byte options, only bytes are incremented.

The monitor option is relevant in the context of flow-based monitoring only. Refer to the Port
Monitoring chapter.

Note: When ACL logging and byte counters are configured simultaneously, byte

counters may display an incorrect value. Configure packet counters with logging
instead.

Most ACL rules require one entry in the CAM. However, rules with TCP and UDP port
operators (gt, It, range) may require more than one entry. The range of ports is configured in
the CAM based on bit mask boundaries; the space required depends on exactly what ports are
included in the range.

For example, an ACL rule with TCP port range 4000 - 8000 uses 8 entries in the CAM:

Rule#

O~NO U WNBE

Total

Data

0000111110100000
0000111111000000
0001000000000000
0001100000000000
0001110000000000
0001111000000000
0001111100000000
0001111101000000

Ports: 4001

Mask

1111111111100000
1111111111000000
1111100000000000
1111110000000000
1111111000000000
1111111100000000
1111111111000000
1111111111111111

From

4000
4032
4096
6144
7168
7680
7936
8000

To

4031
4095
6143
7167
7679
7935
7999
8000

#Covered

32
64
2048
1024
512
256
64

1
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Related
Commands

deny udp

Syntax

Parameters

But an ACL rule with TCP port It 1023 takes only one entry in the CAM:

Rule# Data Mask From To #Covered
1 0000000000000000 1111110000000000 O 1023 1024

Total Ports: 1024

deny Assign a filter to deny IP traffic.

deny udp Assign a filter to deny UDP traffic.

Configure a filter to drop UDP packets meeting the filter criteria.

deny udp {source mask | any | host ip-address} [operator port [port]] {destination mask | any | host
ip-address} [dscp] [operator port [port]] [count [byte] | log] [order] [monitor] [fragments]

To remove this filter, you have two choices:

*  Use the no seq sequence-number command syntax if you know the filter’s
sequence number or

» Use the no deny udp {source mask | any | host ip-address} {destination mask | any |
host ip-address} command.

source Enter the IP address of the network or host from which the packets were sent.

mask Enter a network mask in /prefix format (/x) or A.B.C.D. The mask, when
specified in A.B.C.D format, may be either contiguous or non-contiguous.

any Enter the keyword any to specify that all routes are subject to the filter.

host ip-address Enter the keyword host followed by the IP address to specify a host IP
address.

dscp Enter this keyword to deny a packet based on DSCP value.
Range: 0-63

operator (OPTIONAL) Enter one of the following logical operand:

e eq=equalto

* neq = not equal to

e gt =greater than

e lt=lessthan

¢ range = inclusive range of ports

port port (OPTIONAL) Enter the application layer port number. Enter two port
numbers if using the range logical operand.
Range: 0 to 65535

destination Enter the IP address of the network or host to which the packets are sent.

mask Enter a network mask in /prefix format (/x) or A.B.C.D. The mask, when
specified in A.B.C.D format, may be either contiguous or non-contiguous.

count (OPTIONAL) Enter the keyword count to count packets processed by the
filter.
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Defaults

Command Modes

Command
History

Usage
Information

byte (OPTIONAL) Enter the keyword byte to count bytes processed by the filter.

log (OPTIONAL, E-Series only) Enter the keyword log to enter ACL matches in
the log. Supported on Jumbo-enabled line cards only.

order (OPTIONAL) Enter the keyword order to specify the QoS priority for the
ACL entry.

Range:  0-254 (where 0 is the highest priority and 254 is the lowest; lower
order numbers have a higher priority)

Default: If the order keyword is not used, the ACLs have the lowest order
by default (255).

monitor (OPTIONAL) Enter the keyword monitor when the rule is describing the
traffic that you want to monitor and the ACL in which you are creating the
rule will be applied to the monitored interface. For details, refer to the section
“Flow-based Monitoring” in the Port Monitoring chapter of the FTOS
Configuration Guide.

fragments Enter the keyword fragments to use ACLs to control packet fragments.

Not configured

CONFIGURATION-EXTENDED-ACCESS-LIST

Version 8.3.1.0  Added dscp keyword.

Version 8.2.1.0  Allows ACL control of fragmented packets for IP (Layer 3) ACLs.
Version 8.1.1.0 Introduced on E-Series ExaScale

Version 7.6.1.0  Added support for S-Series

Version 7.5.1.0  Added support for C-Series

Version 7.4.1.0  Added support for non-contiguous mask and added the monitor option.
Version 6.5.10 Expanded to include the optional QoS order priority for the ACL entry.

The order option is relevant in the context of the Policy QoS feature only. Refer to the
“Quality of Service” chapter of the FTOS Configuration Guide for more information.

When you use the log option, CP processor logs details about the packets that match.
Depending on how many packets match the log entry and at what rate, the CP may become
busy as it has to log these packets’ details.

The C-Series and S-Series cannot count both packets and bytes, so when you enter the count
byte options, only bytes are incremented.

The monitor option is relevant in the context of flow-based monitoring only. Refer to the Port
Monitoring chapter.

% Note: When ACL logging and byte counters are configured simultaneously, byte
counters may display an incorrect value. Configure packet counters with logging
instead.
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Most ACL rules require one entry in the CAM. However, rules with TCP and UDP port

=
S operators (gt, It, range) may require more than one entry. The range of ports is configured in
5' the CAM based on bit mask boundaries; the space required depends on exactly what ports are
© included in the range.
) . . ..
e For example, an ACL rule with TCP port range 4000 - 8000 will use 8 entries in the CAM:
=]
n
_ Rulle# Data Mask From To #Covered
§ 1 0000111110100000 1111111111100000 4000 4031 32
o 2 0000111111000000 1111111111000000 4032 4095 64
= 3 0001000000000000 1111100000000000 4096 6143 2048
S 4 0001100000000000 1111110000000000 6144 7167 1024
= 5 0001110000000000 1111111000000000 7168 7679 512
s 6 0001111000000000 1111111100000000 7680 7935 256
z 7 0001111100000000 1111111111000000 7936 7999 64
8 0001111101000000 1111111111111111 8000 8000 1
Total Ports: 4001
But an ACL rule with TCP port It 1023 takes only one entry in the CAM:
Rule# Data Mask From To #Covered
1 0000000000000000 1111110000000000 O 1023 1024
Total Ports: 1024
Related
Commands - - -
deny Assign a deny filter for IP traffic.
deny tcp Assign a deny filter for TCP traffic.
Name (or select) an extended IP access list (IP ACL) based on IP addresses or protocols.
54810
Syntax ip access-list extended access-list-name
To delete an access list, use the no ip access-list extended access-list-name command.
Parameters - - -
access-list-name Enter a string up to 140 characters long as the access list name.
Defaults  All access lists contain an implicit “deny any”; that is, if no match occurs, the packet is
dropped.
Command Modes ~ CONFIGURATION
Command -
History Version 8.3.10.0 Introduced on S4810
Version 8.1.1.0 Introduced on E-Series ExaScale
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Usage
Information

Example

Related
Commands

permit

Syntax

Parameters

Version 7.8.1.0

Increased name string to accept up to 140 characters. Prior to 7.8.1.0, names
are up to 16 characters long.

Version 7.6.1.0

Support added for S-Series

Version 7.5.1.0

Support added for C-Series

pre-Version 6.2.1.1

Introduced on E-Series

The number of entries allowed per ACL is hardware-dependent. Refer to your line card
documentation for detailed specification on entries allowed per ACL.

Prior to 7.8.1.0, names are up to 16 characters long.

FTOS(conf)#ip access-list extended TESTLiStEXTEND
FTOS(config-ext-nacl)#

ip access-list standard

Configure a standard IP access list.

show config

Display the current configuration.

Configure a filter to pass IP packets meeting the filter criteria.

permit {ip | ip-protocol-number} {source mask | any | host ip-address} {destination mask | any |
host ip-address} [count [byte] | log] [dscp value] [order] [monitor] [fragments]

To remove this filter, you have two choices:

e Use the no seq sequence-number command syntax if you know the filter’s
sequence number or

*  Use the no deny {ip | ip-protocol-number} {source mask | any | host ip-address}
{destination mask | any | host ip-address} command.

ip

Enter the keyword ip to configure a generic IP access list. The keyword
ip specifies that the access list will permit all IP protocols.

ip-protocol-number

Enter a number from 0 to 255 to permit based on the protocol identified
in the IP protocol header.
S4810 Range: 0 to 128

source Enter the IP address of the network or host from which the packets
were sent.

mask Enter a network mask in /prefix format (/x) or A.B.C.D. The mask,
when specified in A.B.C.D format, may be either contiguous or
non-contiguous.

any Enter the keyword any to specify that all routes are subject to the filter.

host ip-address

Enter the keyword host followed by the IP address to specify a host IP
address.
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g destination Enter the IP address of the network or host to which the packets are

o sent.

3 count (OPTIONAL) Enter the keyword count to count packets processed by
= the filter.

S byte (QPTIONAL) Enter the keyword byte to count bytes processed by the
= filter.

i log (OPTIONAL, E-Series only) Enter the keyword log to enter ACL

c matches in the log.

S dscp (OPTIONAL) Enter the keyword dcsp to match to the IP DCSCP

= values.

()

© order (OPTIONAL) Enter the keyword order to specify the QoS order of

g priority for the ACL entry.

2 Range:  0-254 (where 0 is the highest priority and 254 is the lowest;

lower order numbers have a higher priority)
Default: If the order keyword is not used, the ACLs have the lowest
order by default (255).

monitor (OPTIONAL) Enter the keyword monitor when the rule is describing
the traffic that you want to monitor and the ACL in which you are
creating the rule will be applied to the monitored interface. For details,
refer to the section “Flow-based Monitoring” in the Port Monitoring
chapter of the FTOS Configuration Guide.

fragments Enter the keyword fragments to use ACLSs to control packet fragments.

Defaults ~ Not configured.

Command Modes ~ CONFIGURATION-EXTENDED-ACCESS-LIST

Command

History Version 8.3.7.0 Introduced on S4810

Version 8.3.1.0  Add DSCP value for ACL matching.

Version 8.2.1.0  Allows ACL control of fragmented packets for IP (Layer 3) ACLSs.

Version 8.1.1.0 Introduced on E-Series ExaScale

\ersion 7.6.1.0 Support added for S-Series

Version 7.5.1.0 Support added for C-Series

Version 7.4.1.0  Added support for non-contiguous mask and added the monitor option.

\ersion 6.5.10 Expanded to include the optional QoS order priority for the ACL entry.

Usage  The order option is relevant in the context of the Policy QoS feature only. Refer to the
Information  «Quality of Service” chapter of the FTOS Configuration Guide for more information.

When you use the log option, CP processor logs details about the packets that match.
Depending on how many packets match the log entry and at what rate, the CP may become
busy as it has to log these packets’ details.

The C-Series and S-Series cannot count both packets and bytes, so when you enter the count
byte options, only bytes are incremented.
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The monitor option is relevant in the context of flow-based monitoring only. Refer to the Port
Monitoring chapter.

% Note: When ACL logging and byte counters are configured simultaneously, byte
counters may display an incorrect value. Configure packet counters with logging

instead.
COmRn?ﬁgg ip access-list extended Create an extended ACL.
permit tcp Assign a permit filter for TCP packets.
permit udp Assign a permit filter for UDP packets.
permit ar

Configure a filter that forwards ARP packets meeting this criteria. This command is supported
only on 12-port GE line cards with SFP optics; refer to your line card documentation for
specifications. \

Syntax  permit arp {destination-mac-address mac-address-mask | any} vlan vian-id {ip-address | any |
opcode code-number} [count [byte] | log] [order] [monitor] [fragments]

To remove this filter, use one of the following:

e Use the no seq sequence-number command syntax if you know the filter’s
sequence number or

»  Use the no permit arp {destination-mac-address mac-address-mask | any} vlan vlan-id
{ip-address | any | opcode code-number} command.

Parameters — n
destination-mac-address Enter a MAC address and mask in the nn:nn:nn:nn:nn format.
mac-address-mask For the MAC address mask, specify which bits in the MAC address
must match.

The MAC ACL supports an inverse mask, therefore, a mask of
ff-ffff. ff:ff:ff allows entries that do not match and a mask of
00:00:00:00:00:00 only allows entries that match exactly.

any Enter the keyword any to match and drop any ARP traffic on the
interface.
vlan vlan-id Enter the keyword vian followed by the VLAN ID to filter traffic

associated with a specific VLAN.
Range: 1 to 4094, 1-2094 for ExaScale (can used IDs 1-4094)
To filter all VLAN traffic specify VLAN 1.

ip-address Enter an IP address in dotted decimal format (A.B.C.D) as the target
IP address of the ARP.

opcode code-number Enter the keyword opcode followed by the number of the ARP
opcode.
Range: 1 to 16.

count (OPTIONAL) Enter the keyword count to count packets processed
by the filter.
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byte (OPTIONAL) Enter the keyword byte to count bytes processed by

the filter.

log (OPTIONAL, E-Series only) Enter the keyword log to have the
information kept in an ACL log file.

order (OPTIONAL) Enter the keyword order to specify the QoS priority
for the ACL entry.

Range:  0-254 (where 0 is the highest priority and 254 is the
lowest; lower order numbers have a higher priority)

Default: If the order keyword is not used, the ACLs have the lowest
order by default (255).

monitor (OPTIONAL) Enter the keyword monitor when the rule is
describing the traffic that you want to monitor and the ACL in which
you are creating the rule will be applied to the monitored interface.
For details, refer to the section “Flow-based Monitoring” in the Port
Monitoring chapter of the FTOS Configuration Guide.

fragments Enter the keyword fragments to use ACLS to control packet
fragments.

Defaults ~ Not configured.

Command Modes ~ CONFIGURATION-EXTENDED-ACCESS-LIST

Command

History Version 8.2.1.0  Allows ACL control of fragmented packets for IP (Layer 3) ACLs.

Version 8.1.1.0 Introduced on E-Series ExaScale

Version 7.4.1.0  Added support for non-contiguous mask and added the monitor option.

Version 6.5.10 Expanded to include the optional QoS order priority for the ACL entry.

Usage  The order option is relevant in the context of the Policy QoS feature only. Refer to the Quality
Information  of Service chapter of the FTOS Configuration Guide for more information.

When you use the log option, CP processor logs details about the packets that match.
Depending on how many packets match the log entry and at what rate, the CP may become
busy as it has to log these packets’ details.

The monitor option is relevant in the context of flow-based monitoring only. Refer to the Port
Monitoring chapter.

You cannot include IP, TCP or UDP filters in an ACL configured with ARP filters.

K Note: When ACL logging and byte counters are configured simultaneously, byte
counters may display an incorrect value. Configure packet counters with logging
instead.
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permit ether-type
Configure a filter that allows traffic with specified types of Ethernet packets. This command

is supported only on 12-port GE line cards with SFP optics; refer to your line card
documentation for specifications.

Syntax

Parameters

permit ether-type protocol-type-number {destination-mac-address mac-address-mask | any} vian
vlan-id {source-mac-address mac-address-mask | any} [count [byte] | log] [order] [monitor]

To remove this filter, use one of the following:

» Use the no seq sequence-number command syntax if you know the filter’s
sequence number or

»  Use the no permit ether-type protocol-type-number {destination-mac-address
mac-address-mask | any} vlan vian-id {source-mac-address mac-address-mask | any}

command.

protocol-type-number

Enter a number from 600 to FFF as the specific Ethernet type traffic to
drop.

destination-mac-address
mac-address-mask

Enter a MAC address and mask in the nn:nn:nn:nn:nn format.

For the MAC address mask, specify which bits in the MAC address
must match.

The MAC ACL supports an inverse mask, therefore, a mask of
ff.ff.ff.ff.ff.ff allows entries that do not match and a mask of
00:00:00:00:00:00 only allows entries that match exactly.

any Enter the keyword any to match and drop specific Ethernet traffic on
the interface.
vlan vlan-id Enter the keyword vlan followed by the VLAN ID to filter traffic

associated with a specific VLAN.
Range: 1 to 4094, 1-2094 for ExaScale (can used 1Ds 1-4094)
To filter all VLAN traffic specify VLAN 1.

source-mac-address
mac-address-mask

Enter a MAC address and mask in the nn:nn:nn:nn:nn format.

For the MAC address mask, specify which bits in the MAC address
must match.

The MAC ACL supports an inverse mask, therefore, a mask of
ff.ff.ff.ff.ff.ff allows entries that do not match and a mask of
00:00:00:00:00:00 only allows entries that match exactly.

count (OPTIONAL) Enter the keyword count to count packets processed by
the filter.

byte (OPTIONAL) Enter the keyword byte to count bytes processed by the
filter.

log (OPTIONAL, E-Series only) Enter the keyword log to have the

information kept in an ACL log file.
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Defaults

Command Modes

Command
History

Usage
Information

permit icmp

Syntax

order

(OPTIONAL) Enter the keyword order to specify the QoS priority for

the ACL entry.

Range: 0-254 (where 0 is the highest priority and 254 is the lowest;
lower order numbers have a higher priority)

Default: If the order keyword is not used, the ACLs have the lowest
order by default (255).

monitor

(OPTIONAL) Enter the keyword monitor when the rule is describing
the traffic that you want to monitor and the ACL in which you are
creating the rule will be applied to the monitored interface. For details,
refer to the section “Flow-based Monitoring” in the Port Monitoring
chapter of the FTOS Configuration Guide.

Not configured.

CONFIGURATION-EXTENDED-ACCESS-LIST

Version 8.2.1.0

Allows ACL control of fragmented packets for IP (Layer 3) ACLSs.

Version 8.1.1.0

Introduced on E-Series ExaScale

Version 7.4.1.0

Added monitor option

Version 6.5.10

Expanded to include the optional QoS order priority for the ACL entry.

The order option is relevant in the context of the Policy QoS feature only. Refer to the Quality
of Service chapter of the FTOS Configuration Guide for more information.

When you use the log option, CP processor logs details about the packets that match.
Depending on how many packets match the log entry and at what rate, the CP may become
busy as it has to log these packets’ details.

The monitor option is relevant in the context of the flow-based monitoring feature only. Refer
to the Port Monitoring chapter.

You cannot include IP, TCP or UDP filters in an ACL configured with ARP filters.

K Note: When ACL logging and byte counters are configured simultaneously, byte
counters may display an incorrect value. Configure packet counters with logging

instead.

Configure a filter to allow all or specific ICMP messages.

permit icmp {source mask | any | host ip-address} {destination mask | any | host ip-address} [dscp]
[message-type] [count [byte] | log] [order] [monitor] [fragments]

To remove this filter, you have two choices:
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Parameters

Defaults

Command Modes

Command
History

Usage
Information

e Use the no seq sequence-number command syntax if you know the filter’s
sequence number or

e Use the no permit icmp {source mask | any | host ip-address} {destination mask | any

| host ip-address} command.

source Enter the IP address of the network or host from which the packets were sent.
mask Enter a network mask in /prefix format (/x) or A.B.C.D. The mask, when

specified in A.B.C.D format, may be either contiguous or non-contiguous.
any Enter the keyword any to specify that all routes are subject to the filter.

host ip-address

Enter the keyword host followed by the IP address to specify a host IP
address.

destination

Enter the IP address of the network or host to which the packets are sent.

dscp

Enter this keyword to deny a packet based on DSCP value.
Range: 0-63

message-type

(OPTIONAL) Enter an ICMP message type, either with the type (and code, if
necessary) numbers or with the name of the message type (ICMP message
types are listed in Table 7-2).

Range: 0 to 255 for ICMP type; 0 to 255 for ICMP code

count (OPTIONAL) Enter the keyword count to count packets processed by the
filter.
byte (OPTIONAL) Enter the keyword byte to count bytes processed by the filter.
log (OPTIONAL, E-Series only) Enter the keyword log to have the information
kept in an ACL log file.
order (OPTIONAL) Enter the keyword order to specify the QoS priority for the
ACL entry.
Range:  0-254 (where 0 is the highest priority and 254 is the lowest; lower
order numbers have a higher priority)
Default: If the order keyword is not used, the ACLs have the lowest order by
default (255).
monitor (OPTIONAL) Enter the keyword monitor to monitor traffic on the
monitoring interface specified in the flow-based monitoring session along
with the filter operation.
fragments Enter the keyword fragments to use ACLs to control packet fragments.

Not configured

CONFIGURATION-STANDARD-ACCESS-LIST

Version 8.3.1.0

Added dscp keyword.

Version 8.2.1.0

Allows ACL control of fragmented packets for IP (Layer 3) ACLSs.

Version 8.1.1.0

Introduced on E-Series ExaScale

Version 7.4.1.0

Added support for non-contiguous mask and added the monitor option.

Version 6.5.10

Expanded to include the optional QoS order priority for the ACL entry.

The order option is relevant in the context of the Policy QoS feature only. Refer to the Quality

of Service chapter of the FTOS Configuration Guide for more information.

Access Control Lists (ACL)

| 217



www.dell.com | support.dell.com

218

permit tcp

Syntax

Parameters

When you use the log option, CP processor logs details about the packets that match.
Depending on how many packets match the log entry and at what rate, the CP may become
busy as it has to log these packets’ details.

The monitor option is relevant in the context of the flow-based monitoring feature only. Refer
to the Port Monitoring chapter.

Note: When ACL logging and byte counters are configured simultaneously, byte
counters may display an incorrect value. Configure packet counters with logging
instead.

Configure a filter to pass TCP packets meeting the filter criteria.

permit tcp {source mask | any | host ip-address} [bit] [operator port [port]] {destination mask | any |
host ip-address} [bit] [dscp] [operator port [port]] [count [byte] | log] [order] [monitor]
[fragments]

To remove this filter, you have two choices:

e Use the no seq sequence-number command syntax if you know the filter’s
sequence number or

e Use the no permit tcp {source mask | any | host ip-address} {destination mask | any |
host ip-address} command.

source Enter the IP address of the network or host from which the packets were sent.

mask Enter a network mask in /prefix format (/x) or A.B.C.D. The mask, when
specified in A.B.C.D format, may be either contiguous or non-contiguous.

any Enter the keyword any to specify that all routes are subject to the filter.

host ip-address Enter the keyword host followed by the IP address to specify a host IP
address.

bit Enter a flag or combination of bits:

ack: acknowledgement field

fin: finish (no more data from the user)
psh: push function

rst: reset the connection

syn: synchronize sequence numbers
urg: urgent field

dscp Enter this keyword to deny a packet based on DSCP value.
Range: 0-63
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Defaults

Command Modes

Command
History

operator

(OPTIONAL) Enter one of the following logical operand:
* eq=equalto

* neq = not equal to

e gt =greater than

e |t =less than

e range = inclusive range of ports (you must specify two port for the port
parameter.)

port port

Enter the application layer port number. Enter two port numbers if using the
range logical operand.

Range: 0 to 65535.

The following list includes some common TCP port numbers:

23 = Telnet

20 and 21 = FTP

25 = SMTP

169 = SNMP

destination

Enter the IP address of the network or host to which the packets are sent.

mask

Enter a network mask in /prefix format (/x) or A.B.C.D. The mask, when
specified in A.B.C.D format, may be either contiguous or non-contiguous.

count

(OPTIONAL) Enter the keyword count to count packets processed by the
filter.

byte

(OPTIONAL) Enter the keyword byte to count bytes processed by the filter.

log

(OPTIONAL, E-Series only) Enter the keyword log to enter ACL matches in
the log.

order

(OPTIONAL) Enter the keyword order to specify the QoS priority for the

ACL entry.

Range:  0-254 (where 0 is the highest priority and 254 is the lowest; lower
order numbers have a higher priority)

Default: If the order keyword is not used, the ACLs have the lowest order
by default (255).

monitor

(OPTIONAL) Enter the keyword monitor when the rule is describing the
traffic that you want to monitor and the ACL in which you are creating the
rule will be applied to the monitored interface. For details, refer to the section
“Flow-based Monitoring” in the Port Monitoring chapter of the FTOS
Configuration Guide.

fragments

Enter the keyword fragments to use ACLs to control packet fragments.

Not configured.

CONFIGURATION-EXTENDED-ACCESS-LIST

Version 8.3.1.0

Added dscp keyword.

Version 8.2.1.0

Allows ACL control of fragmented packets for IP (Layer 3) ACLSs.

Version 8.1.1.0

Introduced on E-Series ExaScale

Version 7.6.1.0

Added support for S-Series

Version 7.5.1.0

Added support for C-Series
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Version 7.4.1.0  Added support for non-contiguous mask and added the monitor option.

Deprecated established keyword.

Version 6.5.10 Expanded to include the optional QoS order priority for the ACL entry.

Usage
Information

The order option is relevant in the context of the Policy QoS feature only. Refer to the Quality
of Service chapter of the FTOS Configuration Guide for more information.

Note: When ACL logging and byte counters are configured simultaneously, byte
counters may display an incorrect value. Configure packet counters with logging
instead.

The monitor option is relevant in the context of the flow-based monitoring feature only. Refer
to the Port Monitoring chapter.
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When you use the log option, CP processor logs details about the packets that match.
Depending on how many packets match the log entry and at what rate, the CP may become
busy as it has to log these packets’ details.

The C-Series and S-Series cannot count both packets and bytes, so when you enter the count
byte options, only bytes are incremented.

Most ACL rules require one entry in the CAM. However, rules with TCP and UDP port
operators (gt, It, range) may require more than one entry. The range of ports is configured in
the CAM based on bit mask boundaries; the space required depends on exactly what ports are
included in the range.

For example, an ACL rule with TCP port range 4000 - 8000 uses 8 entries in the CAM:

220

Rule#

O~NO U WNE

Total

Data

0000111110100000
0000111111000000
0001000000000000
0001100000000000
0001110000000000
0001111000000000
0001111100000000
0001111101000000

Ports: 4001

Mask

1111111111200000
1111111111000000
1111100000000000
1111110000000000
1111111000000000
1111111100000000
1111111111000000
11111111111211111

From

4000
4032
4096
6144
7168
7680
7936
8000

To

4031
4095
6143
7167
7679
7935
7999
8000

#Covered

32
64
2048
1024
512
256
64

1

But an ACL rule with TCP port It 1023 takes only one entry in the CAM:

Rule#

1

Total

Data

Mask

From

0000000000000000 1111110000000000 O

Ports: 1024

To

1023

#Covered

1024

Related
Commands

ip access-list extended

Create an extended ACL.

permit

Assign a permit filter for IP packets.

permit udp

Assign a permit filter for UDP packets.
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permit udp

Syntax

Parameters

Configure a filter to pass UDP packets meeting the filter criteria.

permit udp {source mask | any | host ip-address} [operator port [port]] {destination mask | any |
host ip-address} [dscp] [operator port [port]] [count [byte] | log] [order] [monitor] [fragments]

To remove this filter, you have two choices:

*  Use the no seq sequence-number command syntax if you know the filter’s
sequence number or

»  Use the no permit udp {source mask | any | host ip-address} {destination mask | any |

host ip-address} command.

source Enter the IP address of the network or host from which the packets were sent.
mask Enter a network mask in /prefix format (/x) or A.B.C.D. The mask, when

specified in A.B.C.D format, may be either contiguous or non-contiguous.
any Enter the keyword any to specify that all routes are subject to the filter.

host ip-address

Enter the keyword host followed by the IP address to specify a host IP
address.

dscp Enter this keyword to deny a packet based on DSCP value.
Range: 0-63
operator (OPTIONAL) Enter one of the following logical operand:
e eq=equalto
* neq = not equal to
e gt = greater than
e |t =less than
* range = inclusive range of ports (you must specify two ports for the port
parameter.)
port port (OPTIONAL) Enter the application layer port number. Enter two port
numbers if using the range logical operand.
Range: 0 to 65535
destination Enter the IP address of the network or host to which the packets are sent.
count (OPTIONAL) Enter the keyword count to count packets processed by the
filter.
byte (OPTIONAL) Enter the keyword byte to count bytes processed by the filter.
log (OPTIONAL, E-Series only) Enter the keyword log to enter ACL matches in
the log.
order (OPTIONAL) Enter the keyword order to specify the QoS priority for the

ACL entry.

Range:  0-254 (where 0 is the highest priority and 254 is the lowest; lower
order numbers have a higher priority)

Default: If the order keyword is not used, the ACLs have the lowest order
by default (255).
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Defaults

Command Modes

Command
History

Usage
Information

monitor (OPTIONAL) Enter the keyword monitor when the rule is describing the
traffic that you want to monitor and the ACL in which you are creating the
rule will be applied to the monitored interface. For details, refer to the section
“Flow-based Monitoring” in the Port Monitoring chapter of the FTOS
Configuration Guide.

fragments Enter the keyword fragments to use ACLSs to control packet fragments.

Not configured.

CONFIGURATION-EXTENDED-ACCESS-LIST

Version 8.3.1.0  Added dscp keyword.

Version 8.2.1.0  Allows ACL control of fragmented packets for IP (Layer 3) ACLs.

Version 8.1.1.0 Introduced on E-Series ExaScale

Version 7.6.1.0  Added support for S-Series

Version 7.5.1.0  Added support for C-Series

Version 7.4.1.0  Added support for non-contiguous mask and added the monitor option.

Version 6.5.10 Expanded to include the optional QoS order priority for the ACL entry.

The order option is relevant in the context of the Policy QoS feature only. Refer to the Quality
of Service chapter of the FTOS Configuration Guide for more information.

The monitor option is relevant in the context of the flow-based monitoring feature only. Refer
to the Port Monitoring chapter.

K Note: When ACL logging and byte counters are configured simultaneously, byte
counters may display an incorrect value. Configure packet counters with logging
instead.

When you use the log option, CP processor logs details about the packets that match.
Depending on how many packets match the log entry and at what rate, the CP may become
busy as it has to log these packets’ details.

The C-Series and S-Series cannot count both packets and bytes, so when you enter the count
byte options, only bytes are incremented.

Most ACL rules require one entry in the CAM. However, rules with TCP and UDP port
operators (gt, It, range) may require more than one entry. The range of ports is configured in
the CAM based on bit mask boundaries; the space required depends on exactly what ports are
included in the range.

Access Control Lists (ACL)



Rule#

O~NO U WNPE

Total

Data

0000111110100000
0000111111000000
0001000000000000
0001100000000000
0001110000000000
0001111000000000
0001111100000000
0001111101000000

Ports: 4001

Mask

1111111111100000
1111111111000000
1111100000000000
1111110000000000
1111111000000000
1111111100000000
1111111111000000
1111111111111111

From

4000
4032
4096
6144
7168
7680
7936
8000

To

4031
4095
6143
7167
7679
7935
7999
8000

For example, an ACL rule with TCP port range 4000 - 8000 uses 8 entries in the CAM:

#Covered

32
64
2048
1024
512
256
64

1

But an ACL rule with TCP port It 1023 takes only one entry in the CAM:

Rule# Data Mask From To #Covered
1 0000000000000000 1111110000000000 0 1023 1024
Total Ports: 1024
Related - - -
Commands ip access-list extended Configure an extended ACL.
permit Assign a permit filter for IP packets.
permit tcp Assign a permit filter for TCP packets.

resequence access-list

Re-assign sequence numbers to entries of an existing access-list.

Syntax  resequence access-list {ipv4 | mac} {access-list-name StartingSeqNum Step-to-Increment}
Parameters - . - - -

ipv4 | mac Enter the keyword ipv4 or mac to identify the access list type to
resequence.

access-list-name Enter the name of a configured IP access list, up to 140 characters.

StartingSeqNum Enter the starting sequence number to resequence.
Range: 0 - 4294967290

Step-to-Increment Enter the step to increment the sequence number.
Range: 1 - 4294967290

Defaults ~ No default values or behavior

Command Modes

Command
History

EXEC

EXEC Privilege

Version 8.1.1.0

Introduced on E-Series ExaScale

Version 7.8.1.0

Increased name string to accept up to 140 characters. Prior to 7.8.1.0,
names are up to 16 characters long.

Access Control Lists (ACL)
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Usage
Information

Related
Commands

resequence prefix-list ipv4

Syntax

Parameters

Defaults

Command Modes

Command
History

Usage

Information

Related
Commands

Version 7.6.1.0

Added support for S-Series

Version 7.5.1.0

Added support for C-Series

Version 7.4.1.0

Introduced for E-Series

When all sequence numbers have been exhausted, this feature permits re-assigning new
sequence number to entries of an existing access-list. Prior to 7.8.1.0, names are up to 16

characters long.

resequence prefix-list ipv4

Resequence a prefix list

Re-assign sequence numbers to entries of an existing prefix list.

resequence prefix-list ipv4 {prefix-list-name StartingSegNum Step-to-increment}

prefix-list-name

Enter the name of configured prefix list, up to 140 characters long.

StartingSegNum

Enter the starting sequence number to resequence.
Range: 0 — 65535

Step-to-Increment

Enter the step to increment the sequence number.
Range: 1 — 65535

No default values or behavior

EXEC

EXEC Privilege

Version 8.1.1.0

Introduced on E-Series ExaScale

Version 7.8.1.0

Increased name string to accept up to 140 characters. Prior to 7.8.1.0,
names are up to 16 characters long.

Version 7.6.1.0

Added support for S-Series

Version 7.5.1.0

Added support for C-Series

Version 7.4.1.0

Introduced for E-Series

When all sequence numbers have been exhausted, this feature permits re-assigning new
sequence number to entries of an existing prefix list.

Prior to 7.8.1.0, names are up to 16 characters long.

resequence access-list

Resequence an access-list
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seq arp

Syntax

Parameters

Defaults

Configure an egress filter with a sequence number that filters ARP packets meeting this
criteria. This command is supported only on 12-port GE line cards with SFP optics; refer to
your line card documentation for specifications.

seq sequence-number {deny | permit} arp {destination-mac-address mac-address-mask | any} vian
vlan-id {ip-address | any | opcode code-number} [count [byte] | log] [order] [monitor]

To remove this filter, use the no seq sequence-number command.

sequence-number

Enter a number from 0 to 4294967290.

deny

Enter the keyword deny to drop all traffic meeting the filter criteria.

permit

Enter the keyword permit to forward all traffic meeting the filter criteria.

destination-mac-address
mac-address-mask

Enter a MAC address and mask in the nn:nn:nn:nn:nn format.

For the MAC address mask, specify which bits in the MAC address must
match.

The MAC ACL supports an inverse mask, therefore, a mask of ff:ff.ff.ff.ff:ff
allows entries that do not match and a mask of 00:00:00:00:00:00 only
allows entries that match exactly.

any Enter the keyword any to match and drop any ARP traffic on the interface.
vlan vlan-id Enter the keyword vlan followed by the VLAN ID to filter traffic associated
with a specific VLAN.
Range: 1 to 4094, 1-2094 for ExaScale (can used IDs 1-4094)
To filter all VLAN traffic specify VLAN 1.
ip-address Enter an IP address in dotted decimal format (A.B.C.D) as the target IP

address of the ARP.

opcode code-number

Enter the keyword opcode followed by the number of the ARP opcode.
Range: 1 to 16.

count (OPTIONAL) Enter the keyword count to count packets processed by the
filter.
byte (OPTIONAL) Enter the keyword byte to count bytes processed by the filter.
log (OPTIONAL, E-Series only) Enter the keyword log to have the information
kept in an ACL log file.
order (OPTIONAL) Enter the keyword order to specify the QoS priority for the
ACL entry.
Range:  0-254 (where 0O is the highest priority and 254 is the lowest; lower
order numbers have a higher priority)
Default: If the order keyword is not used, the ACLs have the lowest order
by default (255).
monitor (OPTIONAL) Enter the keyword monitor when the rule is describing the

traffic that you want to monitor and the ACL in which you are creating the
rule will be applied to the monitored interface. For details, refer to the
section “Flow-based Monitoring” in the Port Monitoring chapter of the
FTOS Configuration Guide.

Not configured.
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Command Modes

Command
History

Usage
Information

CONFIGURATION-EXTENDED-ACCESS-LIST

Version 8.2.1.0  Allows ACL control of fragmented packets for IP (Layer 3) ACLs.

Version 8.1.1.0 Introduced on E-Series ExaScale

Version 7.4.1.0  Added monitor option

Version 6.5.10 Expanded to include the optional QoS order priority for the ACL entry.

The monitor option is relevant in the context of the flow-based monitoring feature only. Refer
to the Port Monitoring chapter.

When you use the log option, CP processor logs details about the packets that match.
Depending on how many packets match the log entry and at what rate, the CP may become
busy as it has to log these packets’ details.

The order option is relevant in the context of the Policy QoS feature only. The following
applies:

e The seq sequence-number is applicable only in an ACL group.

» The order option works across ACL groups that have been applied on an interface
via QoS policy framework.

» The order option takes precedence over the seq sequence-number.

e |If sequence-number is not configured, then rules with the same order value are
ordered according to their configuration order.

e If the sequence-number is configured, then the sequence-number is used as a tie
breaker for rules with the same order.

7 Note: When ACL logging and byte counters are configured simultaneously, byte
counters may display an incorrect value. Configure packet counters with logging
instead.

You cannot include IP, TCP or UDP (Layer 3) filters in an ACL configured with ARP or
Ether-type (Layer 2) filters. Apply Layer 2 ACLs to interfaces in Layer 2 mode.

seq ether-type

Syntax

Parameters

Configure an egress filter with a specific sequence number that filters traffic with specified
types of Ethernet packets. This command is supported only on 12-port GE line cards with
SFP optics; refer to your line card documentation for specifications.

seq sequence-number {deny | permit} ether-type protocol-type-number {destination-mac-address
mac-address-mask | any} vlan vlan-id {source-mac-address mac-address-mask | any} [count [byte]
| log] [order] [monitor]

sequence-number Enter a number from 0 to 4294967290.

deny Enter the keyword deny to drop all traffic meeting the filter criteria.

Access Control Lists (ACL)



Defaults

Command Modes

Command
History

permit

Enter the keyword permit to forward all traffic meeting the filter
criteria.

protocol-type-number

Enter a number from 600 to FFFF as the specific Ethernet type traffic
to drop.

destination-mac-address
mac-address-mask

Enter a MAC address and mask in the nn:nn:nn:nn:nn format.

For the MAC address mask, specify which bits in the MAC address
must match.

The MAC ACL supports an inverse mask, therefore, a mask of
ff-ff.ff:ff.ff:ff allows entries that do not match and a mask of
00:00:00:00:00:00 only allows entries that match exactly.

any Enter the keyword any to match and drop specific Ethernet traffic on
the interface.
vlan vlan-id Enter the keyword vlan followed by the VLAN ID to filter traffic

associated with a specific VLAN.
Range: 1 to 4094, 1-2094 for ExaScale (can used IDs 1-4094)
To filter all VLAN traffic specify VLAN 1.

source-mac-address
mac-address-mask

Enter a MAC address and mask in the nn:nn:nn:nn:nn format.

For the MAC address mask, specify which bits in the MAC address
must match.

The MAC ACL supports an inverse mask, therefore, a mask of
ff-ff.ff:ff.ff:ff allows entries that do not match and a mask of
00:00:00:00:00:00 only allows entries that match exactly.

count (OPTIONAL) Enter the keyword count to count packets processed by
the filter.
byte (OPTIONAL) Enter the keyword byte to count bytes processed by the
filter.
log (OPTIONAL, E-Series only) Enter the keyword log to have the
information kept in an ACL log file.
order (OPTIONAL) Enter the keyword order to specify the QoS priority for
the ACL entry.
Range:  0-254 (where 0 is the highest priority and 254 is the lowest;
lower order numbers have a higher priority)
Default: If the order keyword is not used, the ACLs have the lowest
order by default (255).
monitor (OPTIONAL) Enter the keyword monitor when the rule is describing

the traffic that you want to monitor and the ACL in which you are
creating the rule will be applied to the monitored interface. For details,
refer to the section “Flow-based Monitoring” in the Port Monitoring
chapter of the FTOS Configuration Guide.

Not configured.

CONFIGURATION-EXTENDED-ACCESS-LIST

Version 8.2.1.0  Allows ACL control of fragmented packets for IP (Layer 3) ACLs.

Version 8.1.1.0 Introduced on E-Series ExaScale

Version 7.4.1.0  Added monitor option

Version 6.5.10 Expanded to include the optional QoS order priority for the ACL entry.

Access Control Lists (ACL)
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Usage  The monitor option is relevant in the context of the flow-based monitoring feature only. Refer
Information  tg the Port Monitoring chapter.

When you use the log option, CP processor logs details about the packets that match.
Depending on how many packets match the log entry and at what rate, the CP may become
busy as it has to log these packets’ details.

The order option is relevant in the context of the Policy QoS feature only. The following
applies:

*  The seq sequence-number is applicable only in an ACL group.

e The order option works across ACL groups that have been applied on an interface
via QoS policy framework.

e The order option takes precedence over the seq sequence-number.

www.dell.com | support.dell.com

» If sequence-number is not configured, then rules with the same order value are
ordered according to their configuration order.

» If the sequence-number is configured, then the sequence-number is used as a tie
breaker for rules with the same order.

% Note: When ACL logging and byte counters are configured simultaneously, byte
counters may display an incorrect value. Configure packet counters with logging
instead.

You cannot include IP, TCP or UDP (Layer 3) filters in an ACL configured with ARP or
Ether-type (Layer 2) filters. Apply Layer 2 filters to interfaces in Layer 2 mode.

seq
Assign a sequence number to a deny or permit filter in an extended IP access list while
creating the filter.

Syntax  seq sequence-number {deny | permit} {ip-protocol-number | icmp | ip | tcp | udp} {source mask |
any | host ip-address} {destination mask | any | host ip-address} [operator port [port]] [count [byte]
| log] [dscp value] [order] [monitor] [fragments]

Parameters

sequence-number Enter a number from 0 to 4294967290.
S4810 Range: 1 to 65534

deny Enter the keyword deny to configure a filter to drop packets meeting this
condition.

permit Enter the keyword permit to configure a filter to forward packets meeting
this criteria.

ip-protocol-number Enter a number from 0 to 255 to filter based on the protocol identified in the
IP protocol header.

icmp Enter the keyword icmp to configure an ICMP access list filter.

ip Enter the keyword ip to configure a generic IP access list. The keyword ip

specifies that the access list will permit all IP protocols.

tcp Enter the keyword tcp to configure a TCP access list filter.
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Defaults

udp

Enter the keyword udp to configure a UDP access list filter.

source Enter the IP address of the network or host from which the packets were
sent.

mask Enter a network mask in /prefix format (/x) or A.B.C.D. The mask, when
specified in A.B.C.D format, may be either contiguous or non-contiguous.

any Enter the keyword any to specify that all routes are subject to the filter.

host ip-address

Enter the keyword host followed by the IP address to specify a host IP
address.

operator (OPTIONAL) Enter one of the following logical operands:
* eq=equal to
* neq = not equal to
e gt =greater than
e It =less than
» range = inclusive range of ports (you must specify two ports for the port
parameter.)
port port (OPTIONAL) Enter the application layer port number. Enter two port
numbers if using the range logical operand.
Range: 0 to 65535
The following list includes some common TCP port numbers:
e 23 =Telnet
e 20and 21 =FTP
e 25=SMTP
e 169 = SNMP
destination Enter the IP address of the network or host to which the packets are sent.

message-type

(OPTIONAL) Enter an ICMP message type, either with the type (and code,
if necessary) numbers or with the name of the message type (ICMP message
types are listed in Table 7-2).

Range: 0 to 255 for ICMP type; 0 to 255 for ICMP code

count

(OPTIONAL) Enter the keyword count to count packets processed by the
filter.

byte

(OPTIONAL) Enter the keyword byte to count bytes processed by the filter.

(OPTIONAL, E-Series only) Enter the keyword log to enter ACL matches
in the log. Supported on Jumbo-enabled line cards only.

dscp

(OPTIONAL) Enter the keyword dcsp to match to the IP DCSCP values.

order

(OPTIONAL) Enter the keyword order to specify the QoS priority for the

ACL entry.

Range:  0-254 (where 0 is the highest priority and 254 is the lowest; lower
order numbers have a higher priority)

Default: If the order keyword is not used, the ACLs have the lowest order
by default (255).

monitor

(OPTIONAL) Enter the keyword monitor when the rule is describing the
traffic that you want to monitor and the ACL in which you are creating the
rule will be applied to the monitored interface. For details, refer to the
section “Flow-based Monitoring” in the Port Monitoring chapter of the
FTOS Configuration Guide.

fragments

Enter the keyword fragments to use ACLs to control packet fragments.

Not configured
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Command Modes ~ CONFIGURATION-EXTENDED-ACCESS-LIST

Command

History Version 8.3.7.0  Introduced on S4810

Version 8.3.1.0  Add DSCP value for ACL matching.

Version 8.2.1.0  Allows ACL control of fragmented packets for IP (Layer 3) ACLs.

Version 8.1.1.0 Introduced on E-Series ExaScale

Version 7.6.1.0  Added support for S-Series

Version 7.5.1.0  Added support for C-Series

Version 7.4.1.0  Added support for non-contiguous mask and added the monitor option.
Deprecated established keyword

Version 6.5.10 Expanded to include the optional QoS order priority for the ACL entry.

www.dell.com | support.dell.com

Usage  The monitor option is relevant in the context of the flow-based monitoring feature only. Refer
Information  tg the Port Monitoring chapter.

When you use the log option, CP processor logs details about the packets that match.
Depending on how many packets match the log entry and at what rate, the CP may become
busy as it has to log these packets’ details.

The order option is relevant in the context of the Policy QoS feature only. The following
applies:

*  The seq sequence-number is applicable only in an ACL group.

» The order option works across ACL groups that have been applied on an interface
via QoS policy framework.

* The order option takes precedence over the seq sequence-number.

* If sequence-number is not configured, then rules with the same order value are
ordered according to their configuration order.

» If the sequence-number is configured, then the sequence-number is used as a tie
breaker for rules with the same order.

If the sequence-number is configured, then the sequence-number is used as a tie breaker for
rules with the same order.

Note: When ACL logging and byte counters are configured simultaneously, byte
counters may display an incorrect value. Configure packet counters with logging
instead.

Related

Commands deny Configure a filter to drop packets.

permit Configure a filter to forward packets.
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Common MAC Access List Commands

The following commands are available within both MAC ACL modes (Standard and
Extended) and do not have mode-specific options.

and platforms support Ingress MAC ACLs only.

The following commands allow you to clear, display and assign MAC ACL configurations.

e clear counters mac access-group
* mac access-group

» show mac access-lists

» show mac accounting access-list

clear counters mac aCcCess-group

Syntax

Parameters

Command Modes

Command
History

Clear counters for all or a specific MAC ACL.

clear counters mac access-group [mac-list-name]

mac-list-name (OPTIONAL) Enter the name of a configured MAC access list.

EXEC Privilege

Version 8.1.1.0 Introduced on E-Series ExaScale
\ersion 7.6.1.0 Support added for S-Series
Version 7.5.1.0 Support added for C-Series

pre-Version 6.1.1.0  Introduced for E-Series

mac access-group

Syntax

Parameters

Defaults

Apply a MAC ACL to traffic entering or exiting an interface.

mac access-group access-list-name {in [vlan vlan-range] | out}

access-list-name Enter the name of a configured MAC access list, up to 140 characters.

vlan vlan-range (OPTIONAL) Enter the keyword vlan followed a range of VLANS. Note
that this option is available only with the in keyword option.
Range: 1 to 4094, 1-2094 for ExaScale (can used I1Ds 1-4094)

in Enter the keyword in to configure the ACL to filter incoming traffic.

out Enter the keyword out to configure the ACL to filter outgoing traffic. Not
available on S-Series.

No default behavior or configuration
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Command Modes INTERFACE

IS
o
©
o Coﬂgzﬂd Version 8.1.1.0 Introduced on E-Series ExaScale
° y
= Version 7.8.1.0 Increased name string to accept up to 140 characters. Prior to 7.8.1.0, names
S are up to 16 characters long.
% \ersion 7.6.1.0 Support added for S-Series
_ Version 7.5.1.0 Support added for C-Series
g pre-Version 6.1.1.0  Introduced for E-Series
(8]
> Usage  You can assign one ACL (standard or extended) to an interface.
© Information
§ Prior to 7.8.1.0, names are up to 16 characters long.
S
Related T dard Confi dard CAC
Commands mac access-list standar onfigure a standard MAC ACL.
mac access-list extended Configure an extended MAC ACL.

show mac access-lists
Display all of the Layer 2 ACLs configured in the system, whether or not they are applied to
an interface, and the count of matches/mismatches against each ACL entry displayed.

Syntax  show mac access-lists [access-list-name] [interface interface] [in | out]

p t . -
arameters access-list-name Enter the name of a configured MAC ACL, up to 140 characters.

interface interface Enter the keyword interface followed by the one of the following
keywords and slot/port or number information:
» For a 1-Gigabit Ethernet interface, enter the keyword
GigabitEthernet followed by the slot/port information.

e For a Port Channel interface, enter the keyword port-channel
followed by a number:

C-Series and S-Series Range: 1 to 128
E-Series Range: 1 to 255 for TeraScale and 1 to 512 for ExaScale.
» For a SONET interface, enter the keyword sonet followed by the
slot/port information.
e For a 10-Gigabit Ethernet interface, enter the keyword
TenGigabitEthernet followed by the slot/port information.
e For a 40-Gigabit Ethernet interface, enter the keyword fortyGigE
followed by the slot/port information.

in | out Identify whether ACL is applied on ingress or egress side.

Command Modes  EXEC Privilege

Command

History Version 8.5.1.0 Added support for 4-port 40G line cards on ExaScale.

Version 8.4.1.0 Introduced
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show mac accounting access-list
Display MAC access list configurations and counters (if configured).

Syntax show mac accounting access-list access-list-name interface interface in | out

Parameters -
access-list-name

Enter the name of a configured MAC ACL, up to 140 characters.

interface interface

Enter the keyword interface followed by the one of the following
keywords and slot/port or number information:

For a 1-Gigabit Ethernet interface, enter the keyword
GigabitEthernet followed by the slot/port information.

For a Port Channel interface, enter the keyword port-channel
followed by a number:

C-Series and S-Series Range: 1-128

E-Series Range: 1 to 255 for TeraScale and 1 to 512 for ExaScale.
For a SONET interface, enter the keyword sonet followed by the
slot/port information.

For a 10-Gigabit Ethernet interface, enter the keyword
TenGigabitEthernet followed by the slot/port information.

For a 40-Gigabit Ethernet interface, enter the keyword fortyGigE
followed by the slot/port information.

in | out

Identify whether ACL is applied ay Ingress (in) or egress (out) side.

Command Modes EXEC

EXEC Privilege

comgg‘rg \ersion 8.5.1.0 Added support for 4-port 40G line cards on ExaScale.

Version 8.1.1.0 Introduced on E-Series ExaScale

Version 7.8.1.0 Increased name string to accept up to 140 characters. Prior to 7.8.1.0, names
are up to 16 characters long.

\ersion 7.6.1.0 Support added for S-Series

Version 7.5.1.0 Support added for C-Series

pre-Version 6.1.1.0  Introduced for E-Series

Example FTOS#show mac accounting access-list mac-ext interface po 1

Extended mac access-list mac-ext on GigabitEthernet 0/11
seq 5 permit host 00:00:00:00:00:11 host 00:00:00:00:00:19 count (393794576

packets)

packets)

seq 10 deny host 00:00:00:00:00:21 host 00:00:00:00:00:29 count (89076777

seq 15 deny host 00:00:00:00:00:31 host 00:00:00:00:00:39 count (0 packets)
seq 20 deny host 00:00:00:00:00:41 host 00:00:00:00:00:49 count (0 packets)
seq 25 permit any any count (0 packets)

Extended mac access-list mac-ext on GigabitEthernet 0/12

seq 5 permit host 00:00:00:00:00:11 host 00:00:00:00:00:19 count (57589834

packets)

packets)

seq 10 deny host 00:00:00:00:00:21 host 00:00:00:00:00:29 count (393143077

seq 15 deny host 00:00:00:00:00:31 host 00:00:00:00:00:39 count (0 packets)
seq 20 deny host 00:00:00:00:00:41 host 00:00:00:00:00:49 count (0 packets)
seq 25 permit any any count (0 packets)

FTOS#
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234

Usage
Information

Related
Commands

deny

Syntax

Parameters

The ACL hit counters in this command increment the counters for each matching rule, not
just the first matching rule.

show mac accounting destination Display destination counters for Layer 2 traffic (available
on physical interfaces only).

Standard MAC ACL Commands

When an access-list is created without any rule and then applied to an interface, ACL
behavior reflects implicit permit.

and platforms support Ingress MAC ACLs only.

The following commands configure standard MAC ACLSs:

* deny
* mac access-list standard
e permit
*  Seq
K Note: Refer also to Commands Common to all ACL Types and Common MAC

Access List Commands.

Configure a filter to drop packets with a the MAC address specified.
deny {any | mac-source-address [mac-source-address-mask]} [count [byte]] [log] [monitor]
To remove this filter, you have two choices:

e Use the no seq sequence-number command syntax if you know the filter’s
sequence number or

e Use the no deny {any | mac-source-address mac-source-address-mask} command.

any Enter the keyword any to specify that all traffic is subject to
the filter.

mac-source-address Enter a MAC address in nn:nn:nn:nn:nn:nn format.

mac-source-address-mask (OPTIONAL) Specify which bits in the MAC address must

match. If no mask is specified, a mask of 00:00:00:00:00:00
is applied (in other words, the filter allows only MAC
addresses that match).

count (OPTIONAL) Enter the keyword count to count packets
processed by the filter.
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byte (OPTIONAL) Enter the keyword byte to count bytes
processed by the filter.

log (OPTIONAL, E-Series only) Enter the keyword log to log the
packets.
monitor (OPTIONAL) Enter the keyword monitor when the rule is

describing the traffic that you want to monitor and the ACL in
which you are creating the rule will be applied to the
monitored interface. For details, refer to the section
“Flow-based Monitoring” in the Port Monitoring chapter of
the FTOS Configuration Guide.

Defaults Not enabled.

Command Modes ~ CONFIGURATION-MAC ACCESS LIST-STANDARD

comgg‘rg Version 8.1.1.0 Introduced on E-Series ExaScale
\ersion 7.6.1.0 Support added for S-Series
\ersion 7.5.1.0 Support added for C-Series
\ersion 7.4.1.0 Added monitor option

pre-Version 6.1.1.0  Introduced for E-Series

K Note: When ACL logging and byte counters are configured simultaneously, byte
counters may display an incorrect value. Configure packet counters with logging
instead.

Usage  When you use the log option, CP processor logs details about the packets that match.
Information  Depending on how many packets match the log entry and at what rate, the CP may become
busy as it has to log these packets’ details.

Related

Commands permit Configure a MAC address filter to pass packets.

seq Configure a MAC address filter with a specified sequence number.

mac access-list standard
Name a new or existing MAC access control list (MAC ACL) and enter the MAC ACCESS

LIST mode to configure a standard MAC ACL. Refer to Commands Common to all ACL
Types and Common MAC Access List Commands.

Syntax mac access-list standard mac-list-name

Parameters - - -
mac-list-name Enter a text string as the name of the standard MAC access list (140

character maximum).

Defaults ~ Not configured
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Command Modes

Command
History

Usage
Information

Example

permit

Syntax

Parameters

CONFIGURATION

Version 8.1.1.0 Introduced on E-Series ExaScale

Version 7.8.1.0 Increased name string to accept up to 140 characters. Prior to 7.8.1.0, names
are up to 16 characters long.

\ersion 7.6.1.0 Support added for S-Series

Version 7.5.1.0 Support added for C-Series

pre-Version 6.1.1.0  Introduced for E-Series

FTOS supports one ingress and one egress MAC ACL per interface.
Prior to 7.8.1.0, names are up to 16 characters long.

The number of entries allowed per ACL is hardware-dependent. Refer to your line card
documentation for detailed specification on entries allowed per ACL.

C-Series and S-Series support ingress ACLs only.

FTOS(conf)#mac access-list access-list standard TestMAC
FTOS(config-std-macl)#?

deny Specify packets to reject

description List description

exit Exit from access-list configuration mode
no Negate a command or set its defaults
permit Specify packets to forward

remark Specify access-list entry remark

seq Sequence numbers

show Show Standard ACL configuration

Configure a filter to forward packets from a specific source MAC address.
permit {any | mac-source-address [mac-source-address-mask]} [count [byte]] | [log] [monitor]
To remove this filter, you have two choices:

e Use the no seq sequence-number command syntax if you know the filter’s
sequence number or

e Use the no permit {any | mac-source-address mac-source-address-mask} command.

any Enter the keyword any to forward all packets received with a
MAC address.

mac-source-address Enter a MAC address in nn:nn:nn:nn:nn:nn format.

mac-source-address-mask (OPTIONAL) Specify which bits in the MAC address must

match. If no mask is specified, a mask of 00:00:00:00:00:00 is
applied (in other words, the filter allows only MAC addresses
that match).
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Defaults
Command Modes

Command
History

Usage
Information

Related
Commands

seq

Syntax

Parameters

count (OPTIONAL) Enter the keyword count to count packets
processed by the filter.

byte (OPTIONAL) Enter the keyword byte to count bytes
processed by the filter.

log (OPTIONAL, E-Series only) Enter the keyword log to log the
packets.

monitor (OPTIONAL) Enter the keyword monitor when the rule is

describing the traffic that you want to monitor and the ACL in
which you are creating the rule will be applied to the monitored
interface. For details, refer to the section “Flow-based
Monitoring” in the Port Monitoring chapter of the FTOS
Configuration Guide.

Not configured.

CONFIGURATION-MAC ACCESS LIST-STANDARD

Version 8.1.1.0 Introduced on E-Series ExaScale

Version 7.6.1.0 Support added for S-Series

\ersion 7.5.1.0 Support added for C-Series

pre-Version 6.1.1.0  Introduced for E-Series

K Note: When ACL logging and byte counters are configured simultaneously, byte
counters may display an incorrect value. Configure packet counters with logging
instead.

When you use the log option, CP processor logs details about the packets that match.
Depending on how many packets match the log entry and at what rate, the CP may become
busy as it has to log these packets’ details.

deny Configure a MAC ACL filter to drop packets.

seq Configure a MAC ACL filter with a specified sequence number.

Assign a sequence number to a deny or permit filter in a MAC access list while creating the
filter.

seq sequence-number {deny | permit} {any | mac-source-address [mac-source-address-mask]}
[count [byte]] [log] [monitor]

sequence-number Enter a number between 0 and 65535.

deny Enter the keyword deny to configure a filter to drop packets
meeting this condition.
permit Enter the keyword permit to configure a filter to forward

packets meeting this criteria.
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Defaults

Command Modes

Command
History

Usage
Information

Related
Commands

any Enter the keyword any to filter all packets.

mac-source-address Enter a MAC address in nn:nn:nn:nn:nn:nn format.

mac-source-address-mask (OPTIONAL) Specify which bits in the MAC address must
match. If no mask is specified, a mask of 00:00:00:00:00:00 is
applied (in other words, the filter allows only MAC addresses
that match).

count (OPTIONAL) Enter the keyword count to count packets
processed by the filter.

byte (OPTIONAL) Enter the keyword byte to count bytes
processed by the filter.

log (OPTIONAL, E-Series only) Enter the keyword log to log the
packets.

monitor (OPTIONAL) Enter the keyword monitor when the rule is

describing the traffic that you want to monitor and the ACL in
which you are creating the rule will be applied to the
monitored interface. For details, refer to the section
“Flow-based Monitoring” in the Port Monitoring chapter of
the FTOS Configuration Guide.

Not configured.

CONFIGURATION-MAC ACCESS LIST-STANDARD

Version 8.1.1.0 Introduced on E-Series ExaScale
Version 7.6.1.0 Support added for S-Series
\ersion 7.5.1.0 Support added for C-Series
Version 7.4.1.0 Added monitor option

pre-Version 6.1.1.0  Introduced for E-Series

Note: When ACL logging and byte counters are configured simultaneously, byte
counters may display an incorrect value. Configure packet counters with logging
instead.

When you use the log option, the CP processor logs details about the packets that match.
Depending on how many packets match the log entry and at what rate, the CP may become
busy as it has to log these packets’ details.

deny Configure a filter to drop packets.

permit Configure a filter to forward packets.

Extended MAC ACL Commands

When an access-list is created without any rule and then applied to an interface, ACL
behavior reflects implicit permit.
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deny

Syntax

Parameters

and platforms support Ingress MAC ACLs only.

The following commands configure Extended MAC ACLs.

* deny
* mac access-list extended
e permit
*  Seq
K Note: Refer also to Commands Common to all ACL Types and Common MAC

Access List Commands.

Configure a filter to drop packets that match the filter criteria.

deny {any | host mac-address | mac-source-address mac-source-address-mask} {any | host
mac-address | mac-destination-address mac-destination-address-mask} [ethertype-operator] [count

[byte]] [log] [monitor]

To remove this filter, you have two choices:

»  Use the no seq sequence-number command syntax if you know the filter’s
sequence number or

e Use the no deny {any | host mac-address | mac-source-address
mac-source-address-mask} {any | host mac-address | mac-destination-address
mac-destination-address-mask} command.

any Enter the keyword any to drop all packets.

host mac-address Enter the keyword host followed by a MAC address to
drop packets with that host address.

mac-source-address Enter the source MAC address in nn:nn:nn:nn:nn:nn
format.

mac-source-address-mask Specify which bits in the MAC address must match.

The MAC ACL supports an inverse mask, therefore, a
mask of ff:ff:ff.ff:ff:ff allows entries that do not match
and a mask of 00:00:00:00:00:00 only allows entries
that match exactly.

mac-destination-address Enter the destination MAC address and mask in
nn:nn:nn:nn:nn:nn format.

mac-destination-address-mask Specify which bits in the MAC address must match.
The MAC ACL supports an inverse mask, therefore, a
mask of ff:ff.ff.ff:ff:ff allows entries that do not match
and a mask of 00:00:00:00:00:00 only allows entries
that match exactly.

Access Control Lists (ACL)
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Defaults

Command Modes

Command
History

Usage
Information

Related
Commands

ethertype operator

(OPTIONAL) To filter based on protocol type, enter
one of the following Ethertypes:

e ev2 - is the Ethernet Il frame format.

e llc - is the IEEE 802.3 frame format.

e snap - is the IEEE 802.3 SNAP frame format.

count (OPTIONAL) Enter the keyword count to count
packets processed by the filter.

byte (OPTIONAL) Enter the keyword byte to count bytes
processed by the filter.

log (OPTIONAL, E-Series only) Enter the keyword log to
log the packets.

monitor (OPTIONAL) Enter the keyword monitor when the rule

is describing the traffic that you want to monitor and the
ACL in which you are creating the rule will be applied
to the monitored interface. For details, refer to the
section “Flow-based Monitoring” in the Port
Monitoring chapter of the FTOS Configuration Guide.

Not configured.

CONFIGURATION-MAC ACCESS LIST-EXTENDED

Version 8.1.1.0

Introduced on E-Series ExaScale

Version 7.6.1.0

Support added for S-Series

Version 7.5.1.0

Support added for C-Series

Version 7.4.1.0

Added monitor option

pre-Version 6.1.1.0

Introduced for E-Series

Note: When ACL logging and byte counters are configured simultaneously, byte
counters may display an incorrect value. Configure packet counters with logging

instead.

When you use the log option, CP processor logs details about the packets that match.

Depending on how many packets match the log entry and at what rate, the CP may become
busy as it has to log these packets’ details.

permit

Configure a filter to forward based on MAC addresses.

seq Configure a filter with specific sequence numbers.

mac access-list extended

Name a new or existing extended MAC access control list (extended MAC ACL).

Syntax

mac access-list extended access-list-name

Access Control Lists (ACL)



Parameters X - -
access-list-name Enter a text string as the MAC access list name, up to 140 characters.

Defaults  No default configuration

Command Modes CONFIGURATION

Command -
History Version 8.3.10.0 Introduced on S4810
Version 8.1.1.0 Introduced on E-Series ExaScale
Version 7.8.1.0 Increased name string to accept up to 140 characters. Prior to 7.8.1.0, names
are up to 16 characters long.
\ersion 7.6.1.0 Support added for S-Series
Version 7.5.1.0 Support added for C-Series

pre-Version 6.1.1.0  Introduced for E-Series

Usage  The number of entries allowed per ACL is hardware-dependent. Refer to your line card
Information  documentation for detailed specification on entries allowed per ACL.

Prior to 7.8.1.0, names are up to 16 characters long.

Example FTOS(conf)#mac-access-list access-list extended TestMATExt
FTOS(config-ext-macl)#remark 5 1Pv4
FTOS(config-ext-macl)#seq 10 permit any any ev2 eq 800 count bytes
FTOS(config-ext-macl)#remark 15 ARP
FTOS(config-ext-macl)#seq 20 permit any any ev2 eq 806 count bytes
FTOS(config-ext-macl)#remark 25 1Pv6
FTOS(config-ext-macl)#seq 30 permit any any ev2 eq 86dd count bytes
FTOS(config-ext-macl)#seq 40 permit any any count bytes
FTOS(config-ext-macl)#exit
FTOS(conf)#do show mac accounting access-list snickers interface g0/47 in

Extended mac access-list snickers on GigabitEthernet 0/47

seq 10 permit any any ev2 eq 800 count bytes (559851886 packets 191402152148 bytes)
seq 20 permit any any ev2 eq 806 count bytes (74481486 packets 5031686754 bytes)
seq 30 permit any any ev2 eq 86dd count bytes (7751519 packets 797843521 bytes)

Related

Commands mac access-list standard Configure a standard MAC access list.
show mac accounting access-list  Display MAC access list configurations and counters (if
configured).
permit

Configure a filter to pass packets matching the criteria specified.

Syntax  permit {any | host mac-address | mac-source-address mac-source-address-mask} {any | host
mac-address | mac-destination-address mac-destination-address-mask} [ethertype operator] [count

[oyte]] | [log] [monitor]

To remove this filter, you have two choices:
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Command Modes

e Use the no seq sequence-number command syntax if you know the filter’s

sequence number or

e Use the no permit {any | host mac-address | mac-source-address
mac-source-address-mask} {any | mac-destination-address
mac-destination-address-mask} command.

Parameters
any

Enter the keyword any to forward all packets.

host

Enter the keyword host followed by a MAC address to
forward packets with that host address.

mac-source-address

Enter the source MAC address in nn:nn:nn:nn:nn:nn
format.

mac-source-address-mask

Specify which bits in the MAC address must be
matched.

The MAC ACL supports an inverse mask, therefore, a
mask of ff:ff:ff:ff:ff:ff allows entries that do not match
and a mask of 00:00:00:00:00:00 only allows entries that
match exactly.

mac-destination-address

Enter the destination MAC address and mask in
nn:nn:nn:nn:nn:nn format.

mac-destination-address-mask

Specify which bits in the MAC address must be
matched.

The MAC ACL supports an inverse mask, therefore, a
mask of ff:ff:ff:ff:ff:ff allows entries that do not match
and a mask of 00:00:00:00:00:00 only allows entries that
match exactly.

ethertype operator

(OPTIONAL) To filter based on protocol type, enter one
of the following Ethertypes:

e ev2 - isthe Ethernet Il frame format.

e lic - is the IEEE 802.3 frame format.

e snap - is the IEEE 802.3 SNAP frame format.

count

(OPTIONAL) Enter the keyword count to count packets
processed by the filter.

byte

(OPTIONAL) Enter the keyword byte to count bytes
processed by the filter.

log

(OPTIONAL, E-Series only) Enter the keyword log to
log the packets.

monitor

(OPTIONAL) Enter the keyword monitor when the rule
is describing the traffic that you want to monitor and the
ACL inwhich you are creating the rule will be applied to
the monitored interface. For details, refer to the section
“Flow-based Monitoring” in the Port Monitoring chapter
of the FTOS Configuration Guide.

Defaults  Not configured.
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Command
History

Usage
Information

Related
Commands

seq

Syntax

Parameters

Version 8.1.1.0 Introduced on E-Series ExaScale
\ersion 7.6.1.0 Support added for S-Series
Version 7.5.1.0 Support added for C-Series
Version 7.4.1.0 Added monitor option

pre-Version 6.1.1.0  Introduced for E-Series

Note: When ACL logging and byte counters are configured simultaneously, byte
counters may display an incorrect value. Configure packet counters with logging
instead.

When you use the log option, the CP processor logs details about the packets that match.
Depending on how many packets match the log entry and at what rate, the CP may become
busy as it has to log these packets’ details.

deny Configure a filter to drop traffic based on the MAC address.

seq Configure a filter with specific sequence numbers.

Configure a filter with a specific sequence number.

seq sequence-number {deny | permit} {any | host mac-address | mac-source-address
mac-source-address-mask} {any | host mac-address | mac-destination-address
mac-destination-address-mask} [ethertype operator] [count [byte]] [log] [monitor]

sequence-number Enter a number as the filter sequence number.
Range: zero (0) to 65535.
deny Enter the keyword deny to drop any traffic matching this filter.
permit Enter the keyword permit to forward any traffic matching this
filter.
any Enter the keyword any to filter all packets.
host mac-address Enter the keyword host followed by a MAC address to filter

packets with that host address.

mac-source-address Enter the source MAC address in nn:nn:nn:nn:nn:nn format.
The MAC ACL supports an inverse mask, therefore, a mask of
ff. ff.ff.ff.ff.ff allows entries that do not match and a mask of
00:00:00:00:00:00 only allows entries that match exactly.

mac-source-address-mask Specify which bits in the MAC address must be matched.

mac-destination-address Enter the destination MAC address and mask in
nn:nn:nn:nn:nn:nn format.

mac-destination-address-mask  Specify which bits in the MAC address must be matched.
The MAC ACL supports an inverse mask, therefore, a mask of
ff.ff.ff:Ff:ff: ff allows entries that do not match and a mask of
00:00:00:00:00:00 only allows entries that match exactly.

Access Control Lists (ACL)
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Defaults

Command Modes

Command
History

Usage
Information

Related
Commands

ethertype operator (OPTIONAL) To filter based on protocol type, enter one of the
following Ethertypes:
e ev2 - is the Ethernet Il frame format.
e llc - is the IEEE 802.3 frame format.
e snap - is the IEEE 802.3 SNAP frame format.

count (OPTIONAL) Enter the keyword count to count packets
processed by the filter.

byte (OPTIONAL) Enter the keyword byte to count bytes processed
by the filter.

log (OPTIONAL, E-Series only) Enter the keyword log to log the
packets.

monitor (OPTIONAL) Enter the keyword monitor when the rule is

describing the traffic that you want to monitor and the ACL in
which you are creating the rule will be applied to the monitored
interface. For details, refer to the section “Flow-based
Monitoring” in the Port Monitoring chapter of the FTOS
Configuration Guide.

Not configured

CONFIGURATION-MAC ACCESS LIST-STANDARD

\ersion 8.1.1.0 Introduced on E-Series ExaScale
\ersion 7.6.1.0 Support added for S-Series
\ersion 7.5.1.0 Support added for C-Series
\ersion 7.4.1.0 Added monitor option

pre-Version 6.1.1.0  Introduced for E-Series

Note: When ACL logging and byte counters are configured simultaneously, byte
counters may display an incorrect value. Configure packet counters with logging
instead.

When you use the log option, the CP processor logs details about the packets that match.
Depending on how many packets match the log entry and at what rate, the CP may become
busy as it has to log these packets’ details.

deny Configure a filter to drop traffic.

permit Configure a filter to forward traffic.

IP Prefix List Commands

When an access-list is created without any rule and then applied to an interface, ACL
behavior reflects implicit permit.

Use these commands to configure or enable IP prefix lists.
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» clear ip prefix-list

* deny

e ip prefix-list
e permit

*  seq

» show config
e show ip prefix-list detail
» show ip prefix-list summary

clear ip prefix-list

Syntax

Parameters

Command Modes

Command
History

Default

Related
Commands

deny

Syntax

Parameters

Reset the number of times traffic met the conditions (“hit” counters) of the configured prefix

lists.

clear ip prefix-list [prefix-name]

prefix-name (OPTIONAL) Enter the name of the configured prefix list to clear only counters

for that prefix list, up to 140 characters long.

EXEC Privilege

Version 8.1.1.0 Introduced on E-Series ExaScale

Version 7.8.1.0 Increased name string to accept up to 140 characters. Prior to 7.8.1.0, names

are up to 16 characters long.

\ersion 7.6.1.0 Support added for S-Series

Version 7.5.1.0 Support added for C-Series

pre-Version 6.1.1.0  Introduced for E-Series

Clears “hit” counters for all prefix lists unless a prefix list is specified.

ip prefix-list Configure a prefix list.

Configure a filter to drop packets meeting the criteria specified.

deny ip-prefix [ge min-prefix-length] [le max-prefix-length]

ip-prefix Specify an IP prefix in the network/length format. For example,

35.0.0.0/8 means match the first 8 bits of address 35.0.0.0.

Access Control Lists (ACL)
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g ge min-prefix-length (OPTIONAL) Enter the keyword ge followed by the minimum
o prefix length, which is a number from zero (0) to 32.

o le max-prefix-length (OPTIONAL) Enter the keyword le followed by the maximum
3 prefix length, which is a number from zero (0) to 32.

o

= Defaults ~ Not configured.

=]

n

— Command Modes PREFIX-LIST

= Oﬂg;r:y Version 8.1.1.0 Introduced on E-Series ExaScale

%_ \ersion 7.6.1.0 Support added for S-Series

§ Version 7.5.1.0 Support added for C-Series

S

pre-Version 6.1.1.0  Introduced for E-Series

Usage  Sequence numbers for this filter are automatically assigned starting at sequence number 5.

Information
If the options ge or le are not used, only packets with an exact match to the prefix are filtered.
cOmRnfﬁzg permit Configure a filter to pass packets.
seq Configure a drop or permit filter with a specified sequence number.

Ip prefix-list
Enter the PREFIX-LIST mode and configure a prefix list.

Syntax ip prefix-list prefix-name

Parameters - - -
prefix-name Enter a string up to 16 characters long as the name of the prefix list, up to 140

characters long.

Command Modes ~ CONFIGURATION

Coﬂgt%nr(; Version 8.1.1.0 Introduced on E-Series ExaScale
Version 7.8.1.0 Increased name string to accept up to 140 characters. Prior to 7.8.1.0, names
are up to 16 characters long.
Version 7.6.1.0 Support added for S-Series
\ersion 7.5.1.0 Support added for C-Series

pre-Version 6.1.1.0  Introduced for E-Series

Usage  Prefix lists redistribute OSPF and RIP routes meeting specific criteria. For related RIP
Information  commands supported on C-Series and E-Series, refer to the Routing Information Protocol
(RIP) chapter. For related OSPF commands supported on all three platforms, refer to the
E-Series E-Series FTOS Command Line Reference Guide Open Shortest Path First (OSPFv2)
chapter.
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Prior to 7.8.1.0, names are up to 16 characters long.

Rel - - - - -
Comn?zfrfgg show ip route list Display IP routes in an IP prefix list.
show ip prefix-list summary  Display a summary of the configured prefix lists.
permit

Configure a filter that passes packets meeting the criteria specified.

Syntax  permit ip-prefix [ge min-prefix-length] [le max-prefix-length]

Parameters

ip-prefix Specify an IP prefix in the network/length format. For example,
35.0.0.0/8 means match the first 8 bits of address 35.0.0.0.
ge min-prefix-length (OPTIONAL) Enter the keyword ge followed by the minimum

prefix length, which is a number from zero (0) to 32.

le max-prefix-length (OPTIONAL) Enter the keyword le followed by the maximum prefix
length, which is a number from zero (0) to 32.

Command Modes PREFIX-LIST

Command

History Version 8.1.1.0 Introduced on E-Series ExaScale
\ersion 7.6.1.0 Support added for S-Series
Version 7.5.1.0 Support added for C-Series

pre-Version 6.1.1.0  Introduced for E-Series

Usage  Sequence numbers for this filter are automatically assigned starting at sequence number 5.

Information
If the options ge or le are not used, only packets with an exact match to the prefix are filtered.
ComRn?ﬁgg deny Configure a filter to drop packets.
seq Configure a drop or permit filter with a specified sequence number.
seq
Assign a sequence number to a deny or permit filter in a prefix list while configuring the
filter.

Syntax  seq sequence-number {deny | permit} {any} | [ip-prefix /nn {ge min-prefix-length} {le
max-prefix-length}] | [bitmask number]

Parameters

sequence-number Enter a number.
Range: 1 to 4294967294.
deny Enter the keyword deny to configure a filter to drop packets meeting

this condition.
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permit Enter the keyword permit to configure a filter to forward packets
meeting this condition.

any (OPTIONAL) Enter the keyword any to match any packets.

ip-prefix /nn (OPTIONAL) Specify an IP prefix in the network/length format. For

example, 35.0.0.0/8 means match the first 8 bits of address 35.0.0.0.

ge min-prefix-length

(OPTIONAL) Enter the keyword ge followed by the minimum prefix
length, which is a number from zero (0) to 32.

le max-prefix-length

(OPTIONAL) Enter the keyword le followed by the maximum prefix
length, which is a number from zero (0) to 32.

bitmask number

Enter the keyword bitmask followed by a bit mask number in dotted
decimal format.

Introduced on E-Series ExaScale

Added support for S-Series

Added support for C-Series

Added bit mask option

If the options ge or le are not used, only packets with an exact match to the prefix are filtered.

Configure a filter to drop packets.

Configure a filter to pass packets.

Display the current PREFIX-LIST configurations.

Defaults  Not configured.
Command Modes PREFIX-LIST
Command "
History Version 8.1.1.0
Version 7.6.1.0
Version 7.5.1.0
Version 6.3.1.0
Usage
Information
Related q
Commands eny
permit
show config
Syntax show config
Command Modes PREFIX-LIST

Command
History

Example

Version 8.1.1.0

Introduced on E-Series ExaScale

Version 7.6.1.0

Support added for S-Series

Version 7.5.1.0

Support added for C-Series

pre-Version 6.1.1.0

Introduced for E-Series

FTOS(conf-nprefixl)#show config
1

ip prefix-list snickers
FTOS(conf-nprefixl)#
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show ip prefix-list detall

Display details of the configured prefix lists.

Syntax

Parameters

Command Modes

Command
History

Example

show ip prefix-list detail [prefix-name]

prefix-name

(OPTIONAL) Enter a text string as the name of the prefix list, up to 140
characters.

EXEC

EXEC Privilege

Version 8.1.1.0

Introduced on E-Series ExaScale

Version 7.8.1.0

Increased name string to accept up to 140 characters. Prior to 7.8.1.0, names
are up to 16 characters long.

Version 7.6.1.0

Support added for S-Series

Version 7.5.1.0

Support added for C-Series

pre-Version 6.1.1.0

Introduced for E-Series

FTOS#show

ip prefix-list detail

Prefix-list with the last deletion/insertion: filter_ospf
ip prefix-list filter_in:

count: 3,

range entries: 3, sequences: 5 - 10

seq 5 deny 1.102.0.0/16 le 32 (hit count: 0)
seq 6 deny 2.1.0.0/16 ge 23 (hit count: 0)

seq 10

permit 0.0.0.0/0 le 32 (hit count: 0)

ip prefix-list filter_ospf:

count: 4,

range entries: 1, sequences: 5 - 10

seq 5 deny 100.100.1.0/24 (hit count: 5)
seq 6 deny 200.200.1.0/24 (hit count: 1)
seq 7 deny 200.200.2.0/24 (hit count: 1)

seq 10
FTOS#

permit 0.0.0.0/0 le 32 (hit count: 132)

show ip prefix-list summary

Display a summary of the configured prefix lists.

Syntax

Parameters

Command Modes

show ip prefix-list summary [prefix-name]

prefix-name (OPTIONAL) Enter a text string as the name of the prefix list, up to 140
characters long.

EXEC

EXEC Privilege
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Command

History Version 8.1.1.0 Introduced on E-Series ExaScale

\ersion 7.8.1.0 Increased name string to accept up to 140 characters. Prior to 7.8.1.0, names
are up to 16 characters long.

Version 7.6.1.0 Support added for S-Series

Version 7.5.1.0 Support added for C-Series

pre-Version 6.1.1.0  Introduced for E-Series

Example FTOS#show ip prefix summary
Prefix-list with the last deletion/insertion: test
ip prefix-list test:
count: 3, range entries: 1, sequences: 5 - 15
ip prefix-list testl:
count: 2, range entries: 2, sequences: 5 - 10
ip prefix-list test2:
count: 1, range entries: 1, sequences: 5 - 5
ip prefix-list test3:
count: 1, range entries: 1, sequences: 5 - 5
ip prefix-list test4:
count: 1, range entries: 1, sequences: 5 - 5
ip prefix-list test5:
count: 1, range entries: 1, sequences: 5 - 5
ip prefix-list test6:
count: 1, range entries: 1, sequences: 5 - 5
FTOS#
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Route Map Commands

When an access-list is created without any rule and then applied to an interface, ACL
behavior reflects implicit permit.

The following commands allow you to configure route maps and their redistribution criteria.

e continue

e description

* match as-path

e match community
* match interface

e match ip address
e match ip next-hop
e match ip route-source
* match metric

e match origin

e match route-type
e match tag

* route-map

e setas-path

* set automatic-tag
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continue

Syntax

Parameters

Defaults
Command Modes

Command
History

Usage
Information

e set comm-list delete
* set community

o setlevel

e set local-preference
* set metric

» set metric-type

e set next-hop

» setorigin

* settag

e setweight

» show config

* show route-map

Configure a route-map to go to a route-map entry with a higher sequence number.

continue [sequence-number]

sequence-number

(OPTIONAL) Enter the route map sequence number.
Range: 1 - 65535
Default: no sequence number

Not Configured

ROUTE-MAP

Version 8.1.1.0

Introduced on E-Series ExaScale

Version 7.6.1.0

Support added for S-Series

Version 7.5.1.0

Support added for C-Series

Version 7.4.1.0

Introduced

The continue feature allows movement from one route-map entry to a specific route-map
entry (the sequence number). If the sequence number is not specified, the continue feature
simply moves to the next sequence number (also known as an implied continue). If a match
clause exists, the continue feature executes only after a successful match occurs. If there are
no successful matches, continue is ignored.

Match clause with Continue clause

The continue feature can exist without a match clause. A continue clause without a match
clause executes and jumps to the specified route-map entry.
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With a match clause and a continue clause, the match clause executes first and the continue
clause next in a specified route map entry. The continue clause launches only after a
successful match. The behavior is:

»  Asuccessful match with a continue clause, the route map executes the set clauses
and then goes to the specified route map entry upon execution of the continue
clause.

» If the next route map entry contains a continue clause, the route map will execute
the continue clause if a successful match occurs.

» If the next route map entry does not contain a continue clause, the route map
evaluates normally. If a match does not does not occur, the route map does not
continue and will fall through to the next sequence number, if one exists.

Set clause with Continue clause

If the route-map entry contains sets with the continue clause, then set actions is performed
first followed by the continue clause jump to the specified route map entry.

» |Ifasetactions occurs in the first route map entry and then the same set action
occurs with a different value in a subsequent route map entry, the last set of
actions overrides the previous set of actions with the same set command.

» |If set community additive and set as-path prepend are configure, the communities
and AS numbers are pre-pended.

ComRnfL?r:gg set community Specify a COMMUNITY attribute
set as-path Configure a filter to modify the AS path
description

Add a description to this route map.

Syntax  description {description}

Parameters — — - - -
description Enter a description to identify the route map (80 characters maximum).

Defaults No default behavior or values

Command Modes ROUTE-MAP

Command - .
History Version 8.1.1.0 Introduced on E-Series ExaScale
pre-Version 7.7.1.0  Introduced
Related o
Commands route-map Enable a route map
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match as-path

Syntax

Parameters

Defaults
Command Modes

Command
History

Related
Commands

Configure a filter to match routes that have a certain AS number in their BGP path.

match as-path as-path-name

as-path-name

Enter the name of an established AS-PATH ACL, up to 140 characters.

Not configured.

ROUTE-MAP

Version 8.1.1.0

Introduced on E-Series ExaScale

Version 7.8.1.0

Increased name string to accept up to 140 characters. Prior to 7.8.1.0, names
are up to 16 characters long.

Version 7.6.1.0

Support added for S-Series

Version 7.5.1.0

Support added for C-Series

pre-Version 6.1.1.0

Introduced for E-Series

set as-path

Add information to the BGP AS_PATH attribute.

match community

Configure a filter to match routes that have a certain COMMUNITY attribute in their BGP

Syntax

Parameters

Defaults
Command Modes

Command
History

Related
Commands

path.

match community community-list-name [exact]

community-list-name

Enter the name of a configured community list.

exact

(OPTIONAL) Enter the keywords exact to process only those routes
with this community list name.

Not configured.

ROUTE-MAP

Version 8.1.1.0

Introduced on E-Series ExaScale

Version 7.6.1.0

Support added for S-Series

Version 7.5.1.0

Support added for C-Series

pre-Version 6.1.1.0

Introduced for E-Series

ip community-list

Configure an Community Access list.

set community

Specify a COMMUNITY attribute.

neighbor send-community

Send COMMUNITY attribute to peer or peer group.
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match interface

Configure a filter to match routes whose next hop is on the interface specified.
Syntax  match interface interface

To remove a match, use the no match interface interface command.

Parameters

www.dell.com | support.dell.com

interface Enter the following keywords and slot/port or number information:

For a Fast Ethernet interface, enter the keyword FastEthernet followed by the slot/
port information.

For a Gigabit Ethernet interface, enter the keyword GigabitEthernet followed by the
slot/port information.

For the loopback interface, enter the keyword loopback followed by a number from
zero (0) to 16383.

For a Port Channel interface, enter the keyword port-channel followed by a number:
C-Series and S-Series Range: 1-128

E-Series Range: 1 to 255 for TeraScale and 1 to 512 for ExaScale.

For a SONET interface, enter the keyword sonet followed by the slot/port
information.

For a Ten Gigabit Ethernet interface, enter the keyword TenGigabitEthernet
followed by the slot/port information.

For a 40-Gigabit Ethernet interface, enter the keyword fortyGigE followed by the
slot/port information.

For a VLAN, enter the keyword vlan followed by a number from 1 to 4094, 1-2094
for ExaScale (can used IDs 1-4094).

Defaults  Not configured

Command Modes ROUTE-MAP

C d - -
Oﬂgt{g}y \ersion 8.5.1.0 Added support for 4-port 40G line cards on ExaScale.
Version 8.1.1.0 Introduced on E-Series ExaScale
Version 7.6.1.0 Support added for S-Series
\ersion 7.5.1.0 Support added for C-Series
pre-Version 6.1.1.0  Introduced for E-Series
Related hip add distrib h h ad
Commands match ip address Redistribute routes that match an IP address.
match ip next-hop Redistribute routes that match the next-hop IP address.

match ip route-source Redistribute routes that match routes advertised by other routers.

match metric

Redistribute routes that match a specific metric.

match route-type Redistribute routes that match a route type.

match tag

Redistribute routes that match a specific tag.

match ip address

Configure a filter to match routes based on IP addresses specified in an access list.
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Syntax

Parameters

Defaults

Command Modes

Command
History

Related
Commands

match ip address prefix-list-name

prefix-list-name

Enter the name of configured prefix list, up to 140 characters.

Not configured.

ROUTE-MAP

Version 8.1.1.0

Introduced on E-Series ExaScale

Version 7.8.1.0

Increased name string to accept up to 140 characters. Prior to 7.8.1.0, names
are up to 16 characters long.

Version 7.6.1.0

Support added for S-Series

Version 7.5.1.0

Support added for C-Series

pre-Version 6.1.1.0

Introduced for E-Series

match interface

Redistribute routes that match the next-hop interface.

match ip next-hop

Redistribute routes that match the next-hop IP address.

match ip route-source

Redistribute routes that match routes advertised by other routers.

match metric

Redistribute routes that match a specific metric.

match route-type

Redistribute routes that match a route type.

match tag

Redistribute routes that match a specific tag.

match ip next-hop

Syntax

Parameters

Defaults
Command Modes

Command
History

Configure a filter to match based on the next-hop IP addresses specified in an IP access list or

IP prefix list.

match ip next-hop {access-list | prefix-list prefix-list-name}

access-list-name

Enter the name of a configured IP access list, up to 140 characters.

prefix-list prefix-list-name Enter the keywords prefix-list followed by the name of configured

prefix list.

Not configured.

ROUTE-MAP

Version 8.1.1.0

Introduced on E-Series ExaScale

Version 7.8.1.0

Increased name string to accept up to 140 characters. Prior to 7.8.1.0, names
are up to 16 characters long.

Version 7.6.1.0

Support added for S-Series

Version 7.5.1.0

Support added for C-Series

pre-Version 6.1.1.0

Introduced for E-Series
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Related
Commands

match interface

Redistribute routes that match the next-hop interface.

match ip address

Redistribute routes that match an IP address.

match ip route-source

Redistribute routes that match routes advertised by other routers.

match metric

Redistribute routes that match a specific metric.

match route-type

Redistribute routes that match a route type.

match tag

Redistribute routes that match a specific tag.

match ip route-source

Configure a filter to match based on the routes advertised by routes specified in IP access lists

Syntax

Parameters

Defaults
Command Modes

Command
History

Related
Commands

or IP prefix lists.

match ip route-source {access-list | prefix-list prefix-list-name}

access-list-name

Enter the name of a configured IP access list, up to 140 characters.

prefix-list
prefix-list-name

Enter the keywords prefix-list followed by the name of configured
prefix list, up 10 140 characters.

Not configured.

ROUTE-MAP

Version 8.1.1.0

Introduced on E-Series ExaScale

Version 7.8.1.0

Increased name string to accept up to 140 characters. Prior to 7.8.1.0, names
are up to 16 characters long.

Version 7.6.1.0

Support added for S-Series

Version 7.5.1.0

Support added for C-Series

pre-Version 6.1.1.0

Introduced for E-Series

match interface

Redistribute routes that match the next-hop interface.

match ip address

Redistribute routes that match an IP address.

match ip next-hop

Redistribute routes that match the next-hop IP address.

match metric

Redistribute routes that match a specific metric.

match route-type

Redistribute routes that match a route type.

match tag

Redistribute routes that match a specific tag.

match metric

Configure a filter to match on a specified value.

Syntax

match metric metric-value
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Parameters

Defaults

Command Modes

Command
History

Related
Commands

metric-value

Enter a value to match.

Range: zero (0) to 4294967295.

Not configured.

ROUTE-MAP

Version 8.1.1.0

Introduced on E-Series ExaScale

Version 7.6.1.0

Support added for S-Series

Version 7.5.1.0

Support added for C-Series

pre-Version 6.1.1.0

Introduced for E-Series

match interface

Redistribute routes that match the next-hop interface.

match ip address

Redistribute routes that match an IP address.

match ip next-hop

Redistribute routes that match the next-hop IP address.

match ip route-source

Redistribute routes that match routes advertised by other routers.

match route-type

Redistribute routes that match a route type.

match tag

Redistribute routes that match a specific tag.

match origin

Configure a filter to match routes based on the value found in the BGP path ORIGIN

Syntax

Parameters

Defaults
Command Modes

Command
History

attribute.

match origin {egp | igp | incomplete}

egp Enter the keyword egp to match routes originating outside the AS.
igp Enter the keyword igp to match routes originating within the same AS.
incomplete Enter the keyword incomplete to match routes with incomplete routing

information.

Not configured.

ROUTE-MAP

Version 8.1.1.0

Introduced on E-Series ExaScale

pre-Version 6.1.1.0

Introduced for E-Series

match route-type

Configure a filter to match routes based on the how the route is defined.
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Syntax  match route-type {external [type-1 | type-2] | internal | level-1 | level-2 | local}

within the switch.

Defaults  Not configured.

IS

o

(8]

_ P -

) arameters external [type-1| type-2] Enter the keyword external followed by either type-1 or type-2 to
3 match only on OSPF Type 1 routes or OSPF Type 2 routes.
S internal Enter the keyword internal to match only on routes generated
= within OSPF areas.

i level-1 Enter the keyword level-1 to match 1S-1S Level 1 routes.

c level-2 Enter the keyword level-2 to match IS-1S Level 2 routes.

8_ local Enter the keyword local to match only on routes generated

©

°

2

S

S

Command Modes ROUTE-MAP

comgt?rg Version 8.3.7.0 Introduced on S4810
Version 8.1.1.0 Introduced on E-Series ExaScale
Version 7.6.1.0 Support added for S-Series
\ersion 7.5.1.0 Support added for C-Series
pre-Version 6.1.1.0  Introduced for E-Series

Related - . -
Commands match interface Redistribute routes that match the next-hop interface.
match ip address Redistribute routes that match an IP address.
match ip next-hop Redistribute routes that match the next-hop IP address.
match ip route-source Redistribute routes that match routes advertised by other routers.
match metric Redistribute routes that match a specific metric.
match tag Redistribute routes that match a tag.
match tag
Configure a filter to redistribute only routes that match a specified tag value.

Syntax  match tag tag-value

Parameters .
tag-value Enter a value as the tag on which to match.

Range: zero (0) to 4294967295.

Defaults ~ Not configured

Command Modes ROUTE-MAP
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Command
History

Related
Commands

route-map

Syntax

Parameters

Defaults

Command Modes

Command
History

Version 8.3.7.0

Introduced on S4810

Version 8.1.1.0

Introduced on E-Series ExaScale

Version 7.6.1.0

Support added for S-Series

Version 7.5.1.0

Support added for C-Series

pre-Version 6.1.1.0

Introduced for E-Series

match interface

Redistribute routes that match the next-hop interface.

match ip address

Redistribute routes that match an IP address.

match ip next-hop

Redistribute routes that match the next-hop IP address.

match ip route-source

Redistribute routes that match routes advertised by other routers.

match metric

Redistribute routes that match a specific metric.

match route-type

Redistribute routes that match a route type.

Enable a route map statement and configure its action and sequence humber. This command
also places you in the ROUTE-MAP mode.

route-map map-name [permit | deny] [sequence-number]

map-name Enter a text string of up to 140 characters to name the route map for easy
identification.

permit (OPTIONAL) Enter the keyword permit to set the route map default as
permit.
If no keyword is specified, the default is permit.

deny (OPTIONAL) Enter the keyword deny to set the route map default as

deny.

sequence-number

(OPTIONAL) Enter a number to identify the route map for editing and
sequencing with other route maps. You are prompted for a sequence
number if there are multiple instances of the route map.

Range: 1 to 65535.

Not configured

If no keyword (permit or deny) is defined for the route map, the permit action is the default.

CONFIGURATION

Version 8.3.7.0

Introduced on S4810

Version 8.1.1.0

Introduced on E-Series ExaScale

Version 7.8.1.0

Increased name string to accept up to 140 characters. Prior to 7.8.1.0, names
are up to 16 characters long.

Version 7.6.1.0

Support added for S-Series
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\ersion 7.5.1.0 Support added for C-Series

pre-Version 6.1.1.0  Introduced for E-Series

Example FTOS(conf)#route-map dempsey
FTOS(config-route-map)#

Usage  Use caution when you delete route maps because if you do not specify a sequence number, all
Information  royte maps with the same map-name are deleted when you use no route-map map-name
command.

Prior to 7.8.1.0, names are up to 16 characters long.

Related

Commands show config Display the current configuration.

set as-path
Configure a filter to modify the AS path for BGP routes.

Syntax  set as-path prepend as-number [... as-number]

Parameters prepend as-number Enter the keyword prepend followed by up to eight AS numbers to be

inserted into the BGP path information.
Range: 1 to 65535

Defaults  Not configured

Command Modes ROUTE-MAP

Command "
History Version 8.3.7.0 Introduced on S4810
Version 8.1.1.0 Introduced on E-Series ExaScale
Version 7.6.1.0 Support added for S-Series
\ersion 7.5.1.0 Support added for C-Series

pre-Version 6.1.1.0  Introduced for E-Series

Usage  You can prepend up to eight AS numbers to a BGP route.

Information
This command influences best path selection in BGP by inserting a tag or AS number into the
AS_PATH attribute.
Related — -
Commands match as-path Redistribute routes that match an AS-PATH attribute.
ip as-path access-list Configure an AS-PATH access list.
neighbor filter-list Configure a BGP filter based on the AS-PATH attribute.

show ip community-lists Display configured IP Community access lists.
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set automatic-tag

Configure a filter to automatically compute the tag value of the route.

Syntax

Defaults
Command Modes

Command
History

Related
Commands

set automatic-tag

To return to the default, enter no set automatic-tag.

Not configured.

ROUTE-MAP

Version 8.3.7.0

Introduced on S4810

Version 8.1.1.0

Introduced on E-Series ExaScale

Version 7.6.1.0

Support added for S-Series

Version 7.5.1.0

Support added for C-Series

pre-Version 6.1.1.0

Introduced for E-Series

set level

Specify the OSPF area for route redistribution.

set metric

Specify the metric value assigned to redistributed routes.

set metric-type

Specify the metric type assigned to redistributed routes.

set tag

Specify the tag assigned to redistributed routes.

set comm-list delete

Configure a filter to remove the specified community list from the BGP route’s
COMMUNITY attribute.

Syntax

Parameters

Defaults
Command Modes

Command
History

set comme-list community-list-name delete

community-list-name

Enter the name of an established Community list, up to 140 characters.

Not configured.

ROUTE-MAP
Version 8.3.7.0 Introduced on S4810
Version 8.1.1.0 Introduced on E-Series ExaScale
Version 7.8.1.0 Increased name string to accept up to 140 characters. Prior to 7.8.1.0, names

are up to 16 characters long.

Version 7.6.1.0

Support added for S-Series

Version 7.5.1.0

Support added for C-Series

pre-Version 6.1.1.0

Introduced for E-Series
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Usage  The community list used in the set comm-list delete command must be configured so that each
Information  fjlter contains only one community. For example, the filter deny 100:12 is acceptable, but
the filter deny 120:13 140:33 results in an error.

If the set comm-list delete command and the set community command are configured in the
same route map sequence, then the deletion command (set comm-list delete) is processed
before the insertion command (set community).

Prior to 7.8.1.0, names are up to 16 characters long.

Related - - - - -
Commands ip community-list Configure community access list.
match community Redistribute routes that match the COMMUNITY attribute.
set community Specify a COMMUNITY attribute.

set community
Allows you to assign a BGP COMMUNITY attribute.

Syntax  set community {community-number | local-as | no-advertise | no-export | none} [additive]

To delete a BGP COMMUNITY attribute assignment, use the no set community
{community-number | local-as | no-advertise | no-export | none} command.

P t - - - -
arameters community-number Enter the community number in AA:NN format where AA is the AS number
(2 bytes) and NN is a value specific to that autonomous system.
local-AS Enter the keywords local-AS to drop all routes with the COMMUNITY

attribute of NO_EXPORT_SUBCONFED.
All routes with the NO_EXPORT_SUBCONFED (0xFFFFFFO3)
community attribute must not be advertised to external BGP peers.

no-advertise Enter the keywords no-advertise to drop all routes containing the
well-known community attribute of NO_ADVERTISE.
All routes with the NO_ADVERTISE (OxFFFFFF02) community attribute
must not be advertised to other BGP peers.

no-export Enter the keywords no-export to drop all routes containing the well-known
community attribute of NO_EXPORT.
All routes with the NO_EXPORT (OxFFFFFF01) community attribute must
not be advertised outside a BGP confederation boundary.

none Enter the keywords none to remove the community attribute from routes
meeting the route map criteria.
additive (OPTIONAL) Enter the keyword additive add the communities to already

existing communities.

Defaults ~ Not configured

Command Modes ROUTE-MAP
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Command
History

Related
Commands

set level

Syntax

Parameters

Defaults
Command Modes

Command
History

Related
Commands

Version 8.3.7.0

Introduced on S4810

Version 8.1.1.0

Introduced on E-Series ExaScale

Version 7.6.1.0

Support added for S-Series

Version 7.5.1.0

Support added for C-Series

pre-Version 6.1.1.0

Introduced for E-Series

ip community-list

Configure a Community access list.

match community

Redistribute routes that match a BGP COMMUNITY attribute.

neighbor send-community  Assign the COMMUNITY attribute.

show ip bgp community Display BGP community groups.

show ip community-lists Display configured Community access lists.

Configure a filter to specify the 1S-1S level or OSPF area to which matched routes are

redistributed.

set level {backbone | level-1 | level-1-2 | level-2 | stub-area}

backbone Enter the keyword backbone to redistribute matched routes to the OSPF
backbone area (area 0.0.0.0).

level-1 Enter the keyword level-1 to redistribute matched routes to 1S-1S Level 1.

level-1-2 Enter the keyword level-1-2 to redistribute matched routes to IS-IS Level 1 and
Level 2.

level-2 Enter the keyword level-2 to redistribute matched routes to 1S-1S Level 2.

stub-area Enter the keyword stub to redistributed matched routes to OSPF stub areas.

Not configured.

ROUTE-MAP

Version 8.3.7.0

Introduced on S4810

Version 8.1.1.0

Introduced on E-Series ExaScale

Version 7.6.1.0

Support added for S-Series

Version 7.5.1.0

Support added for C-Series

pre-Version 6.1.1.0

Introduced for E-Series

set automatic-tag

Compute the tag value of the route.

set metric

Specify the metric value assigned to redistributed routes.

set metric-type

Specify the metric type assigned to redistributed routes.

set tag

Specify the tag assigned to redistributed routes.
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set local-preference

Syntax

Parameters

Defaults
Command Modes

Command
History

Usage
Information

Related
Commands

set metric

Syntax

Parameters

Defaults

Command Modes

Configure a filter to set the BGP LOCAL_PREF attribute for routers within the local
autonomous system.

set local-preference value

value Enter a number as the LOCAL_PREF attribute value.
Range: 0 to 4294967295

Not configured

ROUTE-MAP
Version 8.3.7.0 Introduced on S4810
Version 8.1.1.0 Introduced on E-Series ExaScale
\ersion 7.6.1.0 Support added for S-Series
Version 7.5.1.0 Support added for C-Series

pre-Version 6.1.1.0  Introduced for E-Series

The set local-preference command changes the LOCAL_PREF attribute for routes meeting
the route map criteria. To change the LOCAL_PREF for all routes, use the bgp default
local-preference command.

bgp default local-preference Change default LOCAL_PREF attribute for all routes.

Configure a filter to assign a new metric to redistributed routes.

set metric [+ | -] metric-value

To delete a setting, enter no set metric.

+ (OPTIONAL) Enter + to add a metric-value to the redistributed routes.
- (OPTIONAL) Enter - to subtract a metric-value from the redistributed routes.
metric-value Enter a number as the new metric value.

Range: zero (0) to 4294967295

Not configured

ROUTE-MAP
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Command
History

Related
Commands

Version 8.3.7.0

Introduced on S4810

Version 8.1.1.0

Introduced on E-Series ExaScale

Version 7.6.1.0

Support added for S-Series

Version 7.5.1.0

Support added for C-Series

pre-Version 6.1.1.0

Introduced for E-Series

set automatic-tag

Compute the tag value of the route.

set level

Specify the OSPF area for route redistribution.

set metric-type

Specify the route type assigned to redistributed routes.

set tag

Specify the tag assigned to redistributed routes.

set metric-type

Configure a filter to assign a new route type for routes redistributed to OSPF.

Syntax

Parameters

Defaults
Command Modes

Command
History

Related
Commands

set metric-type {internal | external | type-1 | type-2}

internal Enter the keyword internal to assign the Interior Gateway Protocol metric of the
next hop as the route’s BGP MULTI_EXIT_DES (MED) value.

external Enter the keyword external to assign the 1S-1S external metric.

type-1 Enter the keyword type-1 to assign the OSPF Type 1 metric.

type-2 Enter the keyword type-2 to assign the OSPF Type 2 metric.

Not configured.

ROUTE-MAP

Version 8.3.7.0

Introduced on S4810

Version 8.3.1.0

Implemented internal keyword

Version 8.1.1.0

Introduced on E-Series ExaScale

Version 7.6.1.0

Support added for S-Series

Version 7.5.1.0

Support added for C-Series

pre-Version 6.1.1.0

Introduced for E-Series

set automatic-tag

Compute the tag value of the route.

set level Specify the OSPF area for route redistribution.
set metric Specify the metric value assigned to redistributed routes.
set tag Specify the tag assigned to redistributed routes.

Access Control Lists (ACL)

265



e set next-hop
° Configure a filter to specify an IP address as the next hop.
3
% Syntax  set next-hop ip-address
g Parameters
— ip-address Specify an IP address in dotted decimal format.
£
o
© Defaults ~ Not configured.
©
'; Command Modes ROUTE-MAP
:
oy Version8.3.7.0 Introduced on 54810
Version 8.1.1.0 Introduced on E-Series ExaScale
\ersion 7.6.1.0 Support added for S-Series
Version 7.5.1.0 Support added for C-Series

pre-Version 6.1.1.0  Introduced for E-Series

Usage  If the set next-hop command is configured, its configuration takes precedence over the
Information  nejghbor next-hop-self command in the ROUTER BGP mode.

If you configure the set next-hop command with the interface’s (either Loopback or physical)
IP address, the software declares the route unreachable.

ComRrﬁlf;:Zg match ip next-hop Redistribute routes that match the next-hop IP address.
neighbor next-hop-self Configure the routers as the next hop for a BGP neighbor.
set origin
Configure a filter to manipulate the BGP ORIGIN attribute.

Syntax  set origin {igp | egp | incomplete}

Parameters

egp Enter the keyword egp to set routes originating from outside the local AS.

igp Enter the keyword igp to set routes originating within the same AS.

incomplete Enter the keyword incomplete to set routes with incomplete routing
information.

Defaults  Not configured.

Command Modes ROUTE-MAP
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Command
History

set tag

Syntax

Parameters

Defaults
Command Modes

Command
History

Related
Commands

set weight

Syntax

Version 8.3.7.0

Introduced on S4810

Version 8.1.1.0

Introduced on E-Series ExaScale

Version 7.6.1.0

Support added for S-Series

Version 7.5.1.0

Support added for C-Series

pre-Version 6.1.1.0

Introduced for E-Series

Configure a filter to specify a tag for redistributed routes.

set tag tag-value

tag-value

Enter a number as the tag.
Range: zero (0) to 4294967295.

Not configured

ROUTE-MAP

Version 8.3.7.0

Introduced on S4810

Version 8.1.1.0

Introduced on E-Series ExaScale

Version 7.6.1.0

Support added for S-Series

Version 7.5.1.0

Support added for C-Series

pre-Version 6.1.1.0

Introduced for E-Series

set automatic-tag

Compute the tag value of the route.

set level

Specify the OSPF area for route redistribution.

set metric

Specify the metric value assigned to redistributed routes.

set metric-type

Specify the route type assigned to redistributed routes.

Configure a filter to add a non-RFC compliant attribute to the BGP route to assist with route

selection.

set weight weight

Access Control Lists (ACL)
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Parameters

weight

Enter a number as the weight to be used by the route meeting the route map

specification.

Routes with a higher weight are preferred when there are multiple routes to the
same destination.

Range: 0 to 65535

Default: router-originated = 32768; all other routes = 0

router-originated = 32768; all other routes =0

Introduced on S4810

Introduced on E-Series ExaScale

Support added for S-Series

Support added for C-Series

Introduced for E-Series

If you do not use the set weight command, router-originated paths have a weight attribute of
32768 and all other paths have a weight attribute of zero.

Display the current route map configuration.

Introduced on S4810

Introduced on E-Series ExaScale

Support added for S-Series

Support added for C-Series

Introduced for E-Series

Defaults
Command Modes ROUTE-MAP
Command "
History Version 8.3.7.0
Version 8.1.1.0
Version 7.6.1.0
Version 7.5.1.0
pre-Version 6.1.1.0
Usage
Information
show config
Syntax  show config
Command Modes ROUTE-MAP
Command "
History Version 8.3.7.0
Version 8.1.1.0
Version 7.6.1.0
Version 7.5.1.0
pre-Version 6.1.1.0
Example

FTOS(config-route-map)#show config
1

route-map hopper permit 10
FTOS(config-route-map)#

show route-map

Display the current route map configurations.

Syntax

show route-map [map-name]
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P t :
arameters map-name (OPTIONAL) Enter the name of a configured route map, up to 140 characters.

Command Modes EXEC

EXEC Privilege

Command

History Version 8.3.7.0 Introduced on S4810
Version 8.1.1.0 Introduced on E-Series ExaScale
Version 7.8.1.0 Increased name string to accept up to 140 characters. Prior to 7.8.1.0, names
are up to 16 characters long.
\ersion 7.6.1.0 Support added for S-Series
Version 7.5.1.0 Support added for C-Series
pre-Version 6.1.1.0  Introduced for E-Series
Example FTOS#show route-map
route-map firpo, permit, sequence 10
Match clauses:
Set clauses:
tag 34
FTOS#
Related -
Commands route-map Configure a route map.

AS-Path Commands

This feature js supported on E-Series only, as indicated by this character under each command
heading:

The following commands configure AS-Path ACLs.

e deny
* ip as-path access-list
s permit

» show config
e show ip as-path-access-lists

deny
Create a filter to drop routes that match the route’s AS-PATH attribute. Use regular
expressions to identify which routes are affected by the filter.

Syntax deny as-regular-expression
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Parameters

Defaults

Command Modes

Usage
Information

Command
History

as-regular-expression  Enter a regular expression to match BGP AS-PATH attributes.

Use one or a combination of the following:

e . =(period) matches on any single character, including white space

e * = (asterisk) matches on sequences in a pattern (zero or more
sequences)

e+ = (plus sign) matches on sequences in a pattern (one or more
sequences)

e ?=(question mark) matches sequences in a pattern (0 or 1
sequences). You must enter an escape sequence (CNTL+v) prior
to entering the ? regular expression.

e []= (brackets) matches a range of single-character patterns.

e = (caret) matches the beginning of the input string. (If the caret is
used at the beginning of a sequence or range, it matches on everything
BUT the characters specified.)

e $ = (dollar sign) matches the end of the output string.

e = (underscore) matches a comma (), left brace ({), right brace (}),
left parenthesis, right parenthesis, the beginning of the input string,
the end of the input string, or a space.

e | = (pipe) matches either character.

Not configured
AS-PATH ACL

The regular expression must match part of the ASClI-text in the AS-PATH attribute of the
BGP route.

Version 8.1.1.0 Introduced on E-Series ExaScale

pre-Version 6.1.1.0  Introduced for E-Series

Ip as-path access-list

Syntax

Parameters

Defaults
Command Modes
Example

Usage
Information

Enter the AS-PATH ACL mode and configure an access control list based on the BGP
AS_PATH attribute.

ip as-path access-list as-path-name

as-path-name Enter the access-list name, up to 140 characters.

Not configured

CONFIGURATION

FTOS(conf)#ip as-path access-list TestPath
FTOS(config-as-path)#

Use the match as-path or neighbor filter-list commands to apply the AS-PATH ACL to BGP
routes.
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Command

History Version 8.3.7.0 Introduced on S4810
Version 8.1.1.0 Introduced on E-Series ExaScale
Version 7.8.1.0 Increased name string to accept up to 140 characters. Prior to 7.8.1.0, names

are up to 16 characters long.

pre-Version 6.1.1.0  Introduced for E-Series

Related h h h - ifi

Commands match as-pat Match on routes contain a specific AS-PATH.
neighbor filter-list Configure filter based on AS-PATH information.
permit

Create a filter to forward BGP routes that match the route’s AS-PATH attributes. Use regular
expressions to identify which routes are affected by this filter.

Syntax permit as-regular-expression

Parameters - n -
as-regular-expression Enter a regular expression to match BGP AS-PATH attributes.

Use one or a combination of the following:

e . =(period) matches on any single character, including white space

e * = (asterisk) matches on sequences in a pattern (zero or more
sequences)

e+ = (plus sign) matches on sequences in a pattern (one or more
sequences)

e ?=(question mark) matches sequences in a pattern (0 or 1 sequences).
You must enter an escape sequence (CNTL+v) prior to entering
the ? regular expression.

e []= (brackets) matches a range of single-character patterns.

e = (caret) matches the beginning of the input string. (If the caret is
used at the beginning of a sequence or range, it matches on everything
BUT the characters specified.)

e $ = (dollar sign) matches the end of the output string.

e = (underscore) matches a comma (,), left brace ({), right brace (}),
left parenthesis, right parenthesis, the beginning of the input string, the
end of the input string, or a space.

e | = (pipe) matches either character.
Defaults ~ Not configured
Command Modes AS-PATH ACL
Command - -
History Version 8.1.1.0 Introduced on E-Series ExaScale
pre-Version 6.1.1.0  Introduced for E-Series
show config

Display the current configuration.

Syntax  show config
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Command Mode AS-PATH ACL

C d - -
ornins*ltzzr:y Version 8.1.1.0 Introduced on E-Series ExaScale
pre-Version 6.1.1.0  Introduced for E-Series

Example FTOS(config-as-path)#show config
1

ip as-path access-list snickers
deny .3
FTOS(config-as-path)#

show ip as-path-access-lists
Display the all AS-PATH access lists configured on the E-Series.

Syntax  show ip as-path-access-lists

Command Modes EXEC

EXEC Privilege

Coﬂgt%nrg \ersion 8.3.7.0 Introduced on S4810
Version 8.1.1.0 Introduced on E-Series ExaScale
pre-Version 6.1.1.0  Introduced for E-Series

Example FTOS#show ip as-path-access-lists
ip as-path access-list 1
permit ~$
permit "\(.*\)$
deny .*
ip as-path access-list 91
permit °$
deny .*
permit "\(-*\)$
FTOS#

IP Community List Commands

IP Community List commands are supported on E-Series only, as indicated by this character
under each command heading:

The commands in this section are.

e deny
e ip community-list
e permit

» show config
e show ip community-lists
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deny

Create a filter to drop routes matching a BGP COMMUNITY number.

Syntax  deny {community-number | local-AS | no-advertise | no-export | quote-regexp
regular-expressions-list | regexp regular-expression}

Parameters -
community-number

Enter the community number in AA:NN format where AA is the AS number
(2 bytes) and NN is a value specific to that autonomous system.

local-AS

Enter the keywords local-AS to drop all routes with the COMMUNITY
attribute of NO_EXPORT_SUBCONFED.

All routes with the NO_EXPORT_SUBCONFED (0xFFFFFF03)
community attribute must not be advertised to external BGP peers.

no-advertise

Enter the keywords no-advertise to drop all routes containing the
well-known community attribute of NO_ADVERTISE.

All routes with the NO_ADVERTISE (OxFFFFFF02) community attribute
must not be advertised to other BGP peers.

no-export

Enter the keywords no-export to drop all routes containing the well-known
community attribute of NO_EXPORT.

All routes with the NO_EXPORT (0xFFFFFF01) community attribute must
not be advertised outside a BGP confederation boundary.

regexp
regular-expression

Enter the keyword regexp followed by a regular expression. Use one or a
combination of the following:

e . =(period) matches on any single character, including white space

e *=(asterisk) matches on sequences in a pattern (zero or more sequences)

e+ =(plus sign) matches on sequences in a pattern (one or more
sequences)

» ?=(question mark) matches sequences in a pattern (0 or 1 sequences).
You must enter an escape sequence (CNTL+v) prior to entering the ?
regular expression.

* []= (brackets) matches a range of single-character patterns.

o /= (caret) matches the beginning of the input string. (If the caret is used
at the beginning of a sequence or range, it matches on everything BUT
the characters specified.)

* $=(dollar sign) matches the end of the output string.

e = (underscore) matches a comma (,), left brace ({), right brace (}), left
parenthesis, right parenthesis, the beginning of the input string, the end of
the input string, or a space.

* | = (pipe) matches either character.

Defaults ~ Not configured.

Command Modes ~ COMMUNITY-LIST

Command

History Version 8.1.1.0

Introduced on E-Series ExaScale

pre-Version 6.1.1.0

Introduced for E-Series

Ip community-list

Enter COMMUNITY-LIST mode and create an IP community-list for BGP.

Access Control Lists (ACL)
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Syntax  ip community-list comm-list-name

To delete a community-list, use the no ip community-list comm-list-name command.

Parameters -
comm-list-name

Enter a text string as the name of the community-list, up to 140 characters.

Command Modes CONFIGURATION

Example FTOS(conf)#ip community-list TestComList
FTOS(config-community-list)#

Introduced on S4810

Introduced on E-Series ExaScale

Increased name string to accept up to 140 characters. Prior to 7.8.1.0, names
are up to 16 characters long.

Introduced for E-Series

Command -
History Version 8.3.7.0
Version 8.1.1.0
Version 7.8.1.0
pre-Version 6.1.1.0
permit

Configure a filter to forward routes that match the route’s COMMUNITY attribute.

Syntax  permit {community-number | local-AS | no-advertise | no-export | quote-regexp
regular-expressions-list | regexp regular-expression}

Parameters -
community-number

Enter the community number in AA:NN format where AA is the AS number
(2 bytes) and NN is a value specific to that autonomous system.

local-AS

Enter the keywords local-AS to drop all routes with the COMMUNITY
attribute of NO_EXPORT_SUBCONFED.

All routes with the NO_EXPORT_SUBCONFED (0xFFFFFFO03)
community attribute must not be advertised to external BGP peers.

no-advertise

Enter the keywords no-advertise to drop all routes containing the
well-known community attribute of NO_ADVERTISE.

All routes with the NO_ADVERTISE (OxFFFFFF02) community attribute
must not be advertised to other BGP peers.
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Defaults

Command Modes

Command
History

no-export Enter the keywords no-export to drop all routes containing the well-known
community attribute of NO_EXPORT.
All routes with the NO_EXPORT (OxFFFFFF01) community attribute must
not be advertised outside a BGP confederation boundary.

regexp Enter the keyword regexp followed by a regular expression. Use one or a
regular-expression combination of the following:

. = (period) matches on any single character, including white space

* = (asterisk) matches on sequences in a pattern (zero or more sequences)
+ = (plus sign) matches on sequences in a pattern (one or more
sequences)

? = (question mark) matches sequences in a pattern (0 or 1 sequences).
You must enter an escape sequence (CNTL+v) prior to entering the ?
regular expression.

[ 1= (brackets) matches a range of single-character patterns.

N = (caret) matches the beginning of the input string. (If the caret is used
at the beginning of a sequence or range, it matches on everything BUT
the characters specified.)

$ = (dollar sign) matches the end of the output string.

_ = (underscore) matches a comma (,), left brace ({), right brace (}), left
parenthesis, right parenthesis, the beginning of the input string, the end
of the input string, or a space.

| = (pipe) matches either character.

Not configured

COMMUNITY-LIST

Version 8.1.1.0 Introduced on E-Series ExaScale

pre-Version 6.1.1.0  Introduced for E-Series

show config

Syntax
Command Mode

Command
History

Example

Display the non-default information in the current configuration.

show config

COMMUNITY-LIST

Version 8.1.1.0 Introduced on E-Series ExaScale

pre-Version 6.1.1.0  Introduced for E-Series

FTOS(config-std-community-list)#show config

ip community-list standard patches

deny 45:1

permit no-export
FTOS(config-std-community-list)#
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e show ip community-lists
2 sagiol  Display configured IP community lists in alphabetic order.
S
i Syntax  show ip community-lists [name]
a
o
P -
> arameters name (OPTIONAL) Enter the name of the o or extended IP community list, up to 140
— characters.
IS
8_ Command Modes EXEC
o -
; EXEC Privilege
: Command
omman "
History Version 8.3.7.0 Introduced on S4810
Version 8.1.1.0 Introduced on E-Series ExaScale
Version 7.8.1.0 Increased name string to accept up to 140 characters. Prior to 7.8.1.0, names
are up to 16 characters long.
pre-Version 6.1.1.0  Introduced for E-Series
Example FTOS#show ip community-lists
ip community-list standard 1
deny 701:20
deny 702:20
deny 703:20
deny 704:20
deny 705:20

deny 14551:20
deny 701:112
deny 702:112
deny 703:112
deny 704:112
deny 705:112
deny 14551:112
deny 701:666
deny 702:666
deny 703:666
deny 704:666
deny 705:666
deny 14551:666
FTOS#
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Bidirectional Forwarding Detection
(BFD)

Overview

Bidirectional Forwarding Detection (BFD) is a detection protocol that provides fast
forwarding path failure detection. The FTOS implementation is based on the standards
specified in the IETF Draft draft-ietf-bfd-base-03 and supports BFD on all Layer 3 physical
interfaces including VLAN interfaces and port-channels.

BFD is supported on the C-Series , E-Series and as indicated by the
characters that appear under each of the command headings.

Commands

» Dbfd all-neighbors

e bfd disable

» Dbfd enable (Configuration)
» bfd enable (Interface)

e bfd interval

e bfd neighbor

* bfd protocol-liveness

» clear bfd counters

e debug bfd

* ip route bfd

* ip ospf bfd all-neighbors
e isis bfd all-neighbors

* neighbor bfd

» neighbor bfd disable

» show bfd counters

e show bfd neighbors

e vrrp bfd
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bfd all-neighbors

TR Enable BFD segsions with all neighbors discovergd by Layer 3 prot_ocols IS-1S, OSPF, or
ol BGP on router interfaces, and (optionally) reconfigure the default timer values.

Syntax  bfd all-neighbors [interval interval min_rx min_rx multiplier value role {active | passive}]

Parameters - —
interval milliseconds

(OPTIONAL) Enter this keyword to specify non-default BFD
session parameters beginning with the transmission interval.
Range: 50 to 1000

Default: 100

min_rx milliseconds

Enter this keyword to specify the minimum rate at which the local
system would like to receive control packets from the remote system.
Range: 50 to 100

Default: 100

multiplier value

Enter this keyword to specify the number of packets that must be
missed in order to declare a session down.

Range: 3 to 50

Default: 3

role [active | passive]

Enter the role that the local system assumes:
e Active—The active system initiates the BFD session. Both
systems can be active for the same session.

» Passive—The passive system does not initiate a session. It only
responds to a request for session initialization from the active
system.

Default: Active

Defaults Parameters

Command Modes ROUTER OSPF

ROUTER BGP

ROUTER ISIS (Not available on C-Series)

Command
History

Version 8.3.8.0 BFD for BGP was introduced on the S4810.

Version 8.4.1.3 BFD for BGP was introduced on the E-Series ExaScale.

Version 8.2.1.0 BFD for OSPF and ISIS introduced on the E-Series ExaScale.

Version 7.6.1.0 BFD for OSPF introduced on the C-Series.

Version 7.5.1.0 BFD for ISIS introduced on the E-Series.

Version 7.4.1.0 BFD for OSPF introduced on the E-Series.

Bidirectional Forwarding Detection (BFD)



Usage  All neighbors inherit the timer values configured with the bfd all-neighbors command except
Information jn the following cases:

e Timer values configured with the isis bfd all-neighbors or ip ospf bfd
all-neighbors commands in INTERFACE mode override timer values configured
with the bfd all-neighbors command. Likewise, using the no bfd all-neighbors
command does not disable BFD on an interface if BFD is explicitly enabled
using the command isis bfd all-neighbors.

» Neighbors that have been explicitly enabled or disabled for a BFD session with
the bfd neighbor or neighbor bfd disable commands in ROUTER BGP mode do
not inherit the global BFD enable/disable values configured with the bfd
all-neighbors command or configured for the peer group to which a neighbor
belongs. The neighbors inherit only the global timer values (configured with the
bfd all-neighbors command).

ComRnifr::(i show bfd neighbors Display BFD neighbor information on all interfaces or a specified
interface.
bfd neighbor Explicitly enable a BFD session with a BGP neighbor or a BGP peer
group.
neighbor bfd disable Explicitly disable a BFD session with a BGP neighbor or a BGP peer
group.

bfd disable

Disable all VRRP sessions in a VRRP group.
Syntax  Dbfd disable
Re-enable BFD using the command no bfd disable.
Defaults ~ BFD is disabled by default.

Command Modes INTERFACE VRRP

Command

History Version 8.2.1.0 Introduced on E-Series ExaScale

Version 7.6.1.0 Introduced on C-Series

Version 7.5.1.0 Introduced on E-Series

bfd enable (Configuration)
Enable BFD on all interfaces.

Syntax bfd enable

Disable BFD using the no bfd enable command.
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Defaults ~ BFD is disabled by default.

Command Modes ~ CONFIGURATION

Command

History Version 8.3.10.0  Introduced on S4810

Version 8.2.1.0 Introduced on E-Series ExaScale

Version 7.6.1.0 Introduced on C-Series

Version 7.4.1.0 Introduced on E-Series

bfd enable (Interface)
Enable BFD on an interface.

Syntax  bfd enable
Defaults ~ BFD is enabled on all interfaces when you enable BFD from CONFIGURATION mode.

Command Modes INTERFACE

Command

History Version 8.3.10.0  Introduced on S4810

Version 8.2.1.0 Introduced on E-Series ExaScale

Version 7.6.1.0 Introduced on C-Series

Version 7.4.1.0 Introduced on E-Series

bfd interval
Specify non-default BFD session parameters beginning with the transmission interval.

This command is deprecated as of FTOS 8.3.12.0.

Syntax  bfd interval interval min_rx min_rx multiplier value role {active | passive}

Parameters - P : - -
interval milliseconds Enter this keyword to specify non-default BFD session parameters

beginning with the transmission interval.
Range: 50 to 1000
Default: 100

min_rx milliseconds Enter this keyword to specify the minimum rate at which the local
system would like to receive control packets from the remote system.
Range: 50 to 100
Default: 100

Bidirectional Forwarding Detection (BFD)



Defaults

Command Modes

Command
History

Example

multiplier value

Enter this keyword to specify the number of packets that must be
missed in order to declare a session down.

Range: 3to 50

Default: 3

role [active | passive]

Enter the role that the local system assumes:
e Active—The active system initiates the BFD session. Both
systems can be active for the same session.

» Passive—The passive system does not initiate a session. It only
responds to a request for session initialization from the active
system.

Default: Active

Parameters

INTERFACE

Version 8.3.12.0

Deprecated command. Replaced by

Version 8.3.10.0

Introduced on S4810

Version 8.2.1.0

Introduced on E-Series ExaScale

Version 7.6.1.0

Introduced on C-Series

Version 7.4.1.0

Introduced on E-Series

FTOS(conf-if-gi-0/3)#bfd interval 250 min_rx 300 multiplier 4 role passive
FTOS(conf-if-gi-0/3)#

bfd neighbor

Establish a BFD session with a neighbor.

Syntax

Parameters

Defaults
Command Modes

Command
History

This command is deprecated as of FTOS 8.3.12.0.

bfd neighbor ip-address

ip-address Enter the IP address of the neighbor in dotted decimal format
(A.B.C.D).
None
INTERFACE

Version 8.3.12.0

Deprecated command. Replaced by

Version 8.3.10.0

Introduced on S4810

Version 8.2.1.0

Introduced on E-Series ExaScale

Version 7.6.1.0

Introduced on C-Series

Version 7.5.1.0

Added support for VLAN and port-channel interfaces on E-Series.

Version 7.4.1.0

Introduced on E-Series
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Related

g Commands show bfd neighbors pisplay BFD neighbor information on all interfaces or a specified
© interface.
©
°
5 .
2 bfd protocol-liveness
@ <agiol  Enable the BFD protocol liveness feature.
g Syntax bfd protocol-liveness
o
e Defaults  Disabled
2
§ Command Modes ~ CONFIGURATION

Command - duced

History Version 8.3.10.0  Introduced on S4810

Version 7.4.1.0 Introduced on E-Series

Usage  Protocol Liveness is a feature that notifies the BFD Manager when a client protocol (e.g
Information  QSPF, ISIS) is disabled. When a client is disabled, all BFD sessions for that protocol are torn
down. Neighbors on the remote system receive an Admin Down control packet and are placed
in the Down state. Peer routers might take corrective action by choosing alternative paths for
the routes that originally pointed to this router.

clear bfd counters

Clear all BFD counters, or counters for a particular interface.

Syntax  clear bfd counters [interface]

P t . :
arameters interface (OPTIONAL) Enter one of the following keywords and slot/port or number

information:

» For a 1-Gigabit Ethernet interface, enter the keyword gigabitethernet
followed by the slot/port information.

e For a 10-Gigabit Ethernet interface, enter the keyword
tengigabitethernet followed by the slot/port information.

» For a SONET interface, enter the keyword sonet followed by the slot/
port information.

» For a port-channel interface, enter the keyword port-channel followed
by a number:
C-Series and S-Series Range: 1-128
E-Series Range: 1 to 255 for TeraScale, and 1 to 512 for ExaScale

» For VLAN interfaces, enter the keyword vlan followed by a number
from 1 to 4094. For ExaScale VLAN interfaces, the range is 1-2730
(VLAN IDs can be 0-4093).

Defaults None

Command Modes  EXEC Privilege
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Command Version 8.2.1.0 Introduced on E-Series ExaScale

History
Version 7.7.1.0 Introduced on C-Series
Version 7.5.1.0  Added support for VLAN and port-channel interfaces on E-Series
Version 7.4.1.0 Introduced on E-Series
Rel - - -
Comnf;fzg show bfd counters Display BFD counter information.

debug bfd

Enable BFD debugging.

Syntax  debug bfd {detail | event | packet} {all | interface} [mode] [count number]

Parameters

detail (OPTIONAL) Enter this keyword to display detailed information about BFD
packets.
event (OPTIONAL) Enter this keyword to display information about BFD state.

The mode option is not available with this option.

packet (OPTIONAL) Enter the keyword packet to display brief information about
control packets.

all Enter this keyword to enable debugging on all interfaces. The count option is
not available with this option.

interface Enter one of the following keywords and slot/port or number information:
» For a 1-Gigabit Ethernet interface, enter the keyword gigabitethernet
followed by the slot/port information.

» For a 10-Gigabit Ethernet interface, enter the keyword tengigabitethernet
followed by the slot/port information.

» For a SONET interface, enter the keyword sonet followed by the slot/port
information.

e For aport-channel interface, enter the keyword port-channel followed by a
number:

C-Series and S-Series Range: 1 to 128
E-Series Range: 1 to 255 for TeraScale, and 1 to 512 for ExaScale.

* For VLAN interfaces, enter the keyword vlan followed by a number from
1 to 4094. For ExaScale VLAN interfaces, the range is 1 to 2730 (VLAN
IDs can be 0 to 4093).

mode (OPTIONAL) Enter one of the following debug transmission modes:
» Enter the keyword both to display information for both received and sent
packets.

» Enter the keyword rx to display information for received packets.
» Enter the keyword tx to display information for sent packets.
Default: both

count number (OPTIONAL) Enter this keyword followed by the number of debug messages
to display. Range: 1 to 65534
Default: Infinite—that is, if a count number is not specified an infinite number
of debug messages will display.

Defaults Disabled
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Command Modes  EXEC Privilege

Command

History Version 8.2.1.0 Introduced on E-Series ExaScale

Version 7.6.1.0 Introduced on C-Series

Version 7.5.1.0  Added support for VLAN and port-channel interfaces on E-Series

Version 7.4.1.0 Introduced on E-Series

Usage  Since BFD can potentially transmit 20 packets per interface, debugging information should
Information  pe restricted.

www.dell.com | support.dell.com

Ip route bfd

Enable BFD for all neighbors configured through static routes.

Syntax ip route bfd [interval interval min_rx min_rx multiplier value role {active | passive}]

P t - - - -
arameters interval milliseconds (OPTIONAL) Enter this keyword to specify non-default BFD

session parameters beginning with the transmission interval.
Range: 50 to 1000
Default: 100

interval milliseconds (OPTIONAL) Enter this keyword to specify non-default BFD
session parameters beginning with the transmission interval.
Range: 50 to 1000
Default: 100

multiplier value Enter this keyword to specify the number of packets that must be
missed in order to declare a session down.
Range: 3 to 50
Default: 3

role [active | passive] Enter the role that the local system assumes:

» Active—The active system initiates the BFD session. Both
systems can be active for the same session.

» Passive—The passive system does not initiate a session. It only
responds to a request for session initialization from the active
system.

Default: Active

Defaults Parameters

Command Modes CONFIGURATION

Command - -
History Version 8.2.1.0 Introduced on E-Series ExaScale
Version 7.6.1.0 Introduced on C-Series
Version 7.4.1.0 Introduced on E-Series
Related how bfd neiahb isol iahbor inf . i P ified
Commands show neighbors !:)ltspfay BFD neighbor information on all interfaces or a specifie
interface.
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Ip ospf bfd all-neighbors

Establish BFD sessions with all OSPF neighbors on a single interface.

Syntax ip ospf bfd all-neighbors

Command Modes ~ CONFIGURATION

Command -
History Version 8.3.12.0  Introduced on S4810
Related - - - - -
Commands bfd all-neighbors Enable BFD sessions with all neighbors discovered by Layer 3
protocols IS-I1S, OSPF or BFP on router interfaces.
neighbor bfd disable Explicitly disable a BFD session with a BFP neighbor or a BFP peer
group.
show bfd neighbors Display BFD neighbor information on all interfaces or a specified
interface.

Isis bfd all-neighbors

Enable BFD on all I1S-IS neighbors discovered on an interface.

Syntax  isis bfd all-neighbors [disable | [interval interval min_rx min_rx multiplier value role {active | passive}]]
P t - - -
arameters "~ jisable (OPTIONAL) Enter the keyword disable to disable BFD on this
interface.
interval milliseconds (OPTIONAL)